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About Cisco IOS Software Documentation

This document describes the objectives, audience, conventions, and organization used in Cisco IOS 

software documentation. Also included are resources for obtaining technical assistance, additional 
documentation, and other information from Cisco. This document is organized into the following 
sections:

 • Documentation Objectives, page xiii

 • Audience, page xiii

 • Documentation Conventions, page xiii

 • Documentation Organization, page xv

 • Additional Resources and Documentation Feedback, page xxii

Documentation Objectives
Cisco IOS software documentation describes the tasks and commands available to configure and 
maintain Cisco networking devices.

Audience
The Cisco IOS software documentation set is intended for users who configure and maintain Cisco 
networking devices (such as routers and switches) but who may not be familiar with the configuration 
and maintenance tasks, the relationship among tasks, or the Cisco IOS software commands necessary to 
perform particular tasks. The Cisco IOS software documentation set is also intended for those users 
experienced with Cisco IOS software who need to know about new features, new configuration options, 
and new software characteristics in the current Cisco IOS software release. 

Documentation Conventions
In Cisco IOS software documentation, the term router may be used to refer to various Cisco products; for 
example, routers, access servers, and switches. These and other networking devices that support 
Cisco IOS software are shown interchangeably in examples and are used only for illustrative purposes. 
An example that shows one product does not necessarily mean that other products are not supported.
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This section includes the following topics:

 • Typographic Conventions, page xiv

 • Command Syntax Conventions, page xiv

 • Software Conventions, page xiv

 • Reader Alert Conventions, page xv

Typographic Conventions
Cisco IOS documentation uses the following typographic conventions:

Command Syntax Conventions
Cisco IOS documentation uses the following command syntax conventions:

Software Conventions
Cisco IOS software uses the following program code conventions:

Convention Description

^ or Ctrl Both the ^ symbol and Ctrl represent the Control (Ctrl) key on a keyboard. For 
example, the key combination ^D or Ctrl-D means that you hold down the 
Control key while you press the D key. (Keys are indicated in capital letters but 
are not case sensitive.)

string A string is a nonquoted set of characters shown in italics. For example, when 
setting a Simple Network Management Protocol (SNMP) community string to 
public, do not use quotation marks around the string; otherwise, the string will 
include the quotation marks. 

Convention Description

bold Bold text indicates commands and keywords that you enter as shown.

italics Italic text indicates arguments for which you supply values.

[x] Square brackets enclose an optional keyword or argument.

| A vertical line, called a pipe, indicates a choice within a set of keywords 
or arguments.

[x | y] Square brackets enclosing keywords or arguments separated by a pipe indicate an 
optional choice.

{x | y} Braces enclosing keywords or arguments separated by a pipe indicate a 
required choice.

[x {y | z}] Braces and a pipe within square brackets indicate a required choice within an 
optional element.

Convention Description

Courier font Courier font is used for information that is displayed on a PC or terminal screen.

Bold Courier font Bold Courier font indicates text that the user must enter.
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Reader Alert Conventions
The Cisco IOS documentation set uses the following conventions for reader alerts:

Caution Means reader be careful. In this situation, you might do something that could result in equipment 
damage or loss of data.

Note Means reader take note. Notes contain helpful suggestions or references to material not covered in the 
manual. 

Timesaver Means the described action saves time. You can save time by performing the action described in the 
paragraph. 

Documentation Organization
This section describes the Cisco IOS documentation set, how it is organized, and how to access it on 
Cisco.com. Included are lists of configuration guides, command references, and supplementary 
references and resources that make up the documentation set. The following topics are included: 

 • Cisco IOS Documentation Set, page xvi

 • Cisco IOS Documentation on Cisco.com, page xvi

 • Configuration Guides, Command References, and Supplementary Resources, page xvii

 <     > Angle brackets enclose text that is not displayed, such as a password. Angle 
brackets also are used in contexts in which the italic font style is not supported; 
for example, ASCII text.

! An exclamation point at the beginning of a line indicates that the text that follows 
is a comment, not a line of code. An exclamation point is also displayed by 
Cisco IOS software for certain processes.

 [     ] Square brackets enclose default responses to system prompts.

Convention Description
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Cisco IOS Documentation Set
Cisco IOS software documentation consists of the following: 

 • Release notes and caveats provide information about platform, technology, and feature support for 
a release and describe severity 1 (catastrophic), severity 2 (severe), and severity 3 (moderate) 
defects in released Cisco IOS software code. Review release notes before other documents to learn 
whether or not updates have been made to a feature.

 • Sets of configuration guides and command references organized by technology and published for 
each standard Cisco IOS software release. 

 – Configuration guides—Compilations of documents that provide informational and 
task-oriented descriptions of Cisco IOS software features.

 – Command references—Compilations of commands that provide detailed information about the 
commands used in the Cisco IOS features and processes that make up the related configuration 
guides.

 • Lists of all the commands in a specific release and all commands that are new, modified, removed, 
or replaced in the release.

 • Command reference book for debug commands. Commands are listed in alphabetical order.

 • Reference book for system messages for all Cisco IOS releases.

Cisco IOS Documentation on Cisco.com
The following sections describe the documentation organization and how to access various document 
types.

Use Cisco Feature Navigator to find information about platform support and Cisco IOS and Catalyst OS 
software image support. To access Cisco Feature Navigator, go to http://www.cisco.com/go/cfn. An 
account on Cisco.com is not required. 

New Features List

The New Features List for each release provides a list of all features in the release with hyperlinks to the 
feature guides in which they are documented.

Feature Guides

Cisco IOS features are documented in feature guides. Feature guides describe one feature or a group of 
related features that are supported on many different software releases and platforms. Your Cisco IOS 
software release or platform may not support all the features documented in a feature guide. See the 
Feature Information table at the end of the feature guide for information about which features in that 
guide are supported in your software release. 

Configuration Guides

Configuration guides are provided by technology and release and comprise a set of individual feature 
guides relevant to the release and technology.

Command References 

Command reference books contain Cisco IOS commands that are supported in many different software 
releases and on many different platforms. The books are provided by technology. For information about 
Cisco IOS commands, see the Cisco IOS Master Commands List, or the Command Lookup Tool at 
http://tools.cisco.com/Support/CLILookup.

http://www.cisco.com/go/cfn
http://tools.cisco.com/Support/CLILookup
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Cisco IOS Supplementary Documents and Resources

Supplementary documents and resources are listed in Table 2 on page xxi. 

Configuration Guides, Command References, and Supplementary Resources
Table 1 lists in alphabetical order Cisco IOS software configuration guides and command references, 
including brief descriptions of the contents of the documents. The configuration guides and command 
references listed support many different software releases and platforms. Your Cisco IOS software 
release or platform may not support all these technologies.

Table 2 lists documents and resources that supplement the Cisco IOS software configuration guides and 
command references. These supplementary resources include release notes and caveats; master 
command lists; new, modified, removed, and replaced command lists; system messages; and the debug 
command reference.

Table 1 Cisco IOS Configuration Guides and Command References 

Configuration Guide and Command Reference Titles Features/Protocols/Technologies

Cisco IOS AppleTalk Configuration Guide

Cisco IOS AppleTalk Command Reference

AppleTalk protocol. 

Cisco IOS Asynchronous Transfer Mode  
Configuration Guide

Cisco IOS Asynchronous Transfer Mode  
Command Reference

LAN ATM, multiprotocol over ATM (MPoA), and WAN ATM. 

Cisco IOS Bridging and IBM Networking 
Configuration Guide

Cisco IOS Bridging Command Reference

Cisco IOS IBM Networking Command Reference

 • Transparent and source-route transparent (SRT) bridging, 
source-route bridging (SRB), Token Ring Inter-Switch Link 
(TRISL), and token ring route switch module (TRRSM). 

 • Data-link switching plus (DLSw+), serial tunnel (STUN), 
block serial tunnel (BSTUN); logical link control, type 2 
(LLC2), synchronous data link control (SDLC); IBM 
Network Media Translation, including Synchronous Data 
Logical Link Control (SDLLC) and qualified LLC (QLLC); 
downstream physical unit (DSPU), Systems Network 
Architecture (SNA) service point, SNA frame relay access, 
advanced peer-to-peer networking (APPN), native client 
interface architecture (NCIA) client/server topologies, and 
IBM Channel Attach. 

Cisco IOS Broadband and DSL Configuration Guide

Cisco IOS Broadband and DSL Command Reference

Point-to-Point Protocol (PPP) over ATM (PPPoA) and PPP over 
Ethernet (PPPoE). 

Cisco IOS Carrier Ethernet Configuration Guide

Cisco IOS Carrier Ethernet Command Reference

Connectivity fault management (CFM), Ethernet Local 
Management Interface (ELMI), IEEE 802.3ad link bundling, 
Link Layer Discovery Protocol (LLDP), media endpoint 
discovery (MED), and operations, administration, and 
maintenance (OAM). 

Cisco IOS Configuration Fundamentals 
Configuration Guide

Cisco IOS Configuration Fundamentals 
Command Reference

Autoinstall, Setup, Cisco IOS command-line interface (CLI), 
Cisco IOS file system (IFS), Cisco IOS web browser user 
interface (UI), basic file transfer services, and file management. 
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Cisco IOS DECnet Configuration Guide

Cisco IOS DECnet Command Reference

DECnet protocol. 

Cisco IOS Dial Technologies Configuration Guide

Cisco IOS Dial Technologies Command Reference

Asynchronous communications, dial backup, dialer technology, 
dial-in terminal services and AppleTalk remote access (ARA), 
large scale dialout, dial-on-demand routing, dialout, modem and 
resource pooling, ISDN, multilink PPP (MLP), PPP, virtual 
private dialup network (VPDN).

Cisco IOS Flexible NetFlow Configuration Guide

Cisco IOS Flexible NetFlow Command Reference

Flexible NetFlow. 

Cisco IOS H.323 Configuration Guide Gatekeeper enhancements for managed voice services, 
Gatekeeper Transaction Message Protocol, gateway codec order 
preservation and shutdown control, H.323 dual tone 
multifrequency relay, H.323 version 2 enhancements, Network 
Address Translation (NAT) support of H.323 v2 Registration, 
Admission, and Status (RAS) protocol, tokenless call 
authorization, and VoIP gateway trunk and 
carrier-based routing.

Cisco IOS High Availability Command Reference A variety of High Availability (HA) features and technologies 
that are available for different network segments (from 
enterprise access to service provider core) to facilitate creation 
of end-to-end highly available networks. Cisco IOS HA features 
and technologies can be categorized in three key areas: 
system-level resiliency, network-level resiliency, and embedded 
management for resiliency. 

Cisco IOS Intelligent Service Gateway 
Configuration Guide

Cisco IOS Intelligent Service Gateway 
Command Reference

Subscriber identification, service and policy determination, 
session creation, session policy enforcement, session life-cycle 
management, accounting for access and service usage, session 
state monitoring.

Cisco IOS Interface and Hardware Component  
Configuration Guide

Cisco IOS Interface and Hardware Component  
Command Reference

LAN interfaces, logical interfaces, serial interfaces, virtual 
interfaces, and interface configuration. 

Cisco IOS IP Addressing Services Configuration Guide

Cisco IOS IP Addressing Services Command Reference

Address Resolution Protocol (ARP), Network Address 
Translation (NAT), Domain Name System (DNS), Dynamic 
Host Configuration Protocol (DHCP), and Next Hop Address 
Resolution Protocol (NHRP). 

Cisco IOS IP Application Services Configuration Guide

Cisco IOS IP Application Services Command Reference

Enhanced Object Tracking (EOT), Gateway Load Balancing 
Protocol (GLBP), Hot Standby Router Protocol (HSRP), IP 
Services, Server Load Balancing (SLB), Stream Control 
Transmission Protocol (SCTP), TCP, Web Cache 
Communication Protocol (WCCP), User Datagram Protocol 
(UDP), and Virtual Router Redundancy Protocol (VRRP). 

Cisco IOS IP Mobility Configuration Guide

Cisco IOS IP Mobility Command Reference

Mobile ad hoc networks (MANet) and Cisco mobile networks. 

Table 1 Cisco IOS Configuration Guides and Command References (continued)

Configuration Guide and Command Reference Titles Features/Protocols/Technologies
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Cisco IOS IP Multicast Configuration Guide

Cisco IOS IP Multicast Command Reference

Protocol Independent Multicast (PIM) sparse mode (PIM-SM), 
bidirectional PIM (bidir-PIM), Source Specific Multicast 
(SSM), Multicast Source Discovery Protocol (MSDP), Internet 
Group Management Protocol (IGMP), and Multicast VPN 
(MVPN).

Cisco IOS IP Routing Protocols Configuration Guide

Cisco IOS IP Routing Protocols Command Reference

Border Gateway Protocol (BGP), multiprotocol BGP, 
multiprotocol BGP extensions for IP multicast, bidirectional 
forwarding detection (BFD), Enhanced Interior Gateway 
Routing Protocol (EIGRP), Interior Gateway Routing Protocol 
(IGRP), Intermediate System-to-Intermediate System (IS-IS), 
on-demand routing (ODR), Open Shortest Path First (OSPF), 
and Routing Information Protocol (RIP).

Cisco IOS IP SLAs Configuration Guide

Cisco IOS IP SLAs Command Reference

Cisco IOS IP Service Level Agreements (IP SLAs). 

Cisco IOS IP Switching Configuration Guide

Cisco IOS IP Switching Command Reference

Cisco Express Forwarding, fast switching, and Multicast 
Distributed Switching (MDS). 

Cisco IOS IPv6 Configuration Guide

Cisco IOS IPv6 Command Reference

For IPv6 features, protocols, and technologies, go to the IPv6 
“Start Here” document at 

http://www.cisco.com/en/US/prod-
ucts/ps6441/products_configuration_guide_chapter09186a0080
1d65ed.html

Cisco IOS ISO CLNS Configuration Guide

Cisco IOS ISO CLNS Command Reference

ISO connectionless network service (CLNS). 

Cisco IOS LAN Switching Configuration Guide

Cisco IOS LAN Switching Command Reference

VLANs, Inter-Switch Link (ISL) encapsulation, IEEE 802.10 
encapsulation, IEEE 802.1Q encapsulation, and multilayer 
switching (MLS).

Cisco IOS Mobile Wireless Gateway GPRS Support Node  
Configuration Guide

Cisco IOS Mobile Wireless Gateway GPRS Support Node  
Command Reference

Cisco IOS Gateway GPRS Support Node (GGSN) in a 
2.5-generation general packet radio service (GPRS) and 
3-generation universal mobile telecommunication system (UMTS) 
network. 

Cisco IOS Mobile Wireless Home Agent  
Configuration Guide

Cisco IOS Mobile Wireless Home Agent  
Command Reference

Cisco Mobile Wireless Home Agent, an anchor point for mobile 
terminals for which mobile IP or proxy mobile IP services are 
provided. 

Cisco IOS Mobile Wireless Packet Data Serving Node  
Configuration Guide

Cisco IOS Mobile Wireless Packet Data Serving Node  
Command Reference

Cisco Packet Data Serving Node (PDSN), a wireless gateway that 
is between the mobile infrastructure and standard IP networks and 
that enables packet data services in a code division multiple access 
(CDMA) environment. 

Cisco IOS Mobile Wireless Radio Access Networking  
Configuration Guide

Cisco IOS Mobile Wireless Radio Access Networking  
Command Reference

Cisco IOS radio access network products. 

Table 1 Cisco IOS Configuration Guides and Command References (continued)

Configuration Guide and Command Reference Titles Features/Protocols/Technologies

http://www.cisco.com/en/US/products/ps6441/products_configuration_guide_chapter09186a00801d65ed.html


About Cisco IOS Software Documentation
Documentation Organization

xx
Cisco IOS IP Multicast Command Reference

January 2008

Cisco IOS Multiprotocol Label Switching  
Configuration Guide

Cisco IOS Multiprotocol Label Switching  
Command Reference

MPLS Label Distribution Protocol (LDP), MPLS Layer 2 VPNs, 
MPLS Layer 3 VPNs, MPLS Traffic Engineering (TE), and 
MPLS Embedded Management (EM) and MIBs.

Cisco IOS Multi-Topology Routing Configuration Guide

Cisco IOS Multi-Topology Routing Command Reference

Unicast and multicast topology configurations, traffic 
classification, routing protocol support, and network 
management support.

Cisco IOS NetFlow Configuration Guide

Cisco IOS NetFlow Command Reference

Network traffic data analysis, aggregation caches, export 
features. 

Cisco IOS Network Management Configuration Guide

Cisco IOS Network Management Command Reference

Basic system management; system monitoring and logging; 
troubleshooting, logging, and fault management; 
Cisco Discovery Protocol; Cisco IOS Scripting with Tool 
Control Language (Tcl); Cisco networking services (CNS); 
DistributedDirector; Embedded Event Manager (EEM); 
Embedded Resource Manager (ERM); Embedded Syslog 
Manager (ESM); HTTP; Remote Monitoring (RMON); SNMP; 
and VPN Device Manager Client for Cisco IOS Software 
(XSM Configuration).

Cisco IOS Novell IPX Configuration Guide

Cisco IOS Novell IPX Command Reference

Novell Internetwork Packet Exchange (IPX) protocol. 

Cisco IOS Optimized Edge Routing Configuration Guide

Cisco IOS Optimized Edge Routing Command Reference

Optimized edge routing (OER) monitoring, policy 
configuration, routing control, logging and reporting, and 
VPN IPsec/generic routing encapsulation (GRE) tunnel 
interface optimization.

Cisco IOS Quality of Service Solutions 
Configuration Guide

Cisco IOS Quality of Service Solutions 
Command Reference

Class-based weighted fair queuing (CBWFQ), custom queuing, 
distributed traffic shaping (DTS), generic traffic shaping (GTS), 
IP- to-ATM class of service (CoS), low latency queuing (LLQ), 
modular QoS CLI (MQC), Network-Based Application 
Recognition (NBAR), priority queuing, Security Device 
Manager (SDM), Multilink PPP (MLPPP) for QoS, header 
compression, AutoQoS, QoS features for voice, Resource 
Reservation Protocol (RSVP), weighted fair queuing (WFQ), 
and weighted random early detection (WRED). 

Cisco IOS Security Configuration Guide

Cisco IOS Security Command Reference

Access control lists (ACLs), authentication, authorization, and 
accounting (AAA), firewalls, IP security and encryption, 
neighbor router authentication, network access security, network 
data encryption with router authentication, public key 
infrastructure (PKI), RADIUS, TACACS+, terminal access 
security, and traffic filters. 

Cisco IOS Service Selection Gateway Configuration Guide

Cisco IOS Service Selection Gateway Command Reference

Subscriber authentication, service access, and accounting. 

Table 1 Cisco IOS Configuration Guides and Command References (continued)
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Cisco IOS Software Modularity Installation and Configu-
ration Guide 

Cisco IOS Software Modularity Command Reference

Installation and basic configuration of software modularity 
images, including installations on single and dual route 
processors, installation rollbacks, software modularity binding, 
software modularity processes and patches. 

Cisco IOS Terminal Services Configuration Guide

Cisco IOS Terminal Services Command Reference

DEC, local-area transport (LAT), and X.25 packet 
assembler/disassembler (PAD). 

Cisco IOS Virtual Switch Command Reference Virtual switch redundancy, high availability, and packet handling; 
converting between standalone and virtual switch modes; virtual 
switch link (VSL); Virtual Switch Link Protocol (VSLP). 

Cisco IOS Voice Configuration Library

Cisco IOS Voice Command Reference

Cisco IOS support for voice call control protocols, interoperability, 
physical and virtual interface management, and troubleshooting. 
The library includes documentation for IP telephony applications.

Cisco IOS VPDN Configuration Guide

Cisco IOS VPDN Command Reference

Layer 2 Tunneling Protocol (L2TP) dial-out load balancing and 
redundancy, L2TP extended failover, L2TP security VPDN, 
multihop by Dialed Number Identification Service (DNIS), 
timer and retry enhancements for L2TP and Layer 2 Forwarding 
(L2F), RADIUS Attribute 82: tunnel assignment ID, shell-based 
authentication of VPDN users, tunnel authentication via 
RADIUS on tunnel terminator. 

Cisco IOS Wide-Area Networking Configuration Guide

Cisco IOS Wide-Area Networking Command Reference

Frame Relay, Layer 2 Tunneling Protocol Version 3 (L2TPv3), 
Link Access Procedure, Balanced (LAPB), Switched 
Multimegabit Data Service (SMDS), and X.25. 

Cisco IOS Wireless LAN Configuration Guide

Cisco IOS Wireless LAN Command Reference

Broadcast key rotation, IEEE 802.11x support, IEEE 802.1x 
authenticator, IEEE 802.1x local authentication service for 
Extensible Authentication Protocol-Flexible Authentication via 
Secure Tunneling (EAP-FAST), Multiple Basic Service Set ID 
(BSSID), Wi-Fi Multimedia (WMM) required elements, and 
Wi-Fi Protected Access (WPA).

Table 2 Cisco IOS Supplementary Documents and Resources  

Document Title Description

Cisco IOS Master Commands List Alphabetical list of all the commands documented in the 
Cisco IOS release.

Cisco IOS New, Modified, Removed, and Replaced 
Commands

List of all the new, modified, removed, and replaced commands 
for the Cisco IOS release.

Cisco IOS Software System Messages List of Cisco IOS system messages and descriptions. System 
messages may indicate problems with your system; be 
informational only; or may help diagnose problems with 
communications lines, internal hardware, or the 
system software.

Cisco IOS Debug Command Reference Alphabetical list of debug commands including brief 
descriptions of use, command syntax, and usage guidelines.

Table 1 Cisco IOS Configuration Guides and Command References (continued)
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Additional Resources and Documentation Feedback
What’s New in Cisco Product Documentation is published monthly and describes all new and revised 
Cisco technical documentation. The What’s New in Cisco Product Documentation publication also 
provides information about obtaining the following resources:

 • Technical documentation 

 • Cisco product security overview

 • Product alerts and field notices 

 • Technical assistance 

Cisco IOS technical documentation includes embedded feedback forms where you can rate documents 
and provide suggestions for improvement. Your feedback helps us improve our documentation.

CCVP, the Cisco logo, and Welcome to the Human Network are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and 
Learn is a service mark of Cisco Systems, Inc.; and Access Registrar, Aironet, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, Cisco, 
the Cisco Certified Internetwork Expert logo, Cisco IOS, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, 
Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, 
IOS, iPhone, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, iQuick Study, LightStream, Linksys, MeetingPlace, MGX, Networkers, 
Networking Academy, Network Registrar, PIX, ProConnect, ScriptShare, SMARTnet, StackWise, The Fastest Way to Increase Your Internet 
Quotient, and TransPath are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries. 

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply 
a partnership relationship between Cisco and any other company. (0711R)

© 2007–2008 Cisco Systems, Inc. All rights reserved.

Release Notes and Caveats Information about new and changed features, system 
requirements, and other useful information about specific 
software releases; information about defects in specific 
Cisco IOS software releases. 

MIBs Files used for network monitoring. To locate and download 
MIBs for selected platforms, Cisco IOS releases, and feature 
sets, use Cisco MIB Locator at

http://www.cisco.com/go/mibs

RFCs Standards documents maintained by the Internet Engineering 
Task Force (IETF) that Cisco IOS software documentation 
references where applicable. The full text of referenced RFCs 
may be obtained at 

http://www.rfc-editor.org/

Table 2 Cisco IOS Supplementary Documents and Resources  (continued)

Document Title Description
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Using the Command-Line Interface 
in Cisco IOS Software

This document provides basic information about the command-line interface (CLI) in Cisco IOS 
software and how you can use some of the CLI features. This document contains the following sections:

 • Initially Configuring a Device, page xxiii

 • Using the CLI, page xxiv

 • Saving Changes to a Configuration, page xxxii

 • Additional Information, page xxxiii

For more information about using the CLI, see the “Using the Cisco IOS Command-Line Interface 
(CLI)” section of the Cisco IOS Configuration Fundamentals Configuration Guide.

For information about the Cisco IOS software documentation set, see “About Cisco IOS Software 
Documentation.”

Initially Configuring a Device
Initially configuring a device varies by platform. For information about performing an initial 
configuration, see the hardware installation documentation that is provided with the original packaging 
of the product or go to the Product Support area of Cisco.com at 
http://www.cisco.com/web/psa/products/index.html.

After you have performed the initial configuration and connected the device to your network, you can 
configure the device either by using the console port or Telnet to access the Cisco IOS CLI or by using 
the configuration method provided on the device, such as Security Device Manager.

Changing the Default Settings for a Console or AUX Port

There are only two changes that you can make to a console port and an AUX port:

 • Change the port speed with the config-register 0x command. Changing the port speed is not 
recommended. The well-known default speed is 9600.

 • Change the behavior of the port; for example, by adding a password or changing the timeout value.

http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_cli-basics.html
http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_cli-basics.html
http://www.cisco.com/web/psa/products/index.html
http://www.cisco.com/en/US/docs/ios/preface/aboutios.html
http://www.cisco.com/en/US/docs/ios/preface/aboutios.html
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Using the CLI
This section describes the following topics:

 • Understanding Command Modes, page xxiv

 • Using the Interactive Help Feature, page xxvi

 • Understanding Command Syntax, page xxvii

 • Understanding Enable and Enable Secret Passwords, page xxviii

 • Using the Command History Feature, page xxix

 • Abbreviating Commands, page xxx

 • Using Aliases for CLI Commands, page xxx

 • Using the no and default Forms of Commands, page xxx

 • Using the debug Command, page xxxi

 • Filtering Output Using Output Modifiers, page xxxi

 • Understanding CLI Error Messages, page xxxii

Understanding Command Modes
The CLI command mode structure is hierarchical, and each mode supports a set of specific commands. 
This section describes the most common of the many modes that exist. 

Table 3 lists common command modes with associated CLI prompts, access and exit methods, and a 
brief description of how each mode is used.

Table 3 CLI Command Modes 

Command 
Mode

Access Method Prompt Exit Method Mode Usage

User EXEC Log in. Router> Issue the logout or exit 
command.

 • Change terminal 
settings.

 • Perform basic tests.

 • Display device status.

Privileged 
EXEC

From user EXEC mode, 
issue the enable 
command.

Router# Issue the disable 
command or the exit 
command to return to 
user EXEC mode.

 • Issue show and debug 
commands.

 • Copy images to the 
device.

 • Reload the device.

 • Manage device 
configuration files.

 • Manage device file 
systems.
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EXEC commands are not saved when the software reboots. Commands that you issue in a configuration 
mode can be saved to the startup configuration. If you save the running configuration to the startup 
configuration, these commands will execute when the software is rebooted. Global configuration mode 
is the highest level of configuration mode. From global configuration mode, you can enter a variety of 
other configuration modes, including protocol-specific modes.

ROM monitor mode is a separate mode that is used when the Cisco IOS software cannot load properly. 
If a valid software image is not found when the software boots or if the configuration file is corrupted at 
startup, the software might enter ROM monitor mode. Use the question symbol (?) to view the 
commands that you can use while the device is in ROM monitor mode.

rommon 1 > ?
alias               set and display aliases command
boot                boot up an external process
confreg             configuration register utility

Global 
configuration

From privileged EXEC 
mode, issue the 
configure terminal 
command.

Router(config)# Issue the exit command 
or the end command to 
return to privileged 
EXEC mode.

Configure the device.

Interface 
configuration

From global 
configuration mode, 
issue the interface 
command.

Router(config-if)# Issue the exit command 
to return to global 
configuration mode or 
the end command to 
return to privileged 
EXEC mode.

Configure individual 
interfaces.

Line 
configuration

From global  
configuration mode, 
issue the line vty or line 
console command.

Router(config-line)# Issue the exit command 
to return to global 
configuration mode or 
the end command to 
return to privileged 
EXEC mode.

Configure individual 
terminal lines.

ROM monitor From privileged EXEC 
mode, issue the reload 
command. Press the 
Break key during the 
first 60 seconds while 
the system is booting.

rommon # >

# is the line number 
and increments at 
each prompt.

Issue the continue 
command.

 • Runs as the default 
operating mode when a 
valid Cisco IOS image 
cannot be loaded. 

 • Access the fall-back 
procedure for loading a 
Cisco IOS image when 
the device lacks a valid 
Cisco IOS image and 
cannot be booted. 

 • Perform password 
recovery when a 
CTRL-Break sequence is 
issued within 60 seconds 
of a power-on or reload 
event.

Table 3 CLI Command Modes (continued)

Command 
Mode

Access Method Prompt Exit Method Mode Usage
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cont                continue executing a downloaded image
context             display the context of a loaded image
cookie              display contents of cookie PROM in hex
.
.
.
rommon 2 >

The following example shows how the command prompt changes to indicate a different command mode:

Router> enable
Router# configure terminal
Router(config)# interface ethernet 1/1
Router(config-if)# ethernet
Router(config-line)# exit
Router(config)# end
Router#

Note A keyboard alternative to the end command is Ctrl-Z.

Using the Interactive Help Feature
The Cisco IOS CLI includes an interactive Help feature. Table 4 describes how to use the Help feature. 

 

The following examples show how to use the help commands:

help
Router> help

Help may be requested at any point in a command by entering a question mark '?'.  If 
nothing matches, the help list will be empty and you must backup until entering a '?' 
shows the available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a command argument (e.g. 'show ?') 
and describes each possible argument.

2. Partial help is provided when an abbreviated argument is entered and you want to know 
what arguments match the input (e.g. 'show pr?'.)

Table 4 CLI Interactive Help Commands 

Command Purpose

help Provides a brief description of the help feature in any command mode.

? Lists all commands available for a particular command mode.

partial command? Provides a list of commands that begin with the character string (no 
space between the command and the question mark).

partial command<Tab> Completes a partial command name (no space between the command 
and <Tab>).

command ? Lists the keywords, arguments, or both associated with the command 
(space between the command and the question mark).

command keyword ? Lists the arguments that are associated with the keyword (space between 
the keyword and the question mark).
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?
Router# ?
Exec commands:
  access-enable        Create a temporary access-List entry
  access-profile       Apply user-profile to interface
  access-template      Create a temporary access-List entry
  alps                 ALPS exec commands
  archive              manage archive files
<snip>

partial command?
Router(config)# zo?
zone  zone-pair 

partial command<Tab>
Router(config)# we<Tab> webvpn

command ?
Router(config-if)# pppoe ?       
  enable        Enable pppoe
  max-sessions  Maximum PPPOE sessions

command keyword ?
Router(config-if)# pppoe enable ?
  group  attach a BBA group
  <cr>

Understanding Command Syntax
Command syntax is the format in which a command should be entered in the CLI. Commands include 
the name of the command, keywords, and arguments. Keywords are alphanumeric strings that are used 
literally. Arguments are placeholders for values that a user must supply. Keywords and arguments may 
be required or optional. 

Specific conventions convey information about syntax and command elements. Table 5 describes these 
conventions.

Table 5 CLI Syntax Conventions 

Symbol/Text Function Notes

< > (angle brackets) Indicate that the option is an 
argument.

Sometimes arguments are displayed 
without angle brackets.

A.B.C.D. Indicates that you must enter a 
dotted decimal IP address.

Angle brackets (< >) are not always 
used to indicate that an IP address is 
an argument. 

WORD (all capital letters) Indicates that you must enter 
one word. 

Angle brackets (< >) are not always 
used to indicate that a WORD is an 
argument.
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The following examples show syntax conventions:

Router(config)# ethernet cfm domain ? 
  WORD  domain name
Router(config)# ethernet cfm domain dname ?
  level   
Router(config)# ethernet cfm domain dname level ?
  <0-7>  maintenance level number
Router(config)# ethernet cfm domain dname level 7 ?
  <cr>
Router(config)# snmp-server file-transfer access-group 10 ?
  protocol  protocol options
  <cr>
Router(config)# logging host ?
  Hostname or A.B.C.D  IP address of the syslog server
  ipv6                 Configure IPv6 syslog server
Router(config)# snmp-server file-transfer access-group 10 ?
  protocol  protocol options
  <cr>

Understanding Enable and Enable Secret Passwords
Some privileged EXEC commands are used for actions that impact the system, and it is recommended 
that you set a password for these commands to prevent unauthorized use. Two types of passwords, enable 
(not encrypted) and enable secret (encrypted), can be set. The following commands set these passwords 
and are issued in global configuration mode:

 • enable password 

 • enable secret password 

Using an enable secret password is recommended because it is encrypted and more secure than the 
enable password. When you use an enable secret password, text is encrypted (unreadable) before it is 
written to the config.text file. When you use an enable password, the text is written as entered (readable) 
to the config.text file. 

Each type of password is case sensitive, can contain from 1 to 25 uppercase and lowercase alphanumeric 
characters, and can start with a number. Spaces are also valid password characters; for example, 
“two words” is a valid password. Leading spaces are ignored, but trailing spaces are recognized. 

LINE (all capital letters) Indicates that you must enter 
more than one word.

Angle brackets (< >) are not always 
used to indicate that a LINE is an 
argument.

<cr> (carriage return) Indicates the end of the list of 
available keywords and argu-
ments, and also indicates when 
keywords and arguments are 
optional. When <cr> is the only 
option, you have reached the 
end of the branch or the end of 
the command if the command 
has only one branch.

—

Table 5 CLI Syntax Conventions (continued)

Symbol/Text Function Notes
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Note Both password commands have numeric keywords that are single integer values. If you choose a number 
for the first character of your password followed by a space, the system will read the number as if it were 
the numeric keyword and not as part of your password.

When both passwords are set, the enable secret password takes precedence over the enable password. 

To remove a password, use the no form of the commands: no enable password or 
no enable secret password. 

For more information about password recovery procedures for Cisco products, see 
http://www.cisco.com/en/US/products/sw/iosswrel/ps1831/ 
products_tech_note09186a00801746e6.shtml.

Using the Command History Feature
The CLI command history feature saves the commands you enter during a session in a command history 
buffer. The default number of commands saved is 10, but the number is configurable within the range of 
0 to 256. This command history feature is particularly useful for recalling long or complex commands. 

To change the number of commands saved in the history buffer for a terminal session, issue the 
terminal history size command: 

Router# terminal history size num

A command history buffer is also available in line configuration mode with the same default and 
configuration options. To set the command history buffer size for a terminal session in line configuration 
mode, issue the history command: 

Router(config-line)# history [size num]

To recall commands from the history buffer, use the following methods:

 • Press Ctrl-P or the up arrow key—Recalls commands beginning with the most recent command. 
Repeat the key sequence to recall successively older commands. 

 • Press Ctrl-N or the down arrow key—Recalls the most recent commands in the history buffer after 
they have been recalled using Ctrl-P or the up arrow key. Repeat the key sequence to recall 
successively more recent commands. 

Note The arrow keys function only on ANSI-compatible terminals such as the VT100. 

 • Issue the show history command in user EXEC or privileged EXEC mode—Lists the most recent 
commands that you entered. The number of commands that are displayed is determined by the 
setting of the terminal history size and history commands. 

The CLI command history feature is enabled by default. To disable this feature for a terminal 
session, issue the terminal no history command in user EXEC or privileged EXEC mode or the 
no history command in line configuration mode. 

http://www.cisco.com/en/US/products/sw/iosswrel/ps1831/products_tech_note09186a00801746e6.shtml
http://www.cisco.com/en/US/products/sw/iosswrel/ps1831/products_tech_note09186a00801746e6.shtml
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Abbreviating Commands
Typing a complete command name is not always required for the command to execute. The Cisco IOS 
CLI recognizes an abbreviated command when the abbreviation contains enough characters to uniquely 
identify the command. For example, the show version command can be abbreviated as sh ver. It cannot 
be abbreviated as s ver because s could mean show, set, or systat. The sh v abbreviation also is not valid 
because the show command has vrrp as a keyword in addition to version. (Command and keyword 
examples from Cisco IOS Release 12.4(13)T.)

Using Aliases for CLI Commands
To save time and the repetition of entering the same command multiple times, you can use a command 
alias. An alias can be configured to do anything that can be done at the command line, but an alias cannot 
move between modes, type in passwords, or perform any interactive functions.

Table 6 shows the Cisco IOS software default command aliases.

To create a command alias, issue the alias command in global configuration mode. The syntax of the 
command is alias mode command-alias original-command. Following are some examples:

 • Router(config)# alias exec prt partition—privileged EXEC mode 

 • Router(config)# alias configure sb source-bridge—global configuration mode 

 • Router(config)# alias interface rl rate-limit—interface configuration mode 

To view both default and user-created aliases, issue the show alias command.

For more information about the alias command, see 
http://www.cisco.com/en/US/docs/ios/fundamentals/command/reference/cf_book.html.

Using the no and default Forms of Commands
Most configuration commands have a no form that is used to reset a command to its default value or 
disable a feature or function. For example, the ip routing command is enabled by default. To disable this 
command, you would issue the no ip routing command. To re-enable IP routing, you would issue the 
ip routing command. 

Table 6 Default Command Aliases 

Command Alias Original Command

h help

lo logout

p ping

s show

u or un undebug

w where

http://www.cisco.com/en/US/docs/ios/fundamentals/command/reference/cf_book.html
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Configuration commands may also have a default form, which returns the command settings to their 
default values. For commands that are disabled by default, using the default form has the same effect as 
using the no form of the command. For commands that are enabled by default and have default settings, 
the default form enables the command and returns the settings to their default values.

The no and default forms of commands are described in the command pages of Cisco IOS software 
command references.

Using the debug Command
A debug command produces extensive output that helps you troubleshoot problems in your network. 
These commands are available for many features and functions within Cisco IOS software. Some debug 
commands are debug all, debug aaa accounting, and debug mpls packets. To use debug commands 
during a Telnet session with a device, you must first enter the terminal monitor command. To turn off 
debugging completely, you must enter the undebug all command. 

For more information about debug commands, see the Cisco IOS Debug Command Reference at 
http://www.cisco.com/en/US/docs/ios/debug/command/reference/db_book.html.

Caution Debugging is a high priority and high CPU utilization process that can render your device unusable. Use 
debug commands only to troubleshoot specific problems. The best times to run debugging are during 
periods of low network traffic and when few users are interacting with the network. Debugging during 
these periods decreases the likelihood that the debug command processing overhead will affect network 
performance or user access or response times. 

Filtering Output Using Output Modifiers
Many Cisco IOS commands produce lengthy output that may use several screens to display. Using output 
modifiers, you can filter this output to show only the information that you want to see. 

Three output modifiers are available and are described as follows:

 • begin regular expression—Displays the first line in which a match of the regular expression is found 
and all lines that follow.

 • include regular expression—Displays all lines in which a match of the regular expression is found.

 • exclude regular expression—Displays all lines except those in which a match of the regular 
expression is found.

To use one of these output modifiers, type the command followed by the pipe symbol (|), the modifier, 
and the regular expression that you want to search for or filter. A regular expression is a case-sensitive 
alphanumeric pattern. It can be a single character or number, a phrase, or a more complex string. 

The following example illustrates how to filter output of the show interface command to display only 
lines that include the expression “protocol.” 

Router# show interface | include protocol

FastEthernet0/0 is up, line protocol is up
Serial4/0 is up, line protocol is up
Serial4/1 is up, line protocol is up
Serial4/2 is administratively down, line protocol is down
Serial4/3 is administratively down, line protocol is down

http://www.cisco.com/en/US/docs/ios/debug/command/reference/db_book.html
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Understanding CLI Error Messages
You may encounter some error messages while using the CLI. Table 7 shows the common CLI error 
messages.

 

For more system error messages, see the following documents:

 • Cisco IOS Release 12.2SR System Message Guide

 • Cisco IOS System Messages, Volume 1 of 2 (Cisco IOS Release 12.4)

 • Cisco IOS System Messages, Volume 2 of 2 (Cisco IOS Release 12.4)

Saving Changes to a Configuration
To save changes that you made to the configuration of a device, you must issue the copy running-config 
startup-config command or the copy system:running-config nvram:startup-config command. When 
you issue these commands, the configuration changes that you made are saved to the startup 
configuration and saved when the software reloads or power to the device is turned off or interrupted. 
The following example shows the syntax of the copy running-config startup-config command:

Router# copy running-config startup-config
Destination filename [startup-config]?

You press Enter to accept the startup-config filename (the default), or type a new filename and then press 
Enter to accept that name. The following output is displayed indicating that the configuration was saved:

Building configuration...
[OK]
Router#

On most platforms, the configuration is saved to NVRAM. On platforms with a Class A flash file system, 
the configuration is saved to the location specified by the CONFIG_FILE environment variable. The 
CONFIG_FILE variable defaults to NVRAM.

Table 7 Common CLI Error Messages 

Error Message Meaning How to Get Help

% Ambiguous command: 
“show con”

You did not enter enough char-
acters for the command to be 
recognized.

R-enter the command followed by a 
space and a question mark (?). The 
keywords that you are allowed to 
enter for the command appear.

% Incomplete command. You did not enter all the 
keywords or values required 
by the command. 

Reenter the command followed by a 
space and a question mark (?). The 
keywords that you are allowed to 
enter for the command appear.

% Invalid input detected at “^” 
marker.

You entered the command in-
correctly. The caret (^) marks 
the point of the error. 

Enter a question mark (?) to display 
all the commands that are available in 
this command mode. The keywords 
that you are allowed to enter for the 
command appear.

http://www.cisco.com/en/US/products/ps6922/products_system_message_guide_book09186a00806c11a7.html
http://www.cisco.com/en/US/products/ps6350/products_system_message_guide_chapter09186a008046268a.html
http://www.cisco.com/en/US/products/ps6350/products_system_message_guide_book09186a008043c0cb.html
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Additional Information
 • “Using the Cisco IOS Command-Line Interface (CLI)” section of the  

Cisco IOS Configuration Fundamentals Configuration Guide.

http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_cli-basics.html

 • Cisco Product Support Resources 

http://www.cisco.com/web/psa/products/index.html

 • Support area on Cisco.com (also search for documentation by task or product)

http://www.cisco.com/en/US/support/index.html

 • White Paper: Cisco IOS Reference Guide

http://www.cisco.com/en/US/products/sw/iosswrel/ps1828/products_white_paper09186a00801830
5e.shtml

 • Software Download Center (downloads; tools; licensing, registration, advisory, and general 
information) (requires Cisco.com User ID and password)

http://www.cisco.com/kobayashi/sw-center/

 • Error Message Decoder, a tool to help you research and resolve error messages for 
Cisco IOS software 

http://www.cisco.com/pcgi-bin/Support/Errordecoder/index.cgi

 • Command Lookup Tool, a tool to help you find detailed descriptions of Cisco IOS commands 
(requires Cisco.com User ID and password)

http://tools.cisco.com/Support/CLILookup/cltSearchAction.do

 • Output Interpreter, a troubleshooting tool that analyzes command output of supported 
show commands

https://www.cisco.com/pcgi-bin/Support/OutputInterpreter/home.pl\
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beacon (multicast routing monitor)
To change the frequency, duration, or scope of beacon messages that the Manager sends to Test Senders 
and Test Receivers during a Multicast Routing Monitor (MRM) test, use the beacon command in MRM 
manager configuration mode. To restore the default settings, use the no form of this command.

beacon [interval seconds] [holdtime seconds] [ttl ttl-value]

no beacon [interval seconds] [holdtime seconds] [ttl ttl-value]

Syntax Description

Command Default Beacon messages are sent at an interval of 60 seconds. The duration of a test period is 86400 seconds 
(1 day). The TTL for beacon messages is 32 hops.

Command Modes MRM manager configuration

Command History

Usage Guidelines The beacon message functions like a keepalive message. The Manager multicasts beacon messages to 
the Test Sender and Test Receiver. Beacon messages include the sender requests and receiver requests 
to start the test, thus providing redundancy in case the Test Sender or Test Receiver goes down. 

interval seconds (Optional) Specifies the frequency of beacon messages (in seconds). 
The range is from 1 to 1800. By default, beacon messages are sent at an 
interval of 60 seconds, meaning that one beacon message is sent every 
60 seconds.

holdtime seconds (Optional) Specifies the length of the test period (in seconds). The Test 
Sender and Test Receiver are respectively sending and receiving test 
data constantly during the hold time. The range is from 1800 to 
4294967295. By default, the duration of a test period is 86400 seconds 
(1 day). 

ttl ttl-value (Optional) Specifies the time-to-live (TTL) value of the beacon 
messages. The range is from 1 to 255. By default, the TTL for beacon 
messages is 32 hops. 

Release Modification

12.0(5)S This command was introduced.

12.0(5)T This command was integrated into Cisco IOS Release 12.0(5)T.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Examples The following example shows how to customize the Manager to send beacon messages every 30 minutes 
(1800 seconds), for a test period of 12 hours (43,200 seconds), with a TTL of 40 hops:

ip mrm manager test
 beacon interval 1800 holdtime 43200 ttl 40

Related Commands Command Description

manager Specifies that an interface is the Manager for MRM, and specifies the 
multicast group address the Test Receiver will listen to.
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class-map type multicast-flows
To enter multicast-flows class-map configuration mode to create or modify an Internet Group 
Management Protocol (IGMP) static group class map, use the class-map type multicast-flows 
command in global configuration mode. To delete an IGMP static group range class map, use the no form 
of this command.

class-map type multicast-flows class-map-name

no class-map type multicast-flows class-map-name

Syntax Description

Command Default No IGMP static group class maps are configured.

Command Modes Global configuration

Command History

Usage Guidelines Use the class-map type multicast-flows command to enter multicast-flows class-map configuration 
mode to create or modify IGMP static group class maps. 

Unlike quality of service (QoS) class maps, which you define by specifying numerous match criteria, 
you define IGMP static group class maps by specifying multicast groups entries (group addresses, group 
ranges, Source Specific Multicast [SSM] channels, and SSM channel ranges). The group command is 
used to define the group entries to be associated with a class map. 

After using the class-map type multicast-flows command to specify the name of the IGMP static group 
class map to be created or modified, use the following forms of the group command in multicast-flows 
class-map configuration mode to define the group entries to be associated with the class map:

 • group group-address

Defines a group address to be associated with an IGMP static group class map.

 • group group-address to group-address

Defines a range of group addresses to be associated with an IGMP static group class map.

 • group group-address source source-address

Defines an SSM channel to be associated with an IGMP static group class map.

 • group group-address to group-address source source-address

Defines a range of SSM channels to be associated with an IGMP static group class map.

class-map-name Name of the IGMP static group class map to be created or modified.

Release Modification

12.2(18)SXF5 This command was introduced.
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Unlike QoS class maps, IGMP static group range class maps are not configured in traffic policies. 
Rather, the ip igmp static-group command has been extended to support IGMP static group ranges. 
After creating an IGMP static group class map, you can attach the class map to interfaces using the 

ip igmp static-group command with the class-map keyword and class-map-name argument. Once a 
class map is attached to an interface, all group entries defined in the class map become statically 
connected members on the interface and are added to the IGMP cache and IP multicast route (mroute) 
table.

Additional Guidelines for Configuring IGMP Static Group Class Maps

 • Only one IGMP static group class map can be attached to an interface.

 • If an IGMP static group class map is modified (that is, if group entries are added to or removed from 
the class map using the group command), the group entries that are added to or removed from the 
IGMP static group class map are added to or deleted from the IGMP cache and the IP multicast route 
(mroute) table, respectively.

 • If an IGMP static group class map attached to an interface is replaced on the interface by another 
class map using the ip igmp static-group command, the group entries associated with the old class 
map are removed, and the group entries defined in the new class map are added to the IGMP cache 
and mroute table.

 • The ip igmp static-group command accepts an IGMP static group class map for the 
class-map-name argument, regardless of whether the class map configuration exists. If a class map 
attached to an interface does not exist, the class map remains inactive. Once the class map is 
configured, all group entries associated with the class map are added to the IGMP cache and mroute 
table.

 • If a class map is removed from an interface using the no form of the ip igmp static-group command, 
all group entries defined in the class map are removed from the IGMP cache and mroute tables.

Use the show ip igmp static-group class-map command to display the contents of IGMP static group 
class map configurations and information about the interfaces using class maps.

Examples The following example shows how to create a class map named static1 and enter multicast-flows 
class-map configuration mode:

class-map type multicast-flows static1

The following example shows how to define a range of SSM channels to be associated with an IGMP 
static group class map:

group 192.0.2.0 source 192.0.2.10 

Related Commands Command Description

group (multicast-flows) Defines the group entries to be associated with an IGMP static group 
class map.

ip igmp static-group Configures static group membership entries on an interface.

show ip igmp static-group 
class-map

Displays the contents of IGMP static group class map configurations 
and the interfaces using class maps.



 

IP Multicast Commands
clear ip cgmp

IMC-6
Cisco IOS IP Multicast Command Reference

January 2008

clear ip cgmp
To clear all group entries from the caches of Catalyst switches, use the clear ip cgmp command in 
privileged EXEC mode.

clear ip cgmp [interface-type interface-number]

Syntax Description

Command Modes Privileged EXEC

Command History

Usage Guidelines This command sends a Cisco Group Management Protocol (CGMP) leave message with a group address 
of 0000.0000.0000 and a unicast address of 0000.0000.0000. This message instructs the switches to clear 
all group entries they have cached. 

If an interface type and number are specified, the leave message is sent only on that interface. Otherwise, 
it is sent on all CGMP-enabled interfaces.

Examples The following example clears the CGMP cache:

Router# clear ip cgmp

Related Commands

interface-type 
interface-number

(Optional) Interface type and number.

Release Modification

11.1 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in 
a specific 12.2SX release of this train depends on your feature set, platform, 
and platform hardware.

Command Description

ip cgmp Enables CGMP on an interface of a router connected to a Catalyst 5000 
switch.
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clear ip dvmrp route

Note Support for DVMRP has been removed from 12.2SR releases beginning in Cisco IOS Release 
12.2(33)SRB. This command is no longer available in Cisco IOS Release 12.2(33)SRB and subsequent 
12.2SR releases.

To delete routes from the Distance Vector Multicast Routing Protocol (DVMRP) routing table, use the 
clear ip dvmrp route command in privileged EXEC mode.

clear ip dvmrp route {* | route}

Syntax Description 

Command Modes Privileged EXEC

Command History

Examples The following example shows how to delete route 10.1.1.1 from the DVMRP routing table:

Router# clear ip dvmrp route 10.1.1.1

* Clears all routes from the DVMRP table.

route Name of the longest matched route to be cleared. Can be an IP address, a 
network number, or an IP Domain Name System (DNS) name.

Release Modification

11.0 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SRB This command was removed.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.



 

IP Multicast Commands
clear ip igmp group

IMC-8
Cisco IOS IP Multicast Command Reference

January 2008

clear ip igmp group
To delete entries from the Internet Group Management Protocol (IGMP) cache, use the clear ip igmp 
group command in privileged EXEC mode.

clear ip igmp [vrf vrf-name] group [group-name group-address | interface-type interface-number]

Cisco 7600 Series

clear ip igmp [vrf vrf-name] group [interface interface-number | group-name | group-address] 
[loopback interface-number | null interface-number | port-channel number | vlan vlan-id]

Syntax Description

Defaults When this command is entered with no keywords or arguments, all entries are deleted from the IGMP 
cache.

Command Modes Privileged EXEC

Command History

vrf (Optional) Supports the multicast VPN routing and forwarding (VRF) 
instance.

vrf-name (Optional) Name assigned to the VRF.

group-name (Optional) Name of the multicast group, as defined in the Domain Name 
System (DNS) hosts table or with the ip host command.

group-address (Optional) Address of the multicast group. This is a multicast IP address in 
four-part dotted-decimal notation.

interface-type 
interface-number

(Optional) Module and port number; see the “Usage Guidelines” section for 
valid values.

interface (Optional) Interface type; possible valid values are ethernet, fastethernet, 
gigabitethernet, and tengigabitethernet. 

loopback 
interface-number

(Optional) Specifies the loopback interface; valid values are from 0 to 
2147483647.

null interface-number (Optional) Specifies the null interface; the valid value is 0.

port-channel number (Optional) Specifies the channel interface; valid values are a maximum of 
64 values ranging from 1 to 256.

vlan vlan-id (Optional) Specifies the VLAN ID; valid values are from 1 to 4094.

Release Modification

10.0 This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were integrated into Cisco IOS 
Release 12.2(13)T.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Usage Guidelines The IGMP cache contains a list of the multicast groups of which hosts on the directly connected LAN 
are members. If the router has joined a group, that group is also listed in the cache.

To delete all entries from the IGMP cache, specify the clear ip igmp group command with no 
arguments.

The interface-number argument designates the module and port number. Valid values for 
interface-number depend on the specified interface type and the chassis and module that are used. For 
example, if you specify a Gigabit Ethernet interface and have a 48-port 10/100BASE-T Ethernet module 
that is installed in a 13-slot chassis, valid values for the module number are from 1 to 13 and valid values 
for the port number are from 1 to 48.

Examples The following example shows how to clear entries for the multicast group 224.0.255.1 from the IGMP 
cache:

Router# clear ip igmp group 224.0.255.1

Cisco 7600 Series

This example shows how to clear the IGMP-group cache entries from a specific interface of the 
IGMP-group cache:

Router# clear ip igmp group gigabitethernet 2/2
Router# 

Related Commands

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720 in 
Cisco IOS Release 12.2(14)SX. The vrf vrf-name keyword and argument 
are not supported in this release.

12.2(17d)SXB Support for the Supervisor Engine 2 was added in Cisco IOS Release 
12.2(17d)SXB. The vrf vrf-name keyword and argument are not supported 
in this release.

12.2(18)SXE The vrf keyword and vrf-name argument were integrated into Cisco IOS 
Release 12.2(18)SXE on the Supervisor Engine 720 only.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

Release Modification

Command Description

ip host Defines a static host name-to-address mapping in the host cache.

show ip igmp groups Displays the multicast groups that are directly connected to the router and 
that were learned through IGMP.

show ip igmp interface Displays multicast-related information about an interface.

show ip cache flow Displays the multicast groups with receivers that are directly connected to 
the router and that were learned through IGMP.
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clear ip igmp snooping filter statistics
To clear Internet Group Management Protocol (IGMP) filtering statistics, use the clear ip igmp 
snooping filter statistics command in privileged EXEC mode.

clear ip igmp snooping filter statistics interface type mod/port [vlan vlan-id]

Syntax Description

Command Default This command has no default settings.

Command Modes Privileged EXEC (#)

Command History

Examples This example shows how to clear statistics for all access ports and for all VLANs on all trunk ports:

Router# clear ip igmp snooping filter statistics

This example shows how to clear statistics for one particular access port or for all VLANs on one 
particular trunk port:

Router# clear ip igmp snooping filter statistics interface gigabitethernet 3/2

This example shows how to clear statistics for one particular VLAN on a trunk port:

Router# clear ip igmp snooping filter statistics interface gigabitethernet 3/2 vlan 100

Related Commands

interface type Interface type; possible valid values are fastethernet, gigabitethernet, 
tengigabitethernet, port-channel num, and vlan vlan-id.

mod/port Module and port number.

vlan vlan-id (Optional) Specifies the Layer 2 VLAN identification.

Release Modification

12.2(33)SXH This command was introduced.

Command Description

ip igmp snooping 
access-group

Configures an IGMP group access group.

ip igmp snooping limit Limits the number of IGMP groups or channels allowed on an 
interface.

ip igmp snooping 
minimum-version

Filters on the IGMP protocol.
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clear ip igmp snooping statistics
To clear the IGMP-snooping statistics, use the clear ip igmp snooping statistics command in privileged 
EXEC mode.

clear ip igmp snooping statistics [vlan vlan-id]

Syntax Description

Defaults This command has no default settings.

Command Modes Privileged EXEC

Command History

Usage Guidelines If you do not enter a VLAN, the IGMP-snooping statistics for all VLANs is cleared.

Examples This example shows how to clear the IGMP-snooping statistics for all VLANs:

Router# clear ip igmp snooping statistics

This example shows how to clear the IGMP-snooping statistics for a specific VLAN:

Router# clear ip igmp snooping statistics vlan 300

Related Commands

vlan vlan-id (Optional) Specifies the VLAN ID; valid values are from 1 to 4094.

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(17d)SXB Support for this command on the Supervisor Engine 2 was extended to 
Release 12.2(17d)SXB.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Command Description

show ip igmp snooping 
statistics

Displays information about IGMPv3 statistics.
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clear ip mrm status-report
To clear the Multicast Routing Monitor (MRM) status report cache, use the clear ip mrm status-report 
command in privileged EXEC mode.

clear ip mrm status-report [ip-address]

Syntax Description

Command Default If no IP address is specified for the optional ip-address argument, all status reports are cleared from the 
MRM status report cache.

Command Modes Privileged EXEC

Command History

Usage Guidelines Use the clear ip mrm status-report command to clear the MRM status report cache. 

Use the clear ip mrm status-report command with the ip-address argument to clear only the status 
reports sent by the Test Receiver at the specified IP address. If no IP address is specified for the optional 
ip-address argument, all status reports are cleared from the MRM status report cache.

Use the show ip mrm status-report to display the status reports in the MRM status report cache.

Examples The following example shows how to clear status reports sent by a specific Test Receiver from the MRM 
status report cache. In this example, the status reports sent by the Test Receiver at 172.16.0.0 are cleared 
from the MRM status report cache.

Router# clear ip mrm status-report 172.16.0.0

Related Commands

ip-address (Optional) IP address of the Test Receiver for which to clear status 
reports from the MRM status report cache. 

Release Modification

12.0(5)S This command was introduced.

12.0(5)T This command was integrated into Cisco IOS Release 12.0(5)T.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.

Command Description

show ip mrm status-report Displays the status reports in the MRM status report cache.
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clear ip mroute
To delete entries from the IP multicast routing table, use the clear ip mroute command in privileged 
EXEC mode. 

clear ip mroute [vrf vrf-name] {* | group} [source] 

Syntax Description

Defaults This command has no default settings.

Command Modes Privileged EXEC

Command History

vrf vrf-name (Optional) Specifies the name that is assigned to the multicast VPN routing 
and forwarding (VRF) instance.

* Deletes all entries from the IP multicast routing table.

group Name or IP address of the multicast group; see the “Usage Guidelines” 
section for additional information. 

source (Optional) Name or address of a multicast source that is sending to the 
group; see the “Usage Guidelines” section for additional information.

Release Modification

10.0 This command was introduced.

12.0(5)T The effect of this command was modified. If IP multicast Multilayer 
Switching (MMLS) is enabled, using this command now clears both the 
multicast routing table on the MMLS rendezvous point (RP) and all 
multicast MLS cache entries for all Multicast MLS-Switching Engines 
(MMLS-SEs) that are performing multicast MLS for the MMLS-RP. That 
is, the original clearing occurs, and the derived hardware switching table is 
also cleared.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Usage Guidelines The group argument specifies one of the following:

 • Name of the multicast group as defined in the DNS hosts table or with the ip host command.

 • IP address of the multicast group in four-part, dotted notation.

If you specify a group name or address, you can also enter the source argument to specify a name or 
address of a multicast source that is sending to the group. A source does not need to be a member of the 
group. 

Examples The following example shows how to delete all entries from the IP multicast routing table:

Router# clear ip mroute *

The following example shows how to delete all sources on the 228.3.0.0 subnet that are sending to the 
multicast group 224.2.205.42 from the IP multicast routing table. This example shows how to delete all 
sources on network 228.3, not individual sources.

Router# clear ip mroute 224.2.205.42 228.3.0.0

Related Commands Command Description

ip host Defines a static host name-to-address mapping in the host cache.

mls rp ip multicast Enables IP multicast MLS (hardware switching) on an external or internal 
router in conjunction with Layer 3 switching hardware for the Catalyst 5000 
switch.

show ip mroute Displays the contents of the IP multicast routing table.
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clear ip msdp peer
To clear the TCP connection to the specified Multicast Source Discovery Protocol (MSDP) peer, use the 
clear ip msdp peer command in privileged EXEC mode.

clear ip msdp [vrf vrf-name] peer {peer-address | peer-name}

Syntax Description

Defaults This command has no default settings.

Command Modes Privileged EXEC

Command History

Usage Guidelines This command closes the TCP connection to the peer, resets all the MSDP peer statistics, and clears the 
input and output queues to and from the MSDP peer.

Examples The following example shows how to clear the TCP connection to the MSDP peer at 10.3.32.154:

Router# clear ip msdp peer 10.3.32.154

Related Commands

vrf (Optional) Supports the multicast VPN routing and forwarding (VRF) 
instance.

vrf-name (Optional) Name assigned to the VRF.

peer-address | peer-name IP address or name of the MSDP peer to which the TCP connection is 
cleared.

Release Modification

12.0(7)T This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Command Description

ip msdp peer Configures an MSDP peer.
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clear ip msdp sa-cache
To clear Multicast Source Discovery Protocol (MSDP) Source-Active (SA) cache entries, use the clear 
ip msdp sa-cache command in privileged EXEC mode.

clear ip msdp [vrf vrf-name] sa-cache [group-address | group-name] 

Syntax Description

Defaults This command has no default settings.

Command Modes Privileged EXEC

Command History

Usage Guidelines In order to have any SA entries in the cache to clear, SA caching must have been enabled with the ip 
msdp cache-sa-state command.

If no multicast group is identified by group address or name, all SA cache entries are cleared. 

Examples The following example shows how to clear the SA entries for the multicast group 10.3.50.152 from the 
cache:

Router# clear ip msdp sa-cache 10.3.50.152

vrf (Optional) Supports the multicast VPN routing and forwarding (VRF) 
instance.

vrf-name (Optional) Name assigned to the VRF.

group-address | group-name (Optional) Multicast group address or name for which SA entries are 
cleared from the SA cache.

Release Modification

12.0(7)T This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Related Commands Command Description

ip host Configures an MSDP peer.

ip msdp cache-sa-state Enables the router to create SA state.

show ip msdp sa-cache Displays (S, G) state learned from MSDP peers.
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clear ip msdp statistics
To clear statistics counters for one or all of the Multicast Source Discovery Protocol (MSDP) peers 
without resetting the sessions, use the clear ip msdp statistics command in privileged EXEC mode.

clear ip msdp [vrf vrf-name] statistics [peer-address | peer-name]

Syntax Description

Defaults This command has no default settings.

Command Modes Privileged EXEC

Command History

Examples The following example shows how to clear the counters for the peer named peer1:

Router# clear ip msdp statistics peer1

Related Commands

vrf (Optional) Supports the multicast VPN routing and forwarding (VRF) 
instance.

vrf-name (Optional) Name assigned to the VRF.

peer-address | peer-name (Optional) Address or name of the MSDP peers whose statistics 
counters, reset count, and input/output count are cleared.

Release Modification

12.0(7)T This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Command Description

show ip msdp sa-cache Displays (S, G) state learned from MSDP peers.
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clear ip multicast limit
To reset exceeded counters for mroute state limiters, use the clear ip multicast limit command in 
privileged EXEC mode. 

clear ip multicast limit [type number] 

Syntax Description

Command Modes Privileged EXEC (#)

Command History

Usage Guidelines Entering the show ip multicast command with the limit keyword displays information about mroute 
state limiters configured on interfaces. The output of the show ip multicast command with the limit 
keyword includes an “exceeded” counter for each configured mroute state limit. Each time an mroute is 
denied due to an mroute state limit being reached, the “exceeded” counter is increased by a value of 1. 

Use the clear ip multicast limit command to reset the exceeded counters for mroute state limiters.

Examples The following example shows how to reset exceeded counters for mroute state limiters configured on 
Fast Ethernet interface 1:

clear ip multicast limit FastEthernet 1

Related Commands

type number (Optional) Interface type and number for which to reset mroute state limiter 
exceeded counters.

Release Modification

12.3(14)T This command was introduced.

12.2(33)SRB This command was integrated into Cisco IOS Release 12.2(33)SRB.

Command Description

debug ip mrouting 
limits

Displays debugging information for mroute state limits configured on 
interfaces.

ip multicast limit Configures mroute state limiters on an interface.

ip multicast limit cost Applies costs to mroutes state limiters.

show ip multicast Displays general information about IP multicast, including information 
about interfaces configured for IP multicast and information about mroute 
state limiters configured on interfaces.
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clear ip pgm host

Note Support for the PGM Host feature has been removed. Use of this command is not recommended.

To reset Pragmatic General Multicast (PGM) Host connections to their default values and to clear traffic 
statistics, use the clear ip pgm host command in privileged EXEC mode.

clear ip pgm host {defaults | traffic}

Syntax Description

Defaults No default behavior or values

Command Modes Privileged EXEC

Command History

Usage Guidelines This command should be used only in rare cases or during debugging. A reason to reset all PGM Host 
connections to their default values is to eliminate configuration errors in one step. A reason to clear 
traffic statistics is to make diagnostic testing easier.

Examples The following example resets all PGM Host connections to their default values:

Router# clear ip pgm host defaults

The following example clears all PGM Host traffic statistics:

Router# clear ip pgm host traffic

Related Commands

defaults Resets all PGM Host connections to their default values.

traffic Clears all PGM Host traffic statistics.

Release Modification

12.1(1)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. 
Support in a specific 12.2SX release of this train depends on your 
feature set, platform, and platform hardware.

Command Description

ip pgm host Enables PGM Host.

show ip pgm host defaults Displays default values for PGM Host traffic.

show ip pgm host traffic Displays PGM Host traffic statistics.
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clear ip pgm router
To clear Pragmatic General Multicast (PGM) traffic statistics, use the clear ip pgm router command in 
privileged EXEC mode.

clear ip pgm router [traffic [interface-type interface-number] | rtx-state [group-address]]

Syntax Description

Command Modes Privileged EXEC

Command History

Usage Guidelines This command should be used only in rare cases or during debugging. Normally, the resend state 
memory is freed automatically when the information is no longer useful. Also, using this command 
briefly affects the normal PGM behavior.

A reason to clear traffic statistics is to make diagnostic testing easier. 

A reason to clear state might be to free the memory consumed by such state. PGM resend state times out 
if no traffic keeps it alive.

Examples The following example clears all PGM resend state from the router:

Router# clear ip pgm router rtx-state

Related Commands

traffic [interface-type 
interface-number]

(Optional) Specifies the interface type and number whose PGM 
traffic statistics are cleared. If no interface type and number are 
provided, all traffic statistics are cleared.

rtx-state [group-address] (Optional) Specifies the IP address of the multicast group whose 
PGM resend state is cleared. If no group address is provided, all 
resend state is cleared. Clearing resend state means the router will not 
forward any retransmissions corresponding to that state.

Release Modification

12.0(5)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. 
Support in a specific 12.2SX release of this train depends on your 
feature set, platform, and platform hardware.

Command Description

ip pgm router Enables PGM Router Assist and thereby allows PGM to operate more 
efficiently on the router.

show ip pgm router Displays PGM Reliable Transport Protocol state and statistics.
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clear ip pim auto-rp
The clear ip pim auto-rp command is replaced by the clear ip pim rp-mapping command. See the 
clear ip pim rp-mapping command for more information.
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clear ip pim interface count
To clear all line card counts or packet counts, use the clear ip pim interface count command in user 
EXEC or privileged EXEC mode. 

clear ip pim interface count

Syntax Description This command has no arguments or keywords.

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines Use this command on a Router Processor (RP) to delete all multicast distributed switching (MDS) 
statistics for the entire router.

Examples The following example shows how to clear all the line card packets counts:

Router# clear ip pim interface count

Related Commands

Release Modification

11.2(11)GS This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.

Command Description

clear ip mds 
forwarding

Clears all routes from the MFIB table of a line card and resynchronizes it 
with the RP.
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clear ip pim rp-mapping
To delete group-to-rendezvous point (RP) mapping entries from the RP mapping cache, use the clear ip 
pim rp-mapping command in privileged EXEC mode.

clear ip pim [vrf vrf-name] rp-mapping [ ip-address]

Syntax Description

Command Modes Privileged EXEC

Command History

Usage Guidelines The clear ip pim rp-mapping command replaces the clear ip pim auto-rp command.

The clear ip pim rp-mapping command deletes group-to-RP mapping entries learned by Auto-RP or 
by a bootstrap router (BSR) from the RP mapping cache.

Use the show ip pim rp command to display active RPs that are cached with associated multicast routing 
entries.

Examples The following example shows how to clear all group-to-RP entries from the RP mapping cache:

Router# clear ip pim rp-mapping

Related Commands

vrf (Optional) Supports the multicast VPN routing and forwarding (VRF) 
instance.

vrf-name (Optional) Name assigned to the VRF.

ip-address (Optional) IP address of the RP about which to clear associated group-to-RP 
mappings. If this argument is omitted, all group-to-RP mapping entries are 
cleared.

Release Modification

11.3 This command was introduced.

12.1 The clear ip pim auto-rp command was deprecated and replaced by the  
clear ip pim rp-mapping command.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Command Description

show ip pim rp Displays active RPs that are cached with associated multicast routing entries.
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clear ip pim snooping statistics
To delete the IP PIM-snooping global statistics, use the clear ip pim snooping statistics command in 
privileged EXEC mode.

clear ip pim snooping statistics 

Syntax Description This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Privileged EXEC

Command History

Examples This example shows how to clear the IP PIM statistics:

Router# clear ip pim snooping statistics

Related Commands

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(17d)SXB Support for this command on the Supervisor Engine 2 was extended to 
Release 12.2(17d)SXB.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Command Description

ip pim snooping (global 
configuration mode)

Enables PIM snooping globally.

show ip pim snooping 
statistics

Displays statistical information about IP PIM snooping.
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clear ip pim snooping vlan
To delete the IP PIM-snooping entries on a specific VLAN, use the clear ip pim snooping vlan 
command in privileged EXEC mode.

clear ip pim snooping vlan vlan-id mac-address gda-address

clear ip pim snooping vlan vlan-id mroute {* | {group-addr src-addr} {{downstream-neighbor} 
ip-addr} | {upstream-neighbor ip-addr}}}

clear ip pim snooping vlan vlan-id neighbor {* | ip-addr}

Syntax Description

Defaults This command has no default settings.

Command Modes Privileged EXEC

Command History

Examples This example shows how to clear the IP PIM-snooping entries on a specific VLAN:

Router# clear ip pim snooping vlan 25 

vlan-id VLAN ID; valid values are from 1 to 4094.

mac-address 
gda-address

Specifies the multicast group MAC address to delete.

mroute * Deletes all mroute entries.

mroute group-addr 
src-addr

Deletes the mroute entries at the specified group and source IP address.

downstream-neighbor 
ip-addr

Deletes the entries at the specified downstream neighbor originating the 
join/prune message.

upstream-neighbor 
ip-addr

Deletes the entries at the specified upstream neighbor receiving the 
join/prune message.

neighbor * Deletes all neighbors.

neighbor ip-addr Deletes the neighbor at the specified IP address.

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(17d)SXB Support for this command on the Supervisor Engine 2 was extended to 
Release 12.2(17d)SXB.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Related Commands Command Description

ip pim snooping (interface 
configuration mode)

Enables PIM snooping on a specific interface.

show ip pim snooping Displays information about IP PIM snooping.
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clear ip rtp header-compression
To clear Real-Time Transport Protocol (RTP) header compression structures and statistics, use the 
clear ip rtp header-compression command in privileged EXEC mode.

clear ip rtp header-compression [interface-type interface-number]

Syntax Description

Command Modes Privileged EXEC

Command History

Usage Guidelines If this command is used without an interface type and number, it clears all RTP header compression 
structures and statistics.

Examples The following example clears RTP header compression structures and statistics for serial interface 0:

Router# clear ip rtp header-compression serial 0

Related Commands

interface-type 
interface-number

(Optional) Interface type and number.

Release Modification

11.3 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in 
a specific 12.2SX release of this train depends on your feature set, platform, 
and platform hardware.

Command Description

ip rtp header-compression Enables RTP header compression.
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clear ip sap
To delete a Session Announcement Protocol (SAP) cache entry or the entire SAP cache, use the 
clear ip sap command in privileged EXEC mode.

clear ip sap [group-address | “session-name”]

Syntax Description

Command Modes Privileged EXEC

Command History

Usage Guidelines If no arguments or keywords are used with this command, the system deletes the entire SAP cache.

Examples The following example clears the SAP cache:

Router# clear ip sap “Sample Session”

Related Commands

group-address (Optional) Deletes all sessions associated with the IP group address.

“session-name” (Optional) Session name to be deleted by the SAP cache entry. The session 
name is enclosed in quotation marks (“ ”) that the user must enter.

Release Modification

11.1 The clear ip sdr command was introduced.

12.2 The clear ip sdr command was replaced by the clear ip sap command.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.

Command Description

ip sap cache-timeout Limits how long a SAP cache entry stays active in the cache.

ip sap listen Enables the Cisco IOS software to listen to session directory 
announcements.

show ip sap Displays the SAP cache.
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clear ip sdr
The clear ip sdr command is replaced by the clear ip sap command. See the description of the clear ip 
sap command in this chapter for more information.
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clear mls ip multicast bidir-rpcache
To clear all Bidir rendezvous-point cache entries, use the clear mls ip multicast bidir-rpcache 
command in privileged EXEC mode.

clear mls ip multicast bidir-rpcache

Syntax Description This command has no keywords or arguments.

Defaults This command has no default settings.

Command Modes Privileged EXEC

Command History

Examples This example shows how to reset the Bidir counters:

Router# clear mls ip multicast bidir-rpcache

Related Commands

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(17d)SXB Support for this command on the Supervisor Engine 2 was extended to 
Release 12.2(17d)SXB.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Command Description

show mls ip multicast bidir Displays the Bidir hardware-switched entries.
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clear mls ip multicast group
To delete an IP multicast group, use the clear mls ip multicast group command in privileged EXEC 
mode.

clear mls ip multicast group {ip-name | group-address}

Syntax Description

Defaults This command has no default settings.

Command Modes Privileged EXEC

Command History

Examples This example shows how to delete an IP multicast group:

Router# clear mls ip multicast group 224.0.255.1

Related Commands

ip-name Host IP name.

group-address Address of the multicast group in four-part, dotted notation.

Release Modification

12.2(17b)SXA Support for this command was introduced on the Supervisor Engine 720.

12.2(17d)SXB Support for this command on the Supervisor Engine 2 was extended to 
Release 12.2(17d)SXB.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Command Description

show mls ip multicast group Displays the entries for a specific multicast-group address.
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clear mls ip multicast statistics
To reset the IP-multicast statistics counters, use the clear mls ip multicast statistics command in 
privileged EXEC mode.

clear mls ip multicast statistics

Syntax Description This command has no keywords or arguments.

Defaults This command has no default settings.

Command Modes Privileged EXEC

Command History

Examples This example shows how to reset the IP-multicast statistics counters:

Router# clear mls ip multicast statistics

Related Commands

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(17d)SXB Support for this command on the Supervisor Engine 2 was extended to 
Release 12.2(17d)SXB.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Command Description

show mls ip multicast Displays the MLS IP information.



 

IP Multicast Commands
clear router-guard ip multicast statistics

IMC-34
Cisco IOS IP Multicast Command Reference

January 2008

clear router-guard ip multicast statistics
To clear router guard statistics, use the clear router-guard ip multicast statistics command in 
privileged EXEC mode.

clear router-guard ip multicast statistics [interface type mod/port [vlan vlan-id]]

Syntax Description

Command Default This command has no default settings.

Command Modes Privileged EXEC (#)

Command History

Examples This example shows how to clear router guard statistics for all access ports and for all VLANs on all 
trunk ports:

Router# clear router-guard ip multicast statistics

This example shows how to clear router guard statistics for one particular access port or for all VLANs 
on one particular trunk port:

Router# clear router-guard ip multicast statistics interface gigabitethernet 3/2

This example shows how to clear router guard statistics for one particular VLAN on a trunk port:

Router# clear router-guard ip multicast statistics interface gigabitethernet 3/2 vlan 100

Related Commands

interface type (Optional) Interface type; possible valid values are fastethernet, 
gigabitethernet, tengigabitethernet, port-channel num, and vlan vlan-id.

mod/port Module and port number.

vlan vlan-id (Optional) Specifies the Layer 2 VLAN identification.

Release Modification

12.2(33)SXH This command was introduced.

Command Description

ip igmp snooping limit Limits the number of IGMP groups or channels allowed on an 
interface.

ip igmp snooping 
minimum-version

Filters on the IGMP protocol.

router-guard ip multicast 
switchports

Configures an IGMP group access group.
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group (multicast-flows)
To define the group entries to be associated with an Internet Group Management Protocol (IGMP) static 
group class map, use the group command in class-map multicast-flows configuration mode. To delete 
an entry from an IGMP static group class map, use the no form of this command.

group group-address [to group-address] [source source-address]

no group group-address [to group-address] [source source-address]

Syntax Description

Command Default No group entries are defined in IGMP static group class maps.

Command Modes Class-map multicast-flows configuration

Command History

Usage Guidelines Use the group command to define group entries to be associated with an IGMP static group class map. 
You can use this command only after entering the class-map type multicast-flows command to enter 
multicast-flows class-map configuration mode to create or modify an IGMP static group class map.

Once you enter multicast-flows class-map configuration mode, use the following forms of the group 
command to define the group entries to be associated with an IGMP static group class map:

 • group group-address

Defines a group address to be associated with an IGMP static group class map. 

 • group group-address to group-address

Defines a range of group addresses to be associated with an IGMP static group class map.

 • group group-address source source-address

Defines an SSM channel to be associated with an IGMP static group class map.

 • group group-address to group-address source source-address

Defines a range of SSM channels to be associated with an IGMP static group class map.

After creating an IGMP static group class map, you can attach the class map to interfaces using the ip 
igmp static-group command with the class-map keyword and class-map-name argument. Once a class 
map is attached to an interface, all group entries defined in the class map become statically connected 
members on the interface and are added to the IGMP cache and IP multicast route (mroute) table. 

group-address Group address to be associated with an IGMP static group class map.

to group-address (Optional) Defines a range of multicast groups to be associated with an 
IGMP static group class map.

source source-address (Optional) Defines a (S, G) channel or a range of (S, G) channels to be 
associated with an IGMP static group class map.

Release Modification

12.2(18)SXF5 This command was introduced.
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Examples The following example shows how to define a range of group addresses to be associated with an IGMP 
static group class map named test:

class-map type multicast-flows test
 group 227.7.7.7 to 227.7.7.9

Related Commands Command Description

class-map type 
multicast-flows

Enters multicast-flows class-map configuration mode to create or modify 
IGMP static group class maps.

ip igmp static-group Configures static group membership entries on an interface.

show ip igmp 
static-group class-map

Displays the contents of IGMP static group class map configurations and the 
interfaces using class maps.
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ip cgmp
To enable Cisco Group Management Protocol (CGMP) on an interface of a router connected to a Cisco 
Catalyst switch, use the ip cgmp command in interface configuration mode. To disable CGMP routing, 
use the no form of this command.

ip cgmp [proxy | router-only]

no ip cgmp

Syntax Description

Defaults CGMP is disabled.

Command Modes Interface configuration

Command History

Usage Guidelines When enabled on an interface, this command triggers a CGMP join message. This command should be 
used only on 802 media (that is, Ethernet, FDDI, or Token Ring) or ATM. When a no ip cgmp command 
is issued, a triggered CGMP leave message is sent for the MAC address on the interface for group 
0000.0000.0000 (all groups). CGMP can run on an interface only if Protocol Independent Multicast 
(PIM) is configured on the same interface.

A Cisco router will send CGMP join messages in response to receiving Internet Group Management 
Protocol (IGMP) reports from IGMP-capable members. Only the CGMP querier Cisco router sends these 
CGMP join messages on behalf of hosts.

The ip cgmp router-only command enables the routers in a VLAN to send only CGMP self-join and 
CGMP self-leave messages—no other types of CGMP messages will be sent. This feature allows other 
CGMP-capable routers to learn about multicast router ports. If the ip cgmp router-only command is not 
available on any of the external routers in the network, the ip cgmp command can be used instead. 
Issuing the ip cgmp command on a router enables that router to send CGMP self-join and CGMP 
self-leave messages as well as other types of CGMP messages.

proxy (Optional) Enables CGMP and the CGMP proxy function. 

router-only (Optional) Enables the router to send only CGMP self-join and CGMP 
self-leave messages.

Release Modification

11.1 This command was introduced.

12.2 The router-only keyword was added.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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When the proxy keyword is specified, the CGMP proxy function is also enabled. That is, any router that 
is not CGMP-capable will be advertised by the proxy router. The proxy router advertises the existence 
of other non-CGMP-capable routers by sending a CGMP join message with the MAC address of the 
non-CGMP-capable router and a group address of 0000.0000.0000.

Initially supported is Distance Vector Multicast Routing Protocol (DVMRP) proxying. If a DVMRP 
report is received from a router that is not a PIM router, a Cisco IGMP querier will advertise the MAC 
address of the DVMRP router in a CGMP join message with the group address 0000.0000.0000.

To perform CGMP proxy, a Cisco router must be the IGMP querier. If you configure the ip cgmp proxy 
command, you must manipulate the IP addresses so that a Cisco router will be the IGMP querier, which 
might be the highest or lowest IP address, depending on which version of IGMP is being run on the 
network. An IGMP Version 2 querier is selected based on the lowest IP addressed router on the interface. 
An IGMP Version 1 querier is selected based on the multicast routing protocol used on the interface.

When multiple Cisco routers are connected to a switched network and the ip cgmp proxy command is 
needed, we recommend that all routers be configured in the following manner:

 • With the same CGMP option.

 • To have precedence of becoming IGMP querier over non-Cisco routers.

Examples The following example enables CGMP:

ip cgmp

The following example enables CGMP and CGMP proxy:

ip cgmp proxy
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ip domain multicast
To change the domain prefix used by the Cisco IOS software for Domain Name Service (DNS)-based 
Source Specific Multicast (SSM) mapping, use the ip domain multicast command in global 
configuration mode. To revert to the default domain prefix, use the no form of this command.

ip domain multicast [vrf vrf-name] domain-prefix

no domain multicast [vrf vrf-name] domain-prefix

Syntax Description

Defaults domain-prefix: in-addr.arpa

Command Modes Global configuration

Command History

Usage Guidelines Use this command to change the domain prefix used by Cisco IOS software when DNS-based SSM 
mapping is configured. When a router attempts DNS-based SSM mapping for an IP group address (G = 
G1.G2.G3.G4), the router queries the domain name server for IP address resource records (“IP A” RRs) 
for the domain G4.G3.G2.G1 domain-prefix.

Use the vrf vrf-name keyword and argument to enable SSM mapping for a particular VRF.

Examples The following example shows how to change the domain prefix used for DNS-based SSM mapping to 
ssm-map.cisco.com:

ip domain multicast ssm-map.cisco.com

The following example shows how to change the domain prefix used for DNS-based SSM mapping to 
ssm-map.cisco.com or a VRF named vrf1:

ip domain multicast vrf vrf1 ssm-map.cisco.com

vrf (Optional) Supports the multicast Virtual Private Network (VPN) routing 
and forwarding (VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

domain-prefix Name of the domain prefix to be used for DNS-based SSM mapping. The 
default is in-addr.arpa.

Release Modification

12.3(2)T This command was introduced.

12.2(18)S This command was integrated into Cisco IOS Release 12.2(18)S.

12.2(18) SXD3 This command was integrated into Cisco IOS Release 12.2(18)SXD3.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Related Commands Command Description

ip igmp ssm-map 
enable

Enables SSM mapping for groups in a configured SSM range.

ip name-server Specifies the address of one or more name servers to use for name and 
address resolution.
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ip dvmrp accept-filter

Note Support for DVMRP has been removed from 12.2SR releases beginning in Cisco IOS Release 
12.2(33)SRB. This command is no longer available in Cisco IOS Release 12.2(33)SRB and subsequent 
12.2SR releases.

To configure an acceptance filter for incoming Distance Vector Multicast Routing Protocol (DVMRP) 
reports, use the ip dvmrp accept-filter command in interface configuration mode. To disable this filter, 
use the no form of this command.

ip dvmrp accept-filter access-list [distance | neighbor-list access-list]

no ip dvmrp accept-filter access-list [distance | neighbor-list access-list]

Syntax Description 

Defaults All destination reports are accepted with a distance of 0. Default settings accept reports from all 
neighbors.

Command Modes Interface configuration

Command History

Usage Guidelines Any sources that match the access list are stored in the DVMRP routing table with the distance argument.

The distance value is used to compare with the same source in the unicast routing table. The route with 
the lower distance (either the route in the unicast routing table or that in the DVMRP routing table) takes 
precedence when computing the Reverse Path Forwarding (RPF) interface for a source of a multicast 
packet.

access-list Access list number or name. A value of 0 means that all sources are 
accepted with the configured distance.

distance (Optional) Administrative distance to the destination.

neighbor-list access-list (Optional) Number of a neighbor list. DVMRP reports are accepted only 
by those neighbors on the list. 

Release Modification

10.0 This command was introduced.

11.2 The neighbor-list keyword and access-list argument were added.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SRB This command was removed.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. 
Support in a specific 12.2SX release of this train depends on your feature 
set, platform, and platform hardware.
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By default, the administrative distance for DVMRP routes is 0, which means that they always take 
precedence over unicast routing table routes. If you have two paths to a source, one through unicast 
routing (using Protocol Independent Multicast [PIM] as the multicast routing protocol) and another path 
using DVMRP (unicast and multicast routing), and if you want to use the PIM path, use the ip dvmrp 
accept-filter command to increase the administrative distance for DVMRP routes.

Examples The following example shows how to apply an access list such that the RPF interface used to accept 
multicast packets will be through an Enhanced Interior Gateway Routing Protocol (IGRP)/PIM path. The 
Enhanced IGRP unicast routing protocol has a default administrative distance of 90.

 ip dvmrp accept-filter 1 100
 access-list 1 permit 0.0.0.0 255.255.255.255

The following example shows how to apply access list 57 to an interface and set a distance of 4:

access-list 57 permit 172.16.0.0 0.0.255.255
access-list 57 permit 192.168.0.0 0.0.0.255
access-list 57 deny 10.0.0.0 255.255.255.255
 ip dvmrp accept-filter 57 4

Related Commands Command Description

distance (IP) Defines an administrative distance.

ip dvmrp metric Configures the metric associated with a set of destinations for DVMRP 
reports.

show ip dvmrp route Displays the contents of the DVMRP routing table.

tunnel mode Sets the encapsulation mode for the tunnel interface.
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ip dvmrp auto-summary

Note Support for DVMRP has been removed from 12.2SR releases beginning in Cisco IOS Release 
12.2(33)SRB. This command is no longer available in Cisco IOS Release 12.2(33)SRB and subsequent 
12.2SR releases.

To enable Distance Vector Multicast Routing Protocol (DVMRP) automatic summarization if it was 
disabled, use the ip dvmrp auto-summary command in interface configuration mode. To disable this 
function, use the no form of this command.

ip dvmrp auto-summary

no ip dvmrp auto-summary

Syntax Description This command has no arguments or keywords.

Defaults DVMRP automatic summarization is enabled.

Command Modes Interface configuration

Command History

Usage Guidelines DVMRP automatic summarization occurs when a unicast subnet route is collapsed into a classful 
network number route. This situation occurs when the subnet is a different network number than the IP 
address of the interface (or tunnel) over which the advertisement is sent. If the interface is unnumbered, 
the network number of the numbered interface the unnumbered interface points to is compared to the 
subnet. 

Disable this function if the information you want to send using the ip dvmrp summary-address 
command is the same as the information that would be sent using DVMRP automatic summarization.

Examples The following example shows how to disable DVMRP automatic summarization:

no ip dvmrp auto-summary

Release Modification

11.2 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SRB This command was removed.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Related Commands Command Description

ip dvmrp summary-address Configures a DVMRP summary address to be advertised out the 
interface.
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ip dvmrp default-information

Note Support for DVMRP has been removed from 12.2SR releases beginning in Cisco IOS Release 
12.2(33)SRB. This command is no longer available in Cisco IOS Release 12.2(33)SRB and subsequent 
12.2SR releases.

To advertise network 0.0.0.0 to Distance Vector Multicast Routing Protocol (DVMRP) neighbors on an 
interface, use the ip dvmrp default-information command in interface configuration mode. To prevent 
the advertisement, use the no form of this command.

ip dvmrp default-information {originate | only}

no ip dvmrp default-information {originate | only}

Syntax Description 

Defaults Network 0.0.0.0 is not advertised to DVMRP neighbors on an interface.

Command Modes Interface configuration

Command History

Usage Guidelines This command should be used only when the router is a neighbor to mrouted version 3.6 devices. The 
mrouted protocol is a public domain implementation of DVMRP.

You can use the ip dvrmrp metric command with the ip dvmrp default-information command to tailor 
the metric used when advertising the default route 0.0.0.0. By default, metric 1 is used.

Examples The following example shows how to configure a router to advertise network 0.0.0.0, in addition to other 
networks, to DVMRP neighbors:

ip dvmrp default-information originate

originate Specifies that other routes more specific than 0.0.0.0 may be advertised.

only Specifies that no DVMRP routes other than 0.0.0.0 are advertised.

Release Modification

10.3 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SRB This command was removed.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Related Commands Command Description

ip dvmrp metric Configures the metric associated with a set of destinations for DVMRP 
reports.
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ip dvmrp metric

Note Support for DVMRP has been removed from 12.2SR releases beginning in Cisco IOS Release 
12.2(33)SRB. This command is no longer available in Cisco IOS Release 12.2(33)SRB and subsequent 
12.2SR releases.

To configure the metric associated with a set of destinations for Distance Vector Multicast Routing 
Protocol (DVMRP) reports, use the ip dvmrp metric command in interface configuration mode. To 
disable this function, use the no form of this command. 

ip dvmrp metric metric [route-map map-name] [mbgp] [mobile] [list access-list-number] 
[protocol process-id] | dvmrp]

no ip dvmrp metric metric [route-map map-name] [mbgp] [mobile] [list access-list-number] 
[protocol process-id] | dvmrp]

Syntax Description 

Defaults No metric value is preconfigured. Only directly connected subnets and networks are advertised to 
neighboring DVMRP routers.

Command Modes Interface configuration

metric Metric associated with a set of destinations for DVMRP reports. It can be a 
value from 0 to 32. A value of 0 means that the route is not advertised. A 
value of 32 is equivalent to infinity (unreachable).

route-map map-name (Optional) Names a route map. If you specify this keyword and argument, 
only the destinations that match the route map are reported with the 
configured metric. Unicast routes are subject to route map conditions before 
being injected into DVMRP. Route maps cannot be used for DVMRP routes.

mbgp (Optional) Configures redistribution of only IP version 4 (IPv4) multicast 
routes into DVMRP.

mobile (Optional) Configures redistribution of only mobile routes into DVMRP.

list access-list-number (Optional) Names an access list. If you specify this keyword and argument, 
only the multicast destinations that match the access list are reported with 
the configured metric. Any destinations not advertised because of split 
horizon do not use the configured metric.

protocol (Optional) Name of a unicast routing protocol. Available protocols are: bgp, 
dvmrp, eigrp, isis, mobile, odr, ospf, rip, or static.

If you specify these values, only routes learned by the specified routing 
protocol are advertised in DVMRP report messages.

process-id (Optional) Process ID number of the unicast routing protocol.

dvmrp (Optional) Allows routes from the DVMRP routing table to be advertised 
with the configured metric value, or filtered.
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Command History

Usage Guidelines When Protocol Independent Multicast (PIM) is configured on an interface and DVMRP neighbors are 
discovered, the Cisco IOS software sends DVMRP report messages for directly connected networks. The 
ip dvmrp metric command enables DVMRP report messages for multicast destinations that match the 
access list. Usually, the metric for these routes is 1. Under certain circumstances, you might want to 
tailor the metric used for various unicast routes. This command lets you configure the metric associated 
with a set of destinations for report messages sent out this interface. 

You can use the access-list-number argument in conjunction with the protocol and process-id arguments 
to selectively list the destinations learned from a given routing protocol.

To display DVMRP activity, use the debug ip dvmrp command.

Examples The following example shows how to connect a PIM cloud to a DVMRP cloud. Access list 1 permits the 
sending of DVMRP reports to the DVMRP routers advertising all sources in the 172.16.35.0 network 
with a metric of 1. Access list 2 permits all other destinations, but the metric of 0 means that no DVMRP 
reports are sent for these destinations. 

access-list 1 permit 172.16.35.0 0.0.0.255
access-list 1 deny 0.0.0.0 255.255.255.255
access-list 2 permit 0.0.0.0 255.255.255.255
interface tunnel 0
 ip dvmrp metric 1 list 1
 ip dvmrp metric 0 list 2

The following example shows how to redistribute IPv4 multicast routes into DVMRP neighbors with a 
metric of 1:

interface tunnel 0
 ip dvmrp metric 1 mbgp

Related Commands

Release Modification

10.2 This command was introduced.

11.1 The route-map keyword was added.

11.1(20)CC This mbgp keyword was added.

12.0(7)T This mbgp keyword was added.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SRB This command was removed.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.

Command Description

debug ip dvmrp Displays information on DVMRP packets received and sent.

ip dvmrp accept-filter Configures an acceptance filter for incoming DVMRP reports.
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ip dvmrp metric-offset

Note Support for DVMRP has been removed from 12.2SR releases beginning in Cisco IOS Release 
12.2(33)SRB. This command is no longer available in Cisco IOS Release 12.2(33)SRB and subsequent 
12.2SR releases.

To change the metrics of advertised Distance Vector Multicast Routing Protocol (DVMRP) routes and 
thus favor or not favor a certain route, use the ip dvmrp metric-offset command in interface 
configuration mode. To restore the default values, use the no form of this command.

ip dvmrp metric-offset [in | out] increment

no ip dvmrp metric-offset

Syntax Description

Defaults If neither in nor out is specified, in is the default.  
in: 1 
out: 0

Command Modes Interface configuration

Command History

Usage Guidelines Use this command to influence which routes are used, as you prefer. The DVMRP metric is in hop count.

Examples The following example shows how to add a value of 10 to incoming DVMRP reports:

ip dvmrp metric-offset 10

in (Optional) Adds the increment value to incoming DVMRP reports and is 
reported in mrinfo replies. The default for in is 1.

out (Optional) Adds the increment value to outgoing DVMRP reports for routes 
from the DVMRP routing table. The default for out is 0.

increment Value added to the metric of a DVMRP route advertised in a report message.

Release Modification

11.0 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SRB This command was removed.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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ip dvmrp output-report-delay

Note Support for DVMRP has been removed from 12.2SR releases beginning in Cisco IOS Release 
12.2(33)SRB. This command is no longer available in Cisco IOS Release 12.2(33)SRB and subsequent 
12.2SR releases.

To configure an interpacket delay of a Distance Vector Multicast Routing Protocol (DVMRP) report, use 
the ip dvmrp output-report-delay command in interface configuration mode. To restore the default 
values, use the no form of this command.

ip dvmrp output-report-delay milliseconds [burst] 

no ip dvmrp output-report-delay milliseconds [burst]

Syntax Description

Defaults milliseconds: 100 milliseconds  
burst: 2 packets

Command Modes Interface configuration

Command History

Usage Guidelines The delay is the number of milliseconds that elapse between transmissions of sets of packets that 
constitute a report. The number of packets in the set is determined by the burst value. 

You might want to change the default values, depending on the CPU and buffering of the mrouted 
machine.

milliseconds Number of milliseconds that elapse between transmissions of a set of DVMRP 
report packets. The number of packets in the set is determined by the burst 
argument. The default number of milliseconds is 100 milliseconds.

burst (Optional) The number of packets in the set being sent. The default is 2 
packets.

Release Modification

11.3 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SRB This command was removed.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in 
a specific 12.2SX release of this train depends on your feature set, platform, 
and platform hardware.
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Examples The following example shows how to set the interpacket delay to 200 milliseconds and the burst size to 
3 packets. For this example, at the periodic DVMRP report interval, if six packets are built, three packets 
will be sent, then a delay of 200 milliseconds will occur, and then the next three packets will be sent.

ip dvmrp output-report-delay 200 3
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ip dvmrp reject-non-pruners

Note Support for DVMRP has been removed from 12.2SR releases beginning in Cisco IOS Release 
12.2(33)SRB. This command is no longer available in Cisco IOS Release 12.2(33)SRB and subsequent 
12.2SR releases.

To configure the router so that it will not peer with a Distance Vector Multicast Routing Protocol 
(DVMRP) neighbor if that neighbor does not support DVMRP pruning or grafting, use the ip dvmrp 
reject-non-pruners command in interface configuration mode. To disable the function, use the no form 
of this command.

ip dvmrp reject-non-pruners

no ip dvmrp reject-non-pruners

Syntax Description This command has no arguments or keywords.

Defaults Routers peer with DVMRP neighbors that do not support DVMRP pruning or grafting.

Command Modes Interface configuration

Command History

Usage Guidelines By default, the router accepts all DVMRP neighbors as peers, regardless of their DVMRP capability or 
lack thereof.

Use this command to prevent a router from peering with a DVMRP neighbor if that neighbor does not 
support DVMRP pruning or grafting. If the router receives a DVMRP probe or report message without 
the Prune-Capable flag set, the router logs a syslog message and discards the message.

This command prevents peering with neighbors only. If there are any nonpruning routers multiple hops 
away (downstream toward potential receivers) that are not rejected, then a nonpruning DVMRP network 
might still exist.

Release Modification

11.0 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SRB This command was removed.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Examples The following example shows how to configures the router not to peer with DVMRP neighbors that do 
not support pruning or grafting:

ip dvmrp reject-non-pruners
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ip dvmrp routehog-notification

Note Support for DVMRP has been removed from 12.2SR releases beginning in Cisco IOS Release 
12.2(33)SRB. This command is no longer available in Cisco IOS Release 12.2(33)SRB and subsequent 
12.2SR releases.

To change the number of Distance Vector Multicast Routing Protocol (DVMRP) routes allowed before 
a syslog warning message is issued, use the ip dvmrp routehog-notification command in global 
configuration mode. To restore the default value, use the no form of this command.

ip dvmrp routehog-notification route-count

no ip dvmrp routehog-notification

Syntax Description

Defaults 10,000 routes

Command Modes Global configuration

Command History

Usage Guidelines This command configures how many DVMRP routes are accepted on each interface within an 
approximate 1-minute period before a syslog message is issued, warning that a route surge might be 
occurring. The warning is typically used to detect quickly when routers have been misconfigured to 
inject a large number of routes into the multicast backbone (MBONE).

The show ip igmp interface command displays a running count of routes. When the count is exceeded, 
an “*** ALERT ***” is appended to the line.

Examples The following example shows how to lower the threshold to 8000 routes:

ip dvmrp routehog-notification 8000

route-count Number of routes allowed before a syslog message is triggered. The default is 
10,000 routes.

Release Modification

10.2 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SRB This command was removed.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in 
a specific 12.2SX release of this train depends on your feature set, platform, 
and platform hardware.
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Related Commands Command Description

show ip igmp interface Displays multicast-related information about an interface.
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ip dvmrp route-limit

Note Support for DVMRP has been removed from 12.2SR releases beginning in Cisco IOS Release 
12.2(33)SRB. This command is no longer available in Cisco IOS Release 12.2(33)SRB and subsequent 
12.2SR releases.

To change the limit on the number of Distance Vector Multicast Routing Protocol (DVMRP) routes that 
can be advertised over an interface enabled to run DVMRP, use the ip dvmrp route-limit command in 
global configuration mode. To configure no limit, use the no form of this command.

ip dvmrp route-limit count

no ip dvmrp route-limit

Syntax Description

Defaults count: 7000 routes

Command Modes Global configuration

Command History

Usage Guidelines Interfaces enabled to run DVMRP include a DVMRP tunnel, an interface where a DVMRP neighbor has 
been discovered, and an interface configured to run the ip dvmrp unicast-routing command.

The ip dvmrp route-limit command is automatically generated to the configuration file when at least 
one interface is enabled for multicast routing. This command is necessary to prevent misconfigured 
ip dvmrp metric commands from causing massive route injection into the multicast backbone 
(MBONE). 

Examples The following example shows how to configure the limit of DMVRP routes that can be advertised to 
5000:

ip dvmrp route-limit 5000

count Number of DVMRP routes that can be advertised. The default is 7000 routes.

Release Modification

11.0 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SRB This command was removed.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Related Commands Command Description

ip dvmrp metric Configures the metric associated with a set of destinations for 
DVMRP reports.

ip dvmrp unicast-routing Enables DVMRP unicast routing on an interface.
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ip dvmrp summary-address

Note Support for DVMRP has been removed from 12.2SR releases beginning in Cisco IOS Release 
12.2(33)SRB. This command is no longer available in Cisco IOS Release 12.2(33)SRB and subsequent 
12.2SR releases.

To configure a Distance Vector Multicast Routing Protocol (DVMRP) summary address to be advertised 
out the interface, use the ip dvmrp summary-address command in interface configuration mode. To 
remove the summary address, use the no form of this command.

ip dvmrp summary-address summary-address mask [metric value]

no ip dvmrp summary-address summary-address mask [metric value]

Syntax Description

Defaults metric value: 1

Command Modes Interface configuration

Command History

Usage Guidelines If there is at least a single, more specific route in the unicast routing table that matches the specified 
address and mask arguments, the summary is advertised. Routes in the DVMRP routing table are not 
candidates for summarization.

When the metric keyword is specified, the summary is advertised with that metric value. 

Multiple summary addresses can be configured on an interface. When multiple overlapping summary 
addresses are configured on an interface, the one with the longest mask takes preference.

summary-address Summary IP address that is advertised instead of the more specific route.

mask Mask on the summary IP address.

metric value (Optional) Metric that is advertised with the summary address. The default 
is 1.

Release Modification

11.2 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SRB This command was removed.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Examples The following example configures the DVMRP summary address 172.16.0.0 to be advertised out the 
interface:

ip dvmrp summary-address 172.16.0.0 255.255.0.0 metric 1

Related Commands Command Description

ip dvmrp auto-summary Enables DVMRP automatic summarization if it was 
disabled.
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ip dvmrp unicast-routing

Note Support for DVMRP has been removed from 12.2SR releases beginning in Cisco IOS Release 
12.2(33)SRB. This command is no longer available in Cisco IOS Release 12.2(33)SRB and subsequent 
12.2SR releases.

To enable Distance Vector Multicast Routing Protocol (DVMRP) unicast routing on an interface, use 
the ip dvmrp unicast-routing command in interface configuration mode. To disable this function, use 
the no form of this command.

ip dvmrp unicast-routing 

no ip dvmrp unicast-routing

Syntax Description This command has no arguments or keywords.

Defaults DVMRP unicast routing on an interface is disabled.

Command Modes Interface configuration

Command History

Usage Guidelines Enabling DVMRP unicast routing means that routes in DVMRP report messages are cached by the router 
in a DVMRP routing table. When Protocol Independent Multicast (PIM) is running, these routes may 
get preference over routes in the unicast routing table. This capability allows PIM to run on the multicast 
backbone (MBONE) topology when it is different from the unicast topology.

DVMRP unicast routing can run on all interfaces, including generic routing encapsulation (GRE) 
tunnels. On DVMRP tunnels, it runs by virtue of DVMRP multicast routing. This command does not 
enable DVMRP multicast routing among Cisco routers. However, if there is a DVMRP-capable 
multicast router, the Cisco router will do PIM and DVMRP multicast routing interaction.

Examples The following example shows how to enable DVMRP unicast routing:

ip dvmrp unicast-routing

Release Modification

10.3 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SRB This command was removed.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Related Commands Command Description

ip dvmrp route-limit Changes the limit on the number of DVMRP routes that can be advertised 
over an interface enabled to run DVMRP.
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ip igmp access-group
To restrict hosts (receivers) on a subnet to joining only multicast groups that are permitted by a standard 
IP access list or to restrict hosts (receivers) on a subnet to membership to only the (S,G) channels that 
are permitted by an extended IP access list, use the ip igmp access-group command in interface 
configuration mode. To disable this control, use the no form of this command. 

ip igmp access-group access-list 

no ip igmp access-group access-list 

Syntax Description 

Command Default Disabled (no access lists are configured for receiver access control).

Command Modes Interface configuration (config-if)

Command History

Usage Guidelines Use the ip igmp access-group command to filter groups from Internet Group Management Protocol 
(IGMP) reports by use of a standard access list or to filter sources and groups from IGMPv3 reports by 
use of an extended access list. This command is used to restrict hosts on a subnet to joining only 
multicast groups that are permitted by a standard IP access list or to restrict hosts on a subnet to 
membership to only those (S, G) channels that are permitted by an extended IP access list.

IGMP Version 3 (IGMPv3) accommodates extended access lists, which allow you to leverage an 
important advantage of Source Specific Multicast (SSM) in IPv4, that of basing access on source IP 
address. Prior to this feature, an IGMP access list accepted only a standard access list, allowing 
membership reports to be filtered based only on multicast group addresses. 

IGMPv3 allows multicast receivers not only to join to groups, but to groups including or excluding 
sources. For appropriate access control, it is therefore necessary to allow filtering of IGMPv3 messages 
not only by group addresses reported, but by group and source addresses. IGMP extended access lists 
introduce this functionality. Using SSM with an IGMP extended access list allows you to permit or deny 
source S and group G (S, G) in IGMPv3 reports, thereby filtering SSM traffic based on source address, 
group address, or both.

access-list Access list number or name.

Release Modification

10.0 This command was introduced.

12.3(7)T Extended access list support was added.

12.2(25)S This command was integrated into Cisco IOS Release 12.2(25)S.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SXH This command was integrated into Cisco IOS Release 12.2(33)SXH.
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Source Addresses in IGMPv3 Reports for ASM Groups 

Additionally, IGMP extended access lists can be used to permit or filter traffic based on (0.0.0.0, G); 
that is, (*, G), in IGMP reports that are non-SSM, such as Any Source Multicast (ASM).

Note The permit and deny statements equivalent to (*, G) are permit host 0.0.0.0 host group-address and  
deny host 0.0.0.0 host group group-address, respectively.

Filtering applies to IGMPv3 reports for both ASM and SSM groups, but it is most important for SSM 
groups because multicast routing ignores source addresses in IGMPv3 reports for ASM groups. Source 
addresses in IGMPv3 membership reports for ASM groups are stored in the IGMP cache (as displayed 
with the show ip igmp membership command), but PIM-based IP multicast routing considers only the 
ASM groups reported. Therefore, adding filtering for source addresses for ASM groups impacts only the 
IGMP cache for ASM groups. 

How IGMP Checks an Extended Access List 

When an IGMP extended access list is referenced in the ip igmp access-group command on an interface, 
the (S, G) pairs in the permit and deny statements of the extended access list are matched against the 
(S, G) pair of the IGMP reports received on the interface. The first part of the extended access list clause 
controls the source, and the second part of the extended access list clause controls the multicast group.

Specifically, if an IGMP report with (S1, S2...Sn, G) is received, first the group (0, G) is checked against 
the access list statements. If the group is denied, the entire IGMP report is denied. If the group is 
permitted, each individual (S, G) pair is checked against the access list. Denied sources are taken out of 
the IGMP report, thereby denying any sources that match the access list from sending to the group. 

Note The convention (0, G) means (*, G), which is a wildcard source with a multicast group number.

Examples The following example shows how to configure a standard access list to filter the groups that are 
available on an interface for receivers to join. In this example, Ethernet interface 1/3 is configured to 
restrict receivers from joining groups in the range 226.1.0.0 through 226.1.255.255. Receivers are 
permitted to join all other groups on Ethernet interface 1/3.

access-list 1 deny 226.1.0.0 0.0.255.255
access-list 1 permit any log
!
interface ethernet 1/3
 ip igmp access-group 1

Note Access lists are very flexible; there is a seemingly limitless combination of permit and deny statements 
one could use in an access list to filter multicast traffic. The examples in this section simply provide a 
few examples of how it can be done. 

The following example shows how to deny all states for a group G. In this example, FastEthernet 
interface 0/0 is configured to filter all sources for SSM group 232.2.2.2 in IGMPv3 reports, which 
effectively denies this group. 

ip access-list extended test1
 deny igmp any host 232.2.2.2
 permit igmp any any
!
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interface FastEthernet0/0
 ip igmp access-group test1
!

The following example shows how to deny all states for a source S. In this example, Ethernet 
interface 1/1 is configured to filter all groups for source 10.2.1.32 in IGMPv3 reports, which effectively 
denies this source.

ip access-list extended test2
 deny igmp host 10.2.1.32 any
 permit igmp any any
!
interface Ethernet1/1
 ip igmp access-group test2

The following example shows how to permit all states for a group G. In this example, Ethernet 
interface 1/1 is configured to accept all sources for SSM group 232.1.1.10 in IGMPv3 reports, which 
effectively accepts this group altogether. 

ip access-list extended test3
 permit igmp any host 232.1.1.10
!
interface Ethernet1/1
 ip igmp access-group test3

The following example shows how to permit all states for a source S. In this example, Ethernet 
interface 1/2 is configured to accept all groups for source 10.6.23.32 in IGMPv3 reports, which 
effectively accepts this source altogether.

!
ip access-list extended test4
 permit igmp host 10.6.23.32 any
!
interface Ethernet1/2
 ip igmp access-group test4
!

The following example shows how to filter a particular source S for a group G. In this example, Ethernet 
interface 0/3 is configured to filter source 232.2.2.2 for SSM group 232.2.30.30 in IGMPv3 reports. 

ip access-list extended test5
 deny igmp host 10.4.4.4 host 232.2.30.30
 permit igmp any any
!
interface Ethernet0/3
 ip igmp access-group test5
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ip igmp explicit-tracking
To enable explicit tracking of hosts, groups, and channels for IGMP Version 3 (IGMPv3), use the 
ip igmp explicit-tracking command in interface configuration mode. To disable this feature, use the no 
form of this command.

ip igmp explicit-tracking

no ip igmp explicit-tracking

Syntax Description This command has no arguments or keywords.

Defaults Explicit tracking of hosts, groups and channels for IGMPv3 is disabled.

Command Modes Interface configuration

Command History

Usage Guidelines This command can be configured on an interface only if IGMPv3 is first configured on the same 
interface. To configure IGMPv3, use the ip igmp version 3 command in interface configuration mode.

When explicit tracking is enabled on a router, the router can individually track the Internet Group 
Management Protocol (IGMP) membership state of all reporting hosts. This feature allows the router to 
achieve minimal leave latencies when hosts leave a multicast group or channel. To monitor IGMP 
membership of hosts, use the show ip igmp membership command in user EXEC or privileged EXEC 
mode.

When explicit tracking is enabled, the router uses more memory than if explicit tracking is disabled 
because the router must store the membership state of all hosts on the interface.

Examples The following example shows a basic configuration for enabling IP multicast with Source Specific 
Multicast (SSM), IGMPv3, and explicit tracking:

ip multicast routing

interface ethernet 0
 description access network to desktop systems
 ip address 10.1.0.1 255.255.255.0

Release Modification

12.0(19)S This command was introduced.

12.2(8)T This command was integrated into Cisco IOS Release 12.2(8)T.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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 ip pim sparse-dense-mode
 ip mroute-cache
 ip igmp version 3
 ip igmp explicit-tracking
 ip igmp v3lite
 ip urd

interface ethernet 1
 description backbone interface !No hosts connected
 ip address 10.10.0.1 255.255.255.0
 ip pim sparse-dense-mode
 ip mroute-cache

ip pim ssm default

Related Commands Command Description

ip igmp version Configures the version of IGMP that the router uses.

show ip igmp membership Displays the IGMP membership information for multicast groups and 
(S, G) channels.
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ip igmp helper-address
To cause the system to forward all Internet Group Management Protocol (IGMP) host reports and leave 
messages received on the interface to the specified IP address, use the ip igmp helper-address 
command in interface configuration mode. To disable such forwarding, use the no form of this 
command. 

ip igmp helper-address ip-address

no ip igmp helper-address 

Syntax Description

Defaults IGMP host reports and leave messages are not forwarded.

Command Modes Interface configuration

Command History

Usage Guidelines This command and the ip pim neighbor-filter command together enable stub multicast routing. The 
IGMP host reports and leave messages are forwarded to the IP address specified. The reports are re-sent 
out the next hop interface toward the IP address, with the source address of that interface. This command 
enables a type of “dense-mode” join, allowing stub sites not participating in Protocol Independent 
Multicast (PIM) to indicate membership in IP multicast groups.

Examples The following example enables stub multicast routing on Router A, which has an outgoing interface with 
IP address 10.0.0.1. Router B is a central router with an incoming interface with address 10.0.0.2. Access 
list 1 filters PIM messages from the source (stub Router A).

Router A Configuration
ip multicast-routing
 ip pim dense-mode
 ip igmp helper-address 10.0.0.2

ip-address IP address to which IGMP host reports and leave messages are forwarded. 
Specify the IP address of an interface on the central router.

Release Modification

11.2 F This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in 
a specific 12.2SX release of this train depends on your feature set, platform, 
and platform hardware.



 

IP Multicast Commands
ip igmp helper-address

IMC-68
Cisco IOS IP Multicast Command Reference

January 2008

Router B Configuration
ip multicast-routing
 ip pim dense-mode : or ip pim sparse-mode
 ip pim neighbor-filter 1
access-list 1 deny 10.0.0.1

Related Commands Command Description

ip pim neighbor-filter Prevents a router from participating in PIM (for example, to configure stub 
multicast routing).
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ip igmp helper-address (UDL)
To configure Internet Group Management Protocol (IGMP) helpering as required for IGMP 
unidirectional link routing (UDLR), use the ip igmp helper-address command in interface 
configuration mode. To disable such report forwarding, use the no form of this command.

ip igmp helper-address udl interface-type interface-number

no ip igmp helper-address 

Syntax Description

Defaults No forwarding occurs.

Command Modes Interface configuration

Command History

Usage Guidelines This command is required on a downstream router on each interface connected to a potential multicast 
receiver. The command allows the downstream router to helper IGMP reports received from hosts to an 
upstream router connected to a unidirectional link (UDL) associated with the configured interface-type 
and interface-number arguments.

Examples The following example configures a helper address on a downstream router:

ip multicast-routing
!
! Interface that receiver is attached to, configure for IGMP reports to be 
! helpered for the unidirectional interface.
!
interface ethernet 0
 description Forward IGMP reports from this interface to UDL querier
 ip address 10.0.0.2 255.0.0.0
 ip pim sparse-dense-mode
 ip igmp helper-address udl serial 0

udl interface-type interface-number Specifies the interface type and number of a unidirectional 
interface.

Release Modification

12.0(3)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Related Commands Command Description

ip igmp proxy-service Enables the mroute proxy service.

ip igmp unidirectional-link Configures an interface to be unidirectional and enables it for IGMP 
UDLR.
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ip igmp immediate-leave
To minimize the leave latency of Internet Group Management Protocol (IGMP) memberships when 
IGMP Version 2 is used and only one receiver host is connected to each interface, use the ip igmp 
immediate-leave command in global or interface configuration mode. To disable this feature, use the 
no form of this command.

ip igmp immediate-leave group-list access-list

no ip igmp immediate-leave

Syntax Description

Defaults This command is disabled.

Command Modes Global configuration 
Interface configuration

Command History

Usage Guidelines You cannot configure this command in both interface and global configuration mode.

When this command is not configured, the router will send an IGMP group-specific query message upon 
receipt of an IGMP Version 2 (IGMPv2) group leave message. The router will stop forwarding traffic 
for that group only if no host replies to the query within the timeout period. The timeout period is 
determined by the ip igmp last-member-query-interval command and the IGMP robustness variable, 
which is defined by the IGMP specification. By default, the timeout period in Cisco IOS software is 
approximately 2.5 seconds.

If this command is configured, the router assumes that only one host has joined the group and stops 
forwarding the group’s traffic immediately upon receipt of an IGMPv2 group leave message.

Global Configuration Mode

When this command is configured in global configuration mode, it applies to all IGMP-enabled 
interfaces. Any existing configuration of this command in interface configuration mode will be removed 
from the configuration. Also, any new configuration of this command in interface configuration mode 
will be ignored.

group-list access-list Specifies a standard access list number or name that defines multicast 
groups in which the immediate leave feature is enabled.

Release Modification

12.1 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Interface Configuration Mode

When this command is configured in interface configuration mode, it applies to an individual interface. 
Configure this command on an interface if only one IGMP-enabled neighbor is connected to the 
interface. The neighbor can be either a host or switch running IGMP Snooping. When the ip igmp 
immediate-leave command is enabled on an interface, the router will not send IGMP group-specific host 
queries when an IGMP Version 2 leave group message is received from that interface. Instead, the router 
will immediately remove the interface from the IGMP cache for that group and send Protocol 
Independent Multicast (PIM) prune messages toward sources if this interface was the last one to join that 
group.

Examples The following example shows how to enable the immediate leave feature on all interfaces for all 
multicast groups:

Router(config)# ip multicast-routing
Router(config)# ip igmp immediate-leave group-list all-groups

Router(config)# interface ethernet 0
Router(config-if)# ip address 10.0.10.1 255.255.255.0
Router(config-if)# ip pim sparse-dense mode
Router(config-if)# exit
Router(config)# ip access-list standard all-groups
Router(config)# permit 224.0.0.0 15.255.255.255

The following example shows how to enable the immediate leave feature on an interface for a specific 
range of multicast groups. In this example, the router assumes that the tv-groups access list consists of 
groups that have only one host membership at a time per interface:

Router(config)# ip multicast-routing
Router(config)# interface ethernet 0
Router(config-if)# ip address 10.0.10.1 255.255.255.0
Router(config-if)# ip pim sparse-dense-mode
Router(config-if)# ip igmp immediate-leave group-list tv-groups
Router(config-if)# exit
Router(config)# ip access-list standard tv-groups
Router(config)# permit 239.192.20.0 0.0.0.255 

Related Commands Command Description

ip igmp last-member-query-interval Configures the frequency at which the router sends IGMP 
group-specific host query messages.
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ip igmp immediate-leave group-list
To enable the immediate processing of the IGMP leave-group messages, use the ip igmp 
immediate-leave group-list command in global or interface configuration mode. To return to the 
default settings, use the no form of this command.

ip igmp immediate-leave group-list acl

no ip igmp immediate-leave group-list acl

Syntax Description

Defaults Disabled

Command Modes Global or interface configuration

Command History

Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor 
Engine 2.

If you enter the ip igmp immediate-leave group-list command, you must enter this command in VLAN 
interface configuration mode only. 

Valid values for the acl argument are as follows:

 • Access-list number—1 to 99

 • Expanded range access-list number—1300 to 1999

 • Name of the standard IP access list 

You can configure one or the other but not both configuration modes at the same time.

You can enter the acl to restrict the immediate-leave behavior to a simple access list for multicast 
groups. The IGMP leave-group messages for multicast groups that are not permitted by the acl has the 
standard inquiry mechanism/leave latency.

Examples This example shows how to enable the immediate processing of the IGMP leave-group messages:

Router(config)# ip igmp immediate-leave group-list 3

acl Specifies the group ACL number; see the “Usage Guidelines” section 
for valid values.

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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ip igmp join-group
To have the router join a multicast group, use the ip igmp join-group command in interface 
configuration mode. To cancel membership in a multicast group, use the no form of this command. 

ip igmp join-group group-address [source source-address]

no ip igmp join-group group-address [source source-address]

Syntax Description 

Defaults No multicast group memberships are predefined.

Command Modes Interface configuration

Command History

Usage Guidelines IP packets that are addressed to the group address are passed to the IP client process in the Cisco IOS 
software.

If all the multicast-capable routers and access servers that you administer are members of a multicast 
group, pinging that group causes all routers to respond, which can be a useful administrative and 
debugging tool.

Another reason to have a router join a multicast group is when other hosts on the network have an 
Interior Gateway Routing Protocol (IGRP) configuration that prevents them from correctly answering 
Internet Group Management Protocol (IGMP) queries. Having the router join the multicast group causes 
upstream routers to maintain multicast routing table information for that group and keep the paths for 
that group active.

group-address Address of the multicast group. This is a multicast IP address in four-part 
dotted-decimal notation.

source source-address (Optional) IP Source address.

Release Modification

10.0 This command was introduced.

12.3(14)T The source keyword and source-address argument were added.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Examples In the following example, the router joins multicast group 225.2.2.2:

ip igmp join-group 225.2.2.2

In the following example, the router joins multicast group 225.2.2.2 and includes the IP source address 
1.1.1.1:

ip igmp join-group 225.2.2.2 source 1.1.1.1

Related Commands Command Description

ip igmp access-group Controls the multicast groups that hosts on the subnet serviced by an 
interface can join.

ping Diagnoses basic network connectivity on Apollo, AppleTalk, CLNS, 
DECnet, IP, Novell IPX, or source-route bridgins (SRB) networks.
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ip igmp last-member-query-count
To configure the number of times that the router sends Internet Group Management Protocol (IGMP) 
group-specific or group-source-specific (with IGMP version 3) query messages in response to receiving 
a group-specific or group-source-specific leave message, use the ip igmp last-member-query-count 
command in interface configuration mode. To set this interval to the default value, use the no form of 
this command.

ip igmp last-member-query-count lmqc 

no ip igmp last-member-query-count lmqc 

Syntax Description

Defaults LMQC is 2

Command Modes Interface configuration

Command History

Usage Guidelines When a router receives an IGMP version 2 (IGMPv2) or IGMP version 3 (IGMPv3) message indicating 
that a host wants to leave a group, source, or channel, it sends last-member-query-count group- or 
group-source-specific IGMP query messages at intervals of igmp-last-member-interval milliseconds. If 
no response is received after this period, the router stops forwarding for the group, source, or channel.

Caution Do not set the LMQC to 1, because in this situation the loss of a single packet—the query packet from 
the router to the host or the report packet from the host to the router—may result in traffic forwarding 
being stopped, even there is still a receiver. Traffic will continue to be forwarded after the next general 
query sent by the router, but the interval during which a receiver may not receive the query could be as 
long as 1 minute (with the default query interval).

The leave latency in Cisco IOS software may increase by up to one last member query interval (LMQI) 
value when the router is processing more than one leave within a LMQI. In this case, the average leave 
latency is determined by the (LMQC + 0.5) * LMQI. The result is that the default leave latency can range 
from 2.0 to 3.0 seconds with an average of 2.5 seconds under a higher load of IGMP leave processing. 

lmqc Last member query count. The number of times, from 1 through 7, that the 
router sends group- or group-source-specific queries upon receipt of a 
message indicating a leave.

Release Modification

12.1 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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The leave latency under load for the minimum LMQI value of 100 msec and a LMQC of 1 is from 100 
to 200 milliseconds, with an average of 150 milliseconds. This is done to limit the impact of higher rates 
of IGMP leave messages.

If no response is received after this period, the router will stop forwarding traffic for that group, source, 
or channel only if no host replies to the query within the timeout period. The timeout period is 
determined by the ip igmp last-member-query-interval and the ip igmp last-member-query-count 
commands.

Examples The following example changes the number of times that the router sends group-specific or 
group-source-specific query messages to 5:

interface tunnel 0

 ip igmp last-member-query-count 5

Related Commands Command Description

ip igmp 
explicit-tracking

Enables explicit tracking of hosts, groups, and channels for IGMPv3.

ip igmp 
immediate-leave

Minimizes the leave latency of IGMP memberships when IGMPv2 is used 
and only one receiver host is connected to each interface.

ip igmp 
last-member-query- 
interval

Configures the interval at which the router sends IGMP group-specific or 
group-source-specific (with IGMPv3) query messages
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ip igmp last-member-query-interval
To configure the interval at which the router sends Internet Group Management Protocol (IGMP) 
group-specific or group-source-specific (with IGMP Version 3) query messages, use the ip igmp 
last-member-query-interval command in interface configuration mode. To set this interval to the 
default value, use the no form of this command.

ip igmp last-member-query-interval interval

no ip igmp last-member-query-interval interval

Syntax Description

Defaults interval: 1000 milliseconds (1 second)

Command Modes Interface configuration

Command History

Usage Guidelines When a router receives an IGMP Version 2 (IGMPv2) or IGMP Version 3 (IGMPv3) message indicating 
that a host wants to leave a group, source, or channel, it sends last-member-query-count group, 
group-specific, or source-specific IGMP query messages at intervals set by the ip igmp 
last-member-query-interval command. If no response is received after this period, the router stops 
forwarding for the group, source, or channel.

The leave latency in Cisco IOS software may increase by up to one last member query interval (LMQI) 
value when the router is processing more than one leave within a LMQI. In this case, the average leave 
latency is determined by the (last member query count + 0.5) * LMQI. The result is that the default leave 
latency can range from 2.0 to 3.0 seconds with an average of 2.5 seconds under a higher load of IGMP 
leave processing. The leave latency under load for the minimum LMQI value of 100 msec and a last 
member query count of 1 is from 100 to 200 milliseconds, with an average of 150 milliseconds. This is 
done to limit the impact of higher rates of IGMP leave messages.

interval Interval, in milliseconds, at which IGMP group-specific host query 
messages are sent. The interval value is an integer from 100 to 25,500. 

The interval argument in 12.0 S, 12.1 E, 12.2, and 12.2 S releases is an 
integer from 100 through 65,535.

Release Modification

12.1 This command was introduced.

12.2(4)T The highest interval integer value accepted was changed from 65,535 to 
25,500.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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If no response is received after this period, the router will stop forwarding traffic for that group, source, 
or channel only if no host replies to the query within the timeout period. The timeout period is 
determined by the ip igmp last-member-query-interval and the ip igmp last-member-query-count 
commands.

Examples The following example changes the IGMP group-specific host query message interval to 
2000 milliseconds (2 seconds):

interface tunnel 0
 ip igmp last-member-query-interval 2000

Related Commands Command Description

ip igmp explicit-tracking Enables explicit tracking of hosts, groups, and channels for IGMPv3.

ip igmp immediate-leave Minimizes the leave latency of IGMP memberships when IGMPv2 is 
used and only one receiver host is connected to each interface.

ip igmp 
last-member-query-count

Configures the number of times that the router sends IGMP 
group-specific or group-source-specific (with IGMP version 3) query 
messages.
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ip igmp limit (global)
To globally limit the number of Internet Group Management Protocol (IGMP) states resulting from 
IGMP, IGMP Version 3 lite (IGMP v3lite), and URL Rendezvous Directory (URD) membership states, 
use the ip igmp limit command in global configuration mode. To disable a configured IGMP state limit, 
use the no form of this command.

ip igmp limit number

no ip igmp limit number

Syntax Description

Defaults This command is not configured by default. There is no default number of IGMP limits configured. You 
must configure the number of maximum IGMP states allowed globally on a router when you configure 
this command. 

Command Modes Global configuration

Command History

Usage Guidelines Use this command to configure a limit on the number of IGMP states resulting from IGMP, IGMP v3lite, 
and URD membership reports on a global basis. Membership reports sent after the configured limits 
have been exceeded are not entered in the IGMP cache and traffic for the excess membership reports is 
not forwarded. 

Use the ip igmp limit (interface) command to configure the per-interface IGMP state limit.

Per-interface and per-system limits operate independently of each other and can enforce different 
configured limits. A membership state will be ignored if it exceeds either the per-interface limit or global 
limit.

Examples The following example shows how to limit the number of IGMP states on a router to 300:

ip igmp limit 300

number Maximum number of IGMP states allowed on a router. The valid range is 
from 1 to 64000.

Release Modification

12.2(14)S This command was introduced.

12.2(15)T This command was integrated into Cisco IOS Release 12.2(15)T.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Related Commands Command Description

ip igmp access-group Controls the multicast groups that hosts on the subnet serviced by an 
interface can join.

ip igmp limit (interface) Limits the number of IGMP states resulting from IGMP, IGMP v3lite, 
and URD membership states on a per-interface basis.

ip multicast rate-limit Controls the rate a sender from the source list can send to a multicast 
group in the group list.



 

IP Multicast Commands
ip igmp limit (interface)

IMC-82
Cisco IOS IP Multicast Command Reference

January 2008

ip igmp limit (interface)
To limit the number of Internet Group Management Protocol (IGMP) states resulting from IGMP, 
IGMP Version 3 lite (IGMP v3lite), and URL Rendezvous Directory (URD) membership states on a 
per-interface basis, use the ip igmp limit command in interface configuration mode. To disable a 
configured IGMP state limit, use the no form of this command.

ip igmp limit number [except access-list]

no ip igmp limit number [except access-list] 

Syntax Description

Defaults This command is not configured by default. There is no default number of IGMP limits configured. You 
must configure the number of maximum IGMP states allowed per interface on a router when you 
configure this command.

Command Modes Interface configuration

Command History

Usage Guidelines Use this command to configure a limit on the number of IGMP states resulting from IGMP, IGMP v3lite, 
and URD membership reports on a per-interface basis. Membership reports sent after the configured 
limits have been exceeded are not entered in the IGMP cache and traffic for the excess membership 
reports is not forwarded. 

Use the ip igmp limit (global) command to configure the global IGMP state limit.

Per-interface and per-system limits operate independently of each other and can enforce different 
configured limits. A membership state will be ignored if it exceeds either the per-interface limit or global 
limit.

number Maximum number of IGMP states allowed on a router or interface. Range is 
from 1 to 64000.

except (Optional) Excludes an access list from the configured IGMP state limit.

access-list (Optional) Extended access list to exclude from the configured IGMP state 
limit.

Release Modification

12.2(14)S This command was introduced.

12.2(15)T This command was integrated into Cisco IOS Release 12.2(15)T.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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If you do not configure the except access-list keyword and argument, all IGMP states resulting from 
IGMP, IGMP v3lite, or URD are counted toward the configured cache limit on an interface. Use the 
except access-list keyword and argument to exclude particular groups or channels from counting toward 
the IGMP cache limit. An IGMP membership report is counted against the per-interface limit if it is 
permitted by the extended access list specified by the except access-list keyword and argument.

Examples The following example shows how to limit the number of IGMP membership reports on Ethernet 
interface 0:

interface ethernet 0
 ip igmp limit 100

The following example shows how to limit the number of IGMP membership reports on Ethernet 
interface 0. In this example, any IGMP membership reports from access list 0.0.0.1 do not count toward 
the configured state limit:

interface ethernet 0
 ip igmp limit 100 except 0.0.0.1 

Related Commands Command Description

ip igmp access-group Controls the multicast groups that hosts on the subnet serviced by an 
interface can join.

ip igmp limit (global) Globally limits the number of IGMP states resulting from IGMP, 
IGMP v3lite, and URD membership states.

ip multicast rate-limit Controls the rate a sender from the source list can send to a multicast 
group in the group list.
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ip igmp mroute-proxy
To enable Internet Group Management Protocol (IGMP) report forwarding of proxied (*, G) multicast 
static route (mroute) entries, use the ip igmp mroute-proxy command in interface configuration mode. 
To disable this service, use the no form of this command.

ip igmp mroute-proxy interface-type interface-number

no ip igmp mroute-proxy interface-type interface-number

Syntax Description

Defaults The command is disabled.

Command Modes Interface configuration

Command History

Usage Guidelines When used with the ip igmp proxy-service interface command, this command enables forwarding of 
IGMP reports to a proxy service interface for all (*, G) forwarding entries for this interface in the 
multicast forwarding table.

Examples The following example shows how to configure the ip igmp mroute-proxy command on Ethernet 
interface 1 to request that IGMP reports be sent to loopback interface 0 for all groups in the mroute table 
that are forwarded to Ethernet interface 1. This example also shows how to configure the ip igmp 
proxy-service command on loopback interface 0 to enable the forwarding of IGMP reports out the 
interface for all groups on interfaces registered through the ip igmp mroute-proxy command.

interface loopback 0
ip address 10.7.1.1 255.255.255.0
ip pim dense-mode
ip igmp helper-address udl ethernet 0
ip igmp proxy-service
!
interface ethernet 0
ip address 10.2.1.1 255.255.255.0
ip pim dense-mode
ip igmp unidirectional link
!

interface-type 
interface-number

Interface type and number.

Release Modification

12.1(5)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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interface ethernet 1
ip address 10.1.1.1 255.255.255.0
ip pim sparse-mode
ip igmp mroute-proxy loopback 0

Related Commands Command Description

ip igmp proxy-service Enables the mroute proxy service.

ip igmp unidirectional-link Configures an interface to be unidirectional and enables it for IGMP 
UDLR.
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ip igmp proxy-service
To enable the mroute proxy service, use the ip igmp proxy-service command in interface configuration 
mode. To disable forwarding, use the no form of this command.

ip igmp proxy-service

no ip igmp proxy-service

Syntax Description This command has no arguments or keywords.

Defaults The command is disabled.

Command Modes Interface configuration

Command History

Usage Guidelines Based on the Internet Group Management Protocol (IGMP) query interval, the router periodically checks 
the multicast static route (mroute) table for (*, G) forwarding entries that match interfaces configured 
with the ip igmp mroute-proxy command. Where there is a match, one IGMP report is created and 
received on this interface. The ip igmp proxy-service command is intended to be used with the ip igmp 
helper-address (UDL) command, in which case the IGMP report would be forwarded to an upstream 
router.

Examples The following example shows how to configure the ip igmp mroute-proxy command on Ethernet 
interface 1 to request that IGMP reports be sent to loopback interface 0 for all groups in the mroute table 
that are forwarded to Ethernet interface 1. This example also shows how to configure the ip igmp 
proxy-service command on loopback interface 0 to enable the forwarding of IGMP reports out the 
interface for all groups on interfaces registered through the ip igmp mroute-proxy command.

interface loopback 0
ip address 10.7.1.1 255.255.255.0
ip pim dense-mode
ip igmp helper-address udl ethernet 0
ip igmp proxy-service
!
interface ethernet 0
ip address 10.2.1.1 255.255.255.0
ip pim dense-mode
ip igmp unidirectional link

Release Modification

12.1(5)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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!
interface ethernet 1
ip address 10.1.1.1 255.255.255.0
ip pim sparse-mode
ip igmp mroute-proxy loopback 0

Related Commands Command Description

ip igmp helper-address (UDL) Configures IGMP helpering as required for IGMP UDLR.

ip igmp mroute-proxy Enables IGMP report forwarding of proxied (*, G) mroute entries.

ip igmp unidirectional-link Configures an interface to be unidirectional and enables it for 
IGMP UDLR.
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ip igmp querier-timeout
To configure the timeout period before the router takes over as the querier for the interface after the 
previous querier has stopped querying, use the ip igmp querier-timeout command in interface 
configuration mode. To restore the default value, use the no form of this command. 

ip igmp querier-timeout seconds

no ip igmp querier-timeout

Syntax Description

Command Default The default timeout period is two times the query interval. The default query interval is 120 seconds.

Command Modes Interface configuration

Command History

Usage Guidelines This command requires IGMP Version 2 (or higher).

By default, the router waits twice the query interval specified by the ip igmp query-interval command, 
after which, if it has heard no queries, it becomes the querier. By default, the ip igmp query-interval 
defaults to 60 seconds, which means the ip igmp querier-timeout defaults to 120 seconds.

Examples The following example shows how to configure the router to wait 30 seconds from the time it received 
the last query before it takes over as the querier for the interface:

ip igmp querier-timeout 30

Related Commands

seconds Number of seconds that the router waits after the previous querier has stopped 
querying and before it takes over as the querier. The range is from 30 to 300 
seconds.

Release Modification

11.1 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in 
a specific 12.2SX release of this train depends on your feature set, platform, 
and platform hardware.

Command Description

ip igmp query-interval Configures the frequency at which Cisco IOS software sends IGMP host 
query messages.
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ip igmp query-interval
To configure the frequency at which Cisco IOS software sends Internet Group Management Protocol 
(IGMP) host query messages, use the ip igmp query-interval command in interface configuration 
mode. To return to the default frequency, use the no form of this command. 

ip igmp query-interval seconds 

no ip igmp query-interval

Syntax Description 

Defaults seconds: 60 seconds

Command Modes Interface configuration

Command History

Usage Guidelines Multicast routers send host membership query messages (host query messages) to discover which 
multicast groups have members on the attached networks of the router. Hosts respond with IGMP report 
messages indicating that they want to receive multicast packets for specific groups (that is, indicating 
that the host wants to become a member of the group). Host query messages are addressed to the all-hosts 
multicast group, which has the address 224.0.0.1, and has an IP time-to-live (TTL) value of 1.

The designated router for a LAN is the only router that sends IGMP host query messages:

 • For IGMP Version 1, the designated router is elected according to the multicast routing protocol that 
runs on the LAN. 

 • For IGMP Version 2, the designated querier is the lowest IP-addressed multicast router on the 
subnet.

If the router hears no queries for the timeout period (controlled by the ip igmp querier-timeout 
command), it becomes the querier.

Caution Changing this value may severely impact multicast forwarding.

seconds Frequency, in seconds, at which to send IGMP host query messages. It can be 
a number from 0 to 65535. The default is 60 seconds.

Release Modification

10.2 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in 
a specific 12.2SX release of this train depends on your feature set, platform, 
and platform hardware.
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Examples The following example changes the frequency at which the designated router sends IGMP host-query 
messages to 2 minutes:

interface tunnel 0
 ip igmp query-interval 120

Related Commands Command Description

ip igmp querier-timeout Configures the timeout period before the router takes over as the querier for 
the interface after the previous querier has stopped querying.

ip pim query-interval Configures the frequency of PIM router query messages.

show ip igmp groups Displays the multicast groups that are directly connected to the router and 
that were learned through IGMP.
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ip igmp query-max-response-time
To configure the maximum response time advertised in Internet Group Management Protocol (IGMP) 
queries, use the ip igmp query-max-response-time command in interface configuration mode. To 
restore the default value, use the no form of this command.

ip igmp query-max-response-time seconds 

no ip igmp query-max-response-time 

Syntax Description 

Defaults seconds: 10 seconds

Command Modes Interface configuration

Command History

Usage Guidelines This command is valid only when IGMP Version 2 is running. 

This command controls the period during which the responder can respond to an IGMP query message 
before the router deletes the group. 

Examples The following example configures a maximum response time of 8 seconds:

ip igmp query-max-response-time 8

Related Commands

seconds Maximum response time, in seconds, advertised in IGMP queries. The default 
value is 10 seconds.

Release Modification

11.1 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in 
a specific 12.2SX release of this train depends on your feature set, platform, 
and platform hardware.

Command Description

ip pim query-interval Configures the frequency of PIM router query messages.

show ip igmp groups Displays the multicast groups that are directly connected to the router and 
that were learned through IGMP.
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ip igmp snooping
To globally enable Internet Group Management Protocol (IGMP) snooping, use the ip igmp snooping 
command in global configuration mode. To disable IGMP snooping, use the no form of this command.

ip igmp snooping

no ip igmp snooping

Syntax Description This command has no arguments or keywords.

Defaults By default, IGMP snooping is globally enabled.

Cisco 7600 Series

IGMP snooping is not configured on multicast routers.

Command Modes Global configuration 

Cisco 7600 Series

Interface configuration

Command History

Usage Guidelines When IGMP snooping is globally enabled, it enables IGMP snooping on all the existing VLAN 
interfaces. When IGMP snooping is globally disabled, it disables IGMP snooping on all the existing 
VLAN interfaces.

Use the show ip igmp snooping privileged EXEC command to verify your IGMP settings.

The configuration is saved in NVRAM.

Cisco 7600 Series

Before you can enable IGMP snooping on the Cisco 7600 series routers, you must configure the VLAN 
interface for multicast routing.

Release Modification

12.0(5.2)WC(1) This command was introduced.

12.2(15)ZJ This command was implemented on the following platforms: Cisco 2600 
series, Cisco 3600 series, and Cisco 3700 series routers.

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.3(4)T This command was integrated into Cisco IOS Release 12.3(4)T on the 
following platforms: Cisco 2600 series, Cisco 3600 series, and Cisco 3700 
series routers.

12.2(17d)SXB Support for this command on the Supervisor Engine 2 was extended to 
12.2(17d)SXB.
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Examples The following example shows how to globally enable IGMP snooping:

Router(config)# ip igmp snooping

The following example shows how to globally disable IGMP snooping:

Router(config)# no ip igmp snooping

Related Commands Command Description

ip igmp snooping fast-leave Enables the IGMPv3-snooping fast-leave processing.

ip igmp snooping vlan Enables IGMP snooping on a VLAN interface.

ip igmp snooping vlan immediate-leave Enables IGMP Immediate-Leave processing.

ip igmp snooping vlan mrouter Configures a Layer 2 port as a multicast router port.

ip igmp snooping vlan static Configures a Layer 2 port as a member of a group.

show ip igmp snooping Displays the IGMP snooping configuration. 
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ip igmp snooping access-group
To configure a Internet Group Management Protocol (IGMP) group access group, use the ip igmp 
snooping access-group command in interface configuration mode. To remove the IGMP group access 
group, use the no form of this command.

ip igmp snooping access-group {acl-num | acl-name} [vlan vlan-id]

no ip igmp snooping access-group {acl-num | acl-name} [vlan vlan-id]

Syntax Description

Command Default This command has no default settings.

Command Modes Interface configuration (config-if)

Command History

Usage Guidelines Internet group management protocol (IGMP) filtering allows you to configure filters on a per-port basis, 
a per-Switched Virtual Interface (SVI) basis, or both.

IGMP filtering is supported for IPv4 only.

You can list several groups or channels if you configure multiple access control entries in the access 
control list. Depending on the ACL configuration of either the permit or deny configuration, the 
corresponding group or channel is allowed or denied. The ACL you specify can be a simple or an 
extended ACL.

This command can be entered on the following basis:

 • Per-SVI basis.

 • Per-Layer 2-switchport basis. 

 • Per-Layer 2-VLAN basis. The vlan keyword allows you to apply the filter only to the IGMP packets 
arriving on the specified Layer 2 VLAN if the switch port is a trunk port.

 • Per-SVI basis as a default filter for all switch ports in access mode under that SVI and for all trunk 
ports that carry the corresponding VLAN for that VLAN only.

 • Per-switch port basis as follows:

 – If the switch port is in access mode, this filter overrides any default SVI filter.

 – If the switch port is in trunk mode, this filter acts as a default for all VLANs on that trunk and 
overrides any default SVI filter.

acl-num Number of the Access Control List (ACL); valid values are from 1 to 199.

acl-name Name of the ACL.

vlan vlan-id (Optional) Specifies the Layer 2 VLAN that packets arrive on if the switch 
port is a trunk port and applies the filter to that VLAN.

Release Modification

12.2(33)SXH This command was introduced.
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 • Per-Layer 2-VLAN basis. The filter applies only if the switch port is in trunk mode, and overrides 
any trunk default filter.

Examples This example shows how to configure an IGMP group access group:

Router(config-if)# ip igmp snooping access-group 44

This example shows how to configure an IGMP group access group and apply the filter only to the IGMP 
packets arriving on the specified Layer 2 VLAN if the switch port is a trunk port:

Router(config-if)# no ip igmp snooping access-group 44 vlan 244

Related Commands Command Description

ip igmp snooping limit Limits the number of IGMP groups or channels allowed on an 
interface.

ip igmp snooping 
minimum-version

Filters on the IGMP protocol.

show ip igmp snooping filter Displays the IGMP filtering rules.
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ip igmp snooping explicit-tracking
To enable explicit host tracking, use the ip igmp snooping explicit-tracking command in interface 
configuration mode. To disable the explicit host tracking, use the no form of this command.

ip igmp snooping explicit-tracking

no ip igmp snooping explicit-tracking

Syntax Description This command has no arguments or keywords.

Defaults Enabled

Command Modes Interface configuration

Command History

Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor 
Engine 2.

Explicit host tracking is supported only with IGMPv3 hosts.

When you enable explicit host tracking and the Cisco 7600 series router is working in proxy-reporting 
mode, the router may not be able to track all the hosts that are behind a VLAN interface. In 
proxy-reporting mode, the Cisco 7600 series router forwards only the first report for a channel to the 
router and suppresses all other reports for the same channel. 

With IGMPv3 proxy reporting, the Cisco 7600 series router does proxy reporting for unsolicited reports 
and reports that are received in the general query interval.

Proxy reporting is turned on by default. When you disable proxy reporting, the Cisco 7600 series router 
works in transparent mode and updates the IGMP snooping database as it receives reports and forwards 
this information to the upstream router. The router can then explicitly track all reporting hosts. 

Disabling explicit tracking disables fast-leave processing and proxy reporting.

IGMPv3 supports explicit host tracking of membership information on any port. The explicit 
host-tracking database is used for fast-leave processing for IGMPv3 hosts, proxy reporting, and statistics 
collection. When you enable explicit host tracking on a VLAN, the IGMP snooping software processes 
the IGMPv3 report that it receives from a host and builds an explicit host-tracking database that contains 
the following information:

 • The port that is connected to the host.

 • The channels that are reported by the host.

 • The filter mode for each group that is reported by the host.

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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 • The list of sources for each group that is reported by the hosts.

 • The router filter mode of each group.

 • For each group, the list of hosts that request the source. 

Examples This example shows how to enable IGMPv3-explicit host tracking:

Router(config-if)# ip igmp snooping explicit-tracking

This example shows how to disable IGMPv3-explicit host tracking:

Router(config-if)# no ip igmp snooping explicit-tracking

Related Commands Command Description

ip igmp snooping limit 
track

Limits the size of the explicit-tracking database.

show ip igmp snooping 
explicit-tracking

Displays the information about the explicit host-tracking status for IGMPv3 
hosts. 
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ip igmp snooping fast-leave
To enable the IGMPv3-snooping fast-leave processing, use the ip igmp snooping fast-leave command 
in interface configuration mode. To disable fast-leave processing, use the no form of this command.

ip igmp snooping fast-leave

no ip igmp snooping fast-leave

Syntax Description This command has no arguments or keywords.

Defaults The defaults are as follows:

 • IGMP version 2—Disabled

 • IGMP version 3—Enabled

Command Modes Interface configuration

Command History

Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor 
Engine 720.

Enter this command in VLAN interface configuration mode only.

Note Fast-leave processing is enabled by default. To disable fast-leave processing, you must enter the no ip 
igmp snooping fast-leave command to disable fast-leave processing.

You should use the IGMPv3-snooping fast-leave processing when there is a single receiver for the MAC 
group for a specific VLAN. 

Examples This example shows how to enable IGMPv3-snooping fast-leave processing:

Router(config-if)# ip igmp snooping fast-leave

This example shows how to disable IGMPv3-snooping fast-leave processing:

Router(config-if)# no ip igmp snooping fast-leave

Release Modification

12.2(17d)SXB Support for this command on the Supervisor Engine 2 was extended to 
Release 12.2(17d)SXB.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Related Commands Command Description

ip igmp snooping Enables IGMP snooping.

ip igmp snooping 
explicit-tracking

Enables explicit host tracking.

show ip igmp interface Displays the information about the IGMP-interface status and 
configuration.

show 
mac-address-table

Displays the information about the MAC-address table.
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ip igmp snooping flooding
To configure periodic flooding of multicast packets, use the ip igmp snooping flooding command in 
interface configuration mode. To disable periodic flooding, use the no form of this command.

ip igmp snooping flooding [timer seconds]

no ip igmp snooping flooding

Syntax Description

Defaults The defaults are as follows:

 • Disabled.

 • If enabled, seconds is 600 seconds (10 minutes).

Command Modes Interface configuration

Command History

Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor 
Engine 2.

This command is supported on source-only VLANs.

You can enter 0 seconds to disable flooding. If you enter a maximum of 86400 seconds, flooding would 
occur once every 24 hours.

Examples This example shows how to specify the interval between flooding in a 24-hour period:

Router(config-if)# ip igmp snooping flooding timer 300

timer seconds (Optional) Specifies the interval between flooding in a 24-hour period for 
source-only entries; valid values are from 0 to 86400 seconds. 

Release Modification

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720. 

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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ip igmp snooping l2-entry-limit
To configure the maximum number of Layer 2 entries that can be created by the Cisco 7600 series router, 
use the ip igmp snooping l2-entry-limit command in global configuration mode.

ip igmp snooping l2-entry-limit max-entries

Syntax Description

Defaults 15488 Layer 2 entries

Command Modes Global configuration

Command History

Examples This example shows how to configure the maximum number of Layer 2 entries that can be created by 
the Cisco 7600 series router:

Router(config)# ip igmp snooping l2-entry-limit 25000

Related Commands

max-entries Maximum number of Layer 2 entries that can be created by the Cisco 7600 
series router; valid values are from 1 to 100000.

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(17d)SXB Support for this command on the Supervisor Engine 2 was extended to Release 
12.2(17d)SXB.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Command Description

show ip igmp interface Displays the information about the IGMP-interface status and 
configuration.
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ip igmp snooping last-member-query-interval
To configure the last member query interval for IGMP snooping, use the ip igmp snooping 
last-member-query-interval command in interface configuration mode. To return to the default 
settings, use the no form of this command.

ip igmp snooping last-member-query-interval interval 

no ip igmp snooping last-member-query-interval 

Syntax Description

Defaults 1000 milliseconds (1 second); see the “Usage Guidelines” section for additional information.

Command Modes Interface configuration

Command History

Usage Guidelines When a multicast host leaves a group, the host sends an IGMP leave. To check if this host is the last to 
leave the group, an IGMP query is sent out when the leave is seen and a timer is started. If no reports 
are received before the timer expires, the group record is deleted.

The interval is the actual time that the Cisco 7600 series router waits for a response for the 
group-specific query.

If you enter an interval that is not a multiple of 100, the interval is rounded to the next lowest multiple 
of 100. For example, if you enter 999, the interval is rounded down to 900 milliseconds.

If you enable IGMP fast-leave processing and you enter the no igmp snooping 
last-member-query-interval command, the interval is set to 0 seconds; fast-leave processing always 
assumes higher priority.

Even though the valid interval range is 100 to 1000 milliseconds, you cannot enter a value of 1000. If 
you want this value, you must enter the no ip igmp snooping last-member-query-interval command 
and return to the default value (1000 milliseconds).

Examples This example shows how to configure the last-member-query-interval to 200 milliseconds:

Router(config-if)# ip igmp snooping last-member-query-interval 200

interval Interval for the last member query; valid values are from 100 to 
900 milliseconds in multiples of 100 milliseconds.

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(17d)SXB Support for this command on the Supervisor Engine 2 was extended to Release 
12.2(17d)SXB.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Related Commands Command Description

ip igmp snooping 
fast-leave

Enables the IGMP v3-snooping fast-leave processing.

show ip igmp interface Displays the information about the IGMP-interface status and 
configuration.



 

IP Multicast Commands
ip igmp snooping limit

IMC-104
Cisco IOS IP Multicast Command Reference

January 2008

ip igmp snooping limit
To limit the number of Internet Group Management Protocol (IGMP) groups or channels allowed on an 
interface, use the ip igmp snooping limit command in interface configuration mode. To remove the 
IGMP group access group, use the no form of this command.

ip igmp snooping limit num [except {acl-num | acl-name}] [vlan vlan-id]

no ip igmp snooping limit num [except {acl-num | acl-name}] [vlan vlan-id]

Syntax Description

Command Default This command has no default settings.

Command Modes Interface configuration (config-if)

Command History

Usage Guidelines

Note If joins are received for (*,G1) and (S1,G1) on the same interface, these joins are counted as two separate 
joins. If the limit on an interface has been set to two, and the joins are received for (*,G1) and (S1,G1), 
all other joins (for groups/channels different from these two) are discarded.

IGMP filtering allows you to configure filters on a per-port basis, a per-Switched Virtual Interface (SVI) 
basis, or both.

IGMP filtering is supported for IPv4 only.

You can enter this command based on the following:

 • Per-SVI basis.

 • Per-Layer 2-switchport basis. 

 • Per-Layer 2-VLAN basis. The vlan keyword allows you to apply the filter only to the IGMP packets 
arriving on the specified Layer 2 VLAN if the switch port is a trunk port.

num Maximum number of groups or channels allowed on this interface; valid 
values are 1 to 64000.

except acl-num (Optional) Specifies the group to exempt from the limit; valid values are 
from 1 to 199.

except acl-name (Optional) Specifies the name of the Access Control List (ACL) to exempt 
from the limit.

vlan vlan-id (Optional) Specifies the Layer 2 VLAN that packets arrive on if the switch 
port is a trunk port and applies the filter to that VLAN.

Release Modification

12.2(33)SXH This command was introduced.
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 • Per-SVI basis as a default filter for all switch ports in access mode under that SVI and for all trunk 
ports that carry the corresponding VLAN for that VLAN only.

 • Per-switch port basis as follows:

 – If the switch port is in access mode, this filter overrides any default SVI filter.

 – If the switch port is in trunk mode, this filter acts as a default for all VLANs on that trunk and 
overrides any default SVI filter.

 • Per-Layer 2-VLAN basis. The filter applies only if the switch port is in trunk mode, and overrides 
any trunk default filter.

Examples This example shows how to limit the number of IGMP groups or channels allowed on an interface:

Router(config-if)# ip igmp snooping limit 4400

This example shows how to limit the number of IGMP groups or channels allowed on an interface except 
for a specific ACL:

Router(config-if)# ip igmp snooping limit 1300 except test1

Related Commands Command Description

ip igmp snooping access-group Configures an IGMP group access group.

ip igmp snooping 
minimum-version

Filters on the IGMP protocol.

show ip igmp snooping filter Displays the IGMP filtering rules.
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ip igmp snooping limit track
To limit the size of the explicit-tracking database, use the ip igmp snooping limit track command in 
global configuration mode. To return to the default settings, use the no form of this command.

ip igmp snooping limit track max-entries

no ip igmp snooping limit track

Syntax Description

Defaults max-entries is 32000.

Command Modes Global configuration

Command History

Usage Guidelines Each entry in the explicit-tracking database is identified by the source IP, group IP, port, VLAN, and 
reporter IP. 

When you set the max-entries to 0, explicit-tracking is disabled. 

When the explicit-tracking database exceeds the configured max-entries, a syslog message is generated. 

When you reduce the max-entries, the explicit-tracking database does not decrease in size immediately. 
The explicit-tracking database gradually shrinks as reporters time out.

Examples This example shows how to configure the maximum number of entries in the explicit-tracking database:

Router(config)# ip igmp snooping limit track 20000

Related Commands

max-entries Maximum number of entries in the explicit-tracking database; valid values 
are from 0 to 128000 entries.

Release Modification

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Command Description

ip igmp snooping 
explicit-tracking

Enables explicit host tracking.

show ip igmp snooping 
explicit-tracking vlan

Displays information about the explicit host-tracking for IGMPv3 hosts.
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ip igmp snooping minimum-version
To filter on the Internet Group Management Protocol (IGMP) protocol, use the ip igmp snooping 
minimum-version command in interface configuration mode. To stop filtering on the IGMP protocol, 
use the no form of this command.

ip igmp snooping minimum-version {2 | 3}

no ip igmp snooping minimum-version {2 | 3}

Syntax Description

Command Default This command has no default settings.

Command Modes Interface configuration (config-if)

Command History

Usage Guidelines This command is allowed on a per-switched virtual interface (SVI) basis only.

Examples This example shows how to filter out all IGMPv1 hosts:

Router(config-if)# ip igmp snooping minimum-version 2

Related Commands

2 Filters out all IGMPv1 hosts.

3 Filters out all IGMPv1 and IGMPv2 hosts.

Release Modification

12.2(33)SXH This command was introduced.

Command Description

ip igmp snooping access-group Configures an IGMP group access group.

ip igmp snooping limit Limits the number of IGMP groups or channels allowed on an 
interface.

show ip igmp snooping filter Displays the IGMP filtering rules.
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ip igmp snooping mrouter
To configure a Layer 2 port as a multicast router port, use the ip igmp snooping mrouter command in 
interface configuration mode. To remove the configuration, use the no form of this command.

ip igmp snooping mrouter interface type number | port-channel number | learn {cgmp | 
pim-dvmrp}}

no ip igmp snooping mrouter {interface type number | port-channel number | {learn {cgmp | 
pim-dvmrp}}

Syntax Description

Defaults pim-dvmrp

Command Modes Interface configuration

Command History

Usage Guidelines The valid values for interface include the ge-wan, atm, and pos keywords that are supported on 
Cisco 7600 series routers that are configured with a Supervisor Engine 2.

Enter this command in VLAN interface configuration mode only.

The interface to the router must be in the VLAN where you are entering the command, the interface must 
be administratively up, and the line protocol must be up.

interface Specifies the next-hop interface to the multicast router.

type Interface type; possible valid values are ethernet, fastethernet, 
gigabitethernet, and tengigabitethernet. See the “Usage Guidelines” 
section for additional valid values.

number Module and port number; see the “Usage Guidelines” section for valid 
values.

port-channel 
number

Specifies the port-channel number; valid values are a maximum of 
64 values ranging from 1 to 256.

learn Specifies the learning method for the multicast router.

cgmp Specifies the snooping CGMP packets for the multicast router.

pim-dvmrp Specifies the snooping PIM-DVMRP packets for the multicast router.

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720. 

12.2(17d)SXB Support for this command on the Supervisor Engine 2 was extended to Release 
12.2(17d)SXB. The learn cgmp and learn pim-dvmrp options have been 
superseded. Multicast router ports will default to auto-learn through PIM or 
IGMP packets.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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The number argument designates the module and port number. Valid values for number depend on the 
specified interface type and the chassis and module that are used. For example, if you specify a Gigabit 
Ethernet interface and have a 48-port 10/100BASE-T Ethernet module that is installed in a 13-slot 
chassis, valid values for the module number are from 1 to 13 and valid values for the port number are 
from 1 to 48.

The CGMP learning method can decrease control traffic.

The learning method that you configure is saved in NVRAM.

Static connections to multicast routers are supported only on switch ports. 

Examples This example shows how to specify the next-hop interface to the multicast router:

Router(config-if)# ip igmp snooping mrouter interface fastethernet 5/6

This example shows how to specify the learning method for the multicast router:

Router(config-if)# ip igmp snooping mrouter learn cgmp

Related Commands Command Description

ip igmp snooping Enables IGMP snooping.

ip igmp snooping 
fast-leave

Enables the IGMPv3-snooping fast-leave processing.

show ip igmp snooping 
mrouter

Displays the information about the dynamically learned and manually 
configured multicast router interfaces. 
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ip igmp snooping querier
To enable multicast support within a subnet when no multicast routing protocol is configured in the 
VLAN or subnet, use the ip igmp snooping querier command in interface configuration mode. To 
disable multicast support within a subnet when no multicast routing protocol is configured, use the no 
form of this command.

ip igmp snooping querier

no ip igmp snooping querier

Syntax Description This command has no arguments or keywords.

Defaults Disabled

Command Modes Interface configuration

Command History

Usage Guidelines Enter this command in VLAN interface configuration mode only.

You enable IGMP snooping on the Cisco 7600 series router, and disable PIM on the VLAN.

Configure the VLAN in global configuration mode. 

Configure an IP address on the VLAN interface. When enabled, the IGMP-snooping querier uses the IP 
address as the query source address. If no IP address is configured on the VLAN interface, the 
IGMP-snooping querier does not start. The IGMP-snooping querier disables itself if you clear the IP 
address. When enabled, the IGMP-snooping querier restarts if you configure an IP address. 

The IGMP-snooping querier supports IGMPv2. 

When enabled, the IGMP-snooping querier does the following:

 • Does not start if it detects IGMP traffic from a multicast router. 

 • Starts after 60 seconds when no IGMP traffic is detected from a multicast router. 

 • Disables itself if it detects IGMP traffic from a multicast router. 

QoS does not support IGMP packets when IGMP snooping is enabled. 

You can enable the IGMP-snooping querier on all the Cisco 7600 series routers in the VLAN. One 
Cisco 7600 series router is elected as the querier.

If multicast routers are not present on the VLAN or subnet, the Cisco 7600 series router becomes the 
IGMP querier for the VLAN when you enable the IGMP-snooping querier.

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(17d)SXB Support for this command on the Supervisor Engine 2 was extended to 
Release 12.2(17d)SXB. 

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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If you disable the IGMP-snooping querier, IGMP snooping functions only when you configure PIM in 
the subnet.

You can enter the ip igmp snooping querier command at any time, but the IGMP-snooping querier 
starts only when no other multicast routers are present in the VLAN or subnet. 

You can use this command as an alternative to configuring PIM in a subnet; use this command when the 
multicast traffic does not need to be routed but you would like support for IGMP snooping on Layer 2 
interfaces in your network.

Examples This example shows how to enable the IGMP-snooping querier on the VLAN:

Router(config-if)# ip igmp snooping querier

Related Commands Command Description

show ip igmp snooping 
mrouter

Displays the information about the dynamically learned and manually 
configured multicast router interfaces. 
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ip igmp snooping rate
To set the rate limit for IGMP-snooping packets, use the ip igmp snooping rate command in global 
configuration mode. To disable the software rate limiting, use the no form of this command.

ip igmp snooping rate pps

no ip igmp snooping rate

Syntax Description

Defaults Disabled

Command Modes Global configuration

Command History

Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor 
Engine 2.

Examples This example shows how to enable software rate limiting:

Router(config)# ip igmp snooping rate 500

This example shows how to disable software rate limiting:

Router(config)# no ip igmp snooping rate

Related Commands

pps Rate limit of incoming IGMP messages; valid values are from 100 to 
6000 packets per second.

Release Modification

12.2(17a)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Command Description

show ip igmp snooping 
rate-limit

Displays the information about the IGMP-snooping rate limit.
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ip igmp snooping report-suppression
To turn on IP IGMP snooping report suppression, use the ip igmp snooping report-suppression 
command in interface configuration mode. To turn off report suppression, use the no form of this 
command.

ip igmp snooping report-suppression

no ip igmp snooping report-suppression

Syntax Description This command has no arguments or keywords.

Defaults Disabled

Command Modes Interface configuration

Command History

Usage Guidelines When you enable report suppression for all host reports responding to a general query, IP IGMP 
snooping forwards the first report only and suppresses the remaining reports to constrain IGMP traffic 
to the multicast router.

Examples This example shows how to enable IP IGMP snooping report suppression:

Router(config)# ip igmp snooping report-suppression

This example shows how to disableIP IGMP snooping report suppression:

Router(config)# no ip igmp snooping report-suppression

Release Modification

12.2(18)SXF Support for this command was introduced on the Supervisor Engine 720.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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ip igmp snooping source-only-learning age-timer
To flood multicast packets periodically to a Layer 2 segment that has only multicast sources and no 
receivers connected to it, use the ip igmp snooping source-only-learning age-timer command in global 
configuration mode. To return to the default settings, use the no form of this command.

ip igmp snooping source-only-learning age-timer seconds

no ip igmp snooping source-only-learning age-timer

Syntax Description

Defaults seconds is 600 seconds (10 minutes).

Command Modes Global configuration

Command History

Usage Guidelines There are two source-only timers that run in an alternating fashion; the source_only_age_timer and the 
source_only_delete_timer. The value that you configure by entering the ip igmp snooping 
source-only-learning age-timer command sets the source_only_age_timer. The 
source_only_delete_timer has a fixed, nonconfigurable value of 5 minutes (300 seconds).

The expiration of one timer starts the other timer. At any time, only one timer is running.

Setting the age-timer to 0 stops the flooding in the source-only VLAN.

Note Setting the age-timer to a nonzero value causes flooding to occur every x (configured value) + 5 minutes 
(source_only_delete_timer) interval.

Examples This example shows how to flood multicast packets periodically:

Router(config)# ip igmp snooping source-only-learning age-timer 300

This example shows how to return to the default settings:

Router(config)# no ip igmp snooping source-only-learning age-timer

seconds Source-only entries age timer value in seconds; valid values are from 0 to 
86400 seconds.

Release Modification

12.2(18)SXE2 Support for this command was introduced on the Supervisor Engine 720. 

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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ip igmp snooping ssm-safe-reporting
To enable SSM-safe reporting in the presence of a mix of IGMPv2 and IGMPv3 hosts, use the ip igmp 
snooping ssm-safe-reporting command in interface configuration mode. To return to the default 
settings, use the no form of this command.

ip igmp snooping ssm-safe-reporting

no ip igmp snooping ssm-safe-reporting

Syntax Description This command has no arguments or keywords.

Defaults Disabled 

Command Modes Interface configuration

Command History

Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor 
Engine 2.

When you configure SSM-safe reporting, IGMPv3 becomes the group mode in the Cisco 7600 series 
router or the router even in the presence of IGMPv2 hosts.

A Layer-3 SVI must be configured for any Layer 2 VLAN that supports mixed-IGMPv3 receivers. 

Within an SSM group, an IGMPv2 host does not receive the requested traffic until an IGMPv3 host that 
is connected to the same Cisco 7600 series router is receiving the same group traffic. When the last 
IGMPv3 host leaves the group, the IGMPv2 host stops receiving traffic for that group.

Examples This example shows how to enable SSM-safe reporting:

Router(config-if)# ip igmp snooping ssm-safe-reporting

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(18)SXE This command was deprecated. 

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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ip igmp snooping vlan
To enable Internet Group Management Protocol (IGMP) snooping on a specific VLAN, use the ip igmp 
snooping vlan command in global configuration mode. To disable IGMP snooping on a VLAN 
interface, use the no form of this command.

ip igmp snooping vlan vlan-id

no ip igmp snooping vlan vlan-id

Syntax Description

Defaults By default, IGMP snooping is enabled when each VLAN is created.

Command Modes Global configuration 

Command History

Usage Guidelines This command automatically configures the VLAN if it is not already configured. The configuration is 
saved in NVRAM.

Examples The following example shows how to enable IGMP snooping on VLAN 2:

Router(config)# ip igmp snooping vlan 2

The following example shows how to disable IGMP snooping on VLAN 2:

Router(config)# no ip igmp snooping vlan 2

Related Commands

vlan-id VLAN ID value. The range is from 1 to 1001. Do not enter leading zeroes.

Release Modification

12.0(5.2)WC(1) This command was introduced.

12.2(15)ZJ This command was implemented on the following platforms: Cisco 2600 
series, Cisco 3600 series, and Cisco 3700 series routers.

12.3(4)T This command was integrated into Cisco IOS Release 12.3(4)T on the 
following platforms: Cisco 2600 series, Cisco 3600 series, and Cisco 3700 
series routers.

Command Description

ip igmp snooping Globally enables IGMP snooping. IGMP snooping must 
be globally enabled in order to be enabled on a VLAN.

ip igmp snooping vlan immediate-leave Enables IGMP Immediate-Leave processing.

ip igmp snooping vlan mrouter Configures a Layer 2 port as a multicast router port.
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ip igmp snooping vlan static Configures a Layer 2 port as a member of a group.

show ip igmp snooping Displays the IGMP snooping configuration. 

Command Description
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ip igmp snooping vlan immediate-leave
To enable Internet Group Management Protocol (IGMP) Immediate-Leave processing on a VLAN 
interface, use the ip igmp snooping vlan immediate-leave command in global configuration mode. To 
disable Immediate-Leave processing on the VLAN interface, use the no form of this command.

ip igmp snooping vlan vlan-id immediate-leave

no ip igmp snooping vlan vlan-id immediate-leave

Syntax Description

Defaults By default, IGMP Immediate-Leave processing is disabled.

Command Modes Global configuration 

Command History

Usage Guidelines Use Immediate-Leave processing only when there is only one IP multicast receiver present on every port 
in the VLAN. The Immediate-Leave configuration is saved in NVRAM.

Immediate-Leave processing is supported only with IGMP version 2 hosts.

Examples The following example shows how to enable IGMP Immediate-Leave processing on VLAN 1:

Router(config)# ip igmp snooping vlan 1 immediate-leave

The following example shows how to disable IGMP Immediate-Leave processing on VLAN 1:

Router(config)# no ip igmp snooping vlan 1 immediate-leave

Related Commands

vlan-id VLAN ID value. The range is between 1 to 1001. Do not enter leading 
zeroes.

Release Modification

12.0(5.2)WC(1) This command was introduced.

12.2(15)ZJ This command was implemented on the following platforms: Cisco 2600 
series, Cisco 3600 series, and Cisco 3700 series routers.

12.3(4)T This command was integrated into Cisco IOS Release 12.3(4)T on the 
following platforms: Cisco 2600 series, Cisco 3600 series, and Cisco 3700 
series routers.

Command Description

ip igmp snooping Globally enables IGMP snooping. IGMP snooping must be 
globally enabled in order to be enabled on a VLAN.

ip igmp snooping vlan mrouter Configures a Layer 2 port as a multicast router port.
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ip igmp snooping vlan static Configures a Layer 2 port as a member of a group.

show ip igmp snooping Displays the IGMP snooping configuration. 

show mac-address-table multicast Displays the Layer 2 multicast entries for a VLAN.

Command Description
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ip igmp snooping vlan mrouter
To add a multicast router port and to configure the multicast router learning method, use the ip igmp 
snooping vlan mrouter command in global configuration mode. To remove the configuration, use the 
no form of this command.

ip igmp snooping vlan vlan-id mrouter {interface interface-id | learn pim-dvmrp}

no ip igmp snooping vlan vlan-id mrouter {interface interface-id | learn pim-dvmrp}

Syntax Description

Defaults The default learning method is pim-dvmrp.

Command Modes Global configuration 

Command History

Usage Guidelines The configured learning method is saved in NVRAM. 

Static connections to multicast routers are supported only on switch ports.

Examples The following example shows how to configure Fast Ethernet interface 0/6 as a multicast router port:

Router(config)# ip igmp snooping vlan 1 mrouter interface fastethernet0/6

Related Commands

vlan-id Specifies the VLAN ID. The range is from 1 to 1001. Do not enter 
leading zeroes.

interface interface-id Specifies the interface of the member port that is configured to a 
static router port.

learn pim-dvmrp Specifies the multicast router snooping PIM-DVMRP packets 
multicast router learning method.

Release Modification

12.0(5.2)WC(1) This command was introduced.

12.2(15)ZJ This command was implemented on the following platforms: Cisco 2600 
series, Cisco 3600 series, and Cisco 3700 series routers.

12.3(4)T This command was integrated into Cisco IOS Release 12.3(4)T on the 
following platforms: Cisco 2600 series, Cisco 3600 series, and Cisco 3700 
series routers.

Command Description

ip igmp snooping Globally enables IGMP snooping. IGMP snooping must be 
globally enabled in order to be enabled on a VLAN.

ip igmp snooping vlan Enables IGMP snooping on the VLAN interface.
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ip igmp snooping vlan 
immediate-leave

Configures IGMP Immediate-Leave processing.

ip igmp snooping vlan static Configures a Layer 2 port as a member of a group.

show ip igmp snooping mrouter Displays the statically and dynamically learned multicast router 
ports.

Command Description
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ip igmp snooping vlan static
To add a Layer 2 port as a member of a multicast group, use the ip igmp snooping vlan static command 
in global configuration mode. To remove the configuration, use the no form of this command.

ip igmp snooping vlan vlan-id static mac-address interface interface-id

no ip igmp snooping vlan vlan-id static mac-address interface interface-id

Syntax Description

Defaults No Layer 2 ports are configured.

Command Modes Global configuration 

Command History

Usage Guidelines This command is used to statically configure the IP multicast group member ports.

The static ports and groups are saved in NVRAM. 

Static connections to multicast routers are supported only on switch ports.

Use the show mac-address-table multicast privileged EXEC command to verify your Layer 2 multicast 
entries.

Examples The following example shows how to statically configure a host on an interface:

Router(config)# ip igmp snooping vlan 1 static 0100.5e02.0203 interface fastethernet0/6
Configuring port FastEthernet 0/6 on group 0100.5e02.0203

vlan-id Specifies the VLAN ID. The range is 1 to 1001. Do not enter 
leading zeroes.

mac-address Specifies the static group MAC address.

interface interface-id Specifies the interface configured to a static router port.

Release Modification

12.0(5.2)WC(1) This command was introduced.

12.2(15)ZJ This command was implemented on the following platforms: Cisco 2600 
series, Cisco 3600 series, and Cisco 3700 series routers.

12.3(4)T This command was integrated into Cisco IOS Release 12.3(4)T on the 
following platforms: Cisco 2600 series, Cisco 3600 series, and Cisco 3700 
series routers.
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Related Commands Command Description

ip igmp snooping Globally enables IGMP snooping. IGMP snooping must be 
globally enabled in order to be enabled on a VLAN.

ip igmp snooping vlan Enables IGMP snooping on the VLAN interface.

ip igmp snooping vlan 
immediate-leave

Configures IGMP Immediate-Leave processing.

ip igmp snooping vlan mrouter Configures a Layer 2 port as a multicast router port.

show mac-address-table multicast Displays the Layer 2 multicast entries for a VLAN.



 

IP Multicast Commands
ip igmp ssm-map

IMC-124
Cisco IOS IP Multicast Command Reference

January 2008

ip igmp ssm-map
To enable and configure SSM mapping, use the ip igmp ssm-map command in global configuration 
mode. To disable SSM mapping, use the no form of this command.

ip igmp ssm-map {enable | query dns | static {group-access-list | group-access-list-name} 
source-address}

no ip igmp ssm-map {enable | query dns}

Syntax Description

Defaults Disabled 

Command Modes Global configuration

Command History

Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor 
Engine 2.

By default, the locally configured static SSM mappings and the DNS server are queried. Local 
configured mappings have priority over dynamic mappings. If a DNS server is not available, you may 
want to disable DNS server lookups. To disable DNS lookups, use the no ip igmp ssm-map query dns 
command.

If a DNS server is not available, a locally configured static SSM mapping database is used to query. A 
database query uses the group address and receives the source list in return. As soon as the static SSM 
mappings are configured, the maps are used for the lookups. To build a static SSM mappings database, 
use the following commands:

ip igmp ssm-map static acl-1 source-1-ip-address 

ip igmp ssm-map static acl-2 source-2-ip-address

enable Enables SSM group to the source mapping.

query dns Enables the DNS lookup.

static Specifies an SSM static group to the source mapping.

group-access-list Group access list to map to the source address.

group-access-list-
name

Name of the group access list to map to the source address.

source-address Source address.

Release Modification

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720. 

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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The ACL specifies the group or groups that have to be mapped to the listed source. Because the content 
servers may send out more then one stream with the same source address, the access list is used to group 
the multicast destination addresses together. You can use wildcards if the addresses are contiguous. 

If multiple sources have to be joined for a multicast group address, you must place the group in all ACLs 
that are associated with the source address. In the example above, if group G must join sources 1 and 2, 
the group address must be placed in both acl-1 and acl-2.

When you enable SSM mapping using the ip igmp ssm-map enable command, but the source mapping 
list is empty for the group, enter the no ip igmp ssm-map query dns command. The ip igmp ssm-map 
enable command is supported on statically configured SSM-mapped source entries only. 

Examples This example shows how to enable an SSM group to the source mapping:

Router(config)# ip igmp ssm-map enable

This example shows how to enable DNS lookups:

Router(config)# ip igmp ssm-map query dns 

This example shows how to build a static SSM mapping database:

Router(config)# ip igmp ssm-map static acl1 255.255.255.0
Router(config)# ip igmp ssm-map static acl2 255.255.255.0

This example shows how to disable an SSM group to the source mapping:

Router(config)# no ip igmp ssm-map enable

This example shows how to disable DNS lookups:

Router(config)# no ip igmp ssm-map query dns 
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ip igmp ssm-map enable
To enable Source Specific Multicast (SSM) mapping for groups in a configured SSM range, use the 
ip igmp ssm-map enable command in global configuration mode. To disable SSM mapping, use the no 
form of this command.

ip igmp [vrf vrf-name] ssm-map enable

no ip igmp [vrf vrf-name] ssm-map enable

Syntax Description

Defaults This command is disabled by default. If this command is enabled, Domain Name System (DNS)-based 
SSM mapping is the default.

Command Modes Global configuration

Command History

Usage Guidelines Use this command to enable SSM mapping for groups in the configured SSM range. SSM mapping is 
applied only to received Internet Group Management Protocol (IGMP) version 1 or IGMP version 2 
membership reports.

SSM mapping is compatible with URL Rendezvous Directory (URD) and IGMPv3 lite. SSM mapping 
is needed only in the router connecting to the receivers. No support is needed in any other routers in the 
network. SSM mapping can be configured only globally and cannot be configured per interface.

Use the vrf vrf-name keyword and argument to enable SSM mapping for a particular VRF.

Examples The following example shows how to enable SSM mapping:

ip igmp ssm-map enable

The following example shows how to enable SSM mapping for the VRF named vrf1:

ip igmp vrf vrf1 ssm-map enable

vrf (Optional) Supports the multicast Virtual Private Network (VPN) routing 
and forwarding (VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

Release Modification

12.3(2)T This command was introduced.

12.2(18)S This command was integrated into Cisco IOS Release 12.2(18)S.

12.2(18) SXD3 This command was integrated into Cisco IOS Release 12.2(18)SXD3.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Related Commands Command Description

ip domain multicast Changes the domain prefix used by Cisco IOS software for DNS-based SSM 
mapping.

ip igmp ssm-map 
query dns

Configures DNS-based SSM mapping.

ip name-server Specifies the address of one or more name servers to use for name and 
address resolution.

ip pim ssm Defines the SSM range of IP multicast addresses.
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ip igmp ssm-map query dns
To configure Domain Name System (DNS)-based Source Specific Multicast (SSM) mapping, use the 
ip igmp ssm-map query dns command in global configuration mode. To disable DNS-based SSM 
mapping, use the no form of this command.

ip igmp [vrf vrf-name] ssm-map query dns

no ip igmp [vrf vrf-name] ssm-map query dns 

Syntax Description

Defaults This command is enabled by default when the ip igmp ssm-map enable command is enabled.

Command Modes Global configuration

Command History

Usage Guidelines Use this command to enable DNS-based SSM mapping. Disable DNS-based SSM mapping if you want 
to rely only on statically configured SSM mapping. By default, the router will use both DNS-based SSM 
mapping and statically configured SSM mapping. If DNS-based SSM mapping is not explicitly disabled, 
the router will first try to find any statically mapped sources for the group and, if it does not find any, 
will use DNS-based SSM mapping.

This command is enabled by default when the ip igmp ssm-map enable command is configured. Use 
the no ip igmp ssm-map query dns command to disable DNS-based SSM mapping. When DNS-based 
SSM mapping is disabled, SSM mapping is performed only on SSM sources mapped by the ip igmp 
ssm-map static command.

To configure DNS-based SSM mapping, the router needs to find at least one correctly configured DNS 
server. The router can discover the DNS server by configuring the ip name-server global configuration 
command or by being directly connected to the DNS server. 

vrf (Optional) Supports the multicast Virtual Private Network (VPN) routing 
and forwarding (VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

Release Modification

12.3(2)T This command was introduced.

12.2(18)S This command was integrated into Cisco IOS Release 12.2(18)S.

12.2(18) SXD3 This command was integrated into Cisco IOS Release 12.2(18)SXD3.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Note It is recommended to always configure the IP addresses of the DNS servers with the ip name-server 
command to prevent the router from sending each DNS query broadcast to all connected interfaces.

Only the no form of this command is saved to the running configuration.

Use the vrf vrf-name keyword and argument to enable DNS-based SSM mapping for a particular VRF.

Examples The following example shows how to configure DNS-based SSM mapping:

ip name-server 10.0.0.0
ip igmp ssm-map enable
ip igmp ssm-map query dns

The following example shows how to configure DNS-based SSM mapping for a VRF named vrf1:

ip name-server 10.0.0.0
ip igmp ssm-map enable
ip igmp vrf vrf1 ssm-map query dns

Related Commands Command Description

ip domain multicast Changes the domain prefix used by Cisco IOS software for 
DNS-based SSM mapping.

ip igmp ssm-map enable Enables SSM mapping for groups in a configured SSM range.

ip igmp ssm-map static Enables static SSM mapping.

ip igmp static-group Configures the router to be a statically connected member of the 
specified group on the interface.

ip name-server Specifies the address of one or more name servers to use for name and 
address resolution.
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ip igmp ssm-map static
To enable static Source Specific Multicast (SSM) mappings, use the ip igmp ssm-map static command 
in global configuration mode. To disable a static SSM mapping, use the no form of this command.

ip igmp ssm-map [vrf vrf-name] static access-list source-address

no ip igmp ssm-map [vrf vrf-name] static access-list source-address

Syntax Description

Command Default No static SSM mappings are configured.

Command Modes Global configuration (config)

Command History

Usage Guidelines Use the ip igmp ssm-map static command to configure static SSM mappings. Before configuring static 
SSM mappings, you must first globally enable SSM mapping with the ip igmp ssm-map enable 
command. When static SSM mappings are configured and the router receives an Internet Group 
Management Protocol (IGMP) membership report for a group G in the configured SSM range, the router 
tries to determine the source address or addresses associated with the group G by walking the configured 
ip igmp ssm-map static commands. If the group G matches the ACL in a configured static SSM 
mapping, then the source address (specified for the source-address argument in the ip igmp ssm-map 
static command) associated with the SSM mapping is statically mapped to the group G. If multiple static 
SSM mappings are configured, and a group G is permitted by multiple ACLs, the source addresses 
associated with all matching ACLs in configured SSM mappings are used (that is, the group G is 
statically mapped to those sources). The maximum number of configured static SSM mappings for each 
group is 20.

vrf vrf-name (Optional) Specifies that the static SSM mapping be applied to the Multicast 
Virtual Private Network (MVPN) routing and forwarding (MVRF) instance 
specified for the vrf-name argument.

access-list Access list (ACL) to apply to the static SSM mapping.

source-address Source address to use for the groups defined in the ACL specified for the 
access-list argument.

Release Modification

12.3(2)T This command was introduced.

12.2(18)S This command was integrated into Cisco IOS Release 12.2(18)S.

12.2(18) SXD3 This command was integrated into Cisco IOS Release 12.2(18)SXD3.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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When both static SSM mappings and Domain Name System (DNS) SSM mappings are configured, static 
SSM mappings take precedence over the DNS mappings. If a router receives an IGMP membership 
report for a group G that does not match any of ACLs configured in static SSM mappings, the router then 
will revert to querying the DNS for the address mapping.

Use the vrf vrf-name keyword and argument to configure SSM static mapping for a particular MVRF.

Examples The following example shows how to enable static SSM mapping. In this example, the router is 
configured to statically map groups that match ACL 11 to source address 172.16.8.11 and to statically 
map groups that match ACL 10 to source address 172.16.8.10.

ip igmp ssm-map enable
ip igmp ssm-map static 11 172.16.8.11
ip igmp ssm-map static 10 172.16.8.10

The following example shows how to enable static SSM mapping for an MVRF. In this example, the 
router is configured to statically maps groups within the MVRF named test that match ACL 12 to source 
address 172.16.8.12.

ip igmp ssm-map enable
ip igmp ssm-map vrf test static 12 172.16.8.12

Related Commands Command Description

ip igmp ssm-map 
enable

Enables SSM mapping for groups in a configured SSM range.

ip igmp ssm-map 
query dns

Configures DNS-based SSM mapping.

ip igmp static-group Configures the router to be a statically connected member of the specified 
group on the interface, or to statically forward for a multicast group onto the 
interface.

ip pim ssm Defines the SSM range of IP multicast addresses.
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ip igmp static-group
To configure static group membership entries on an interface, use the ip igmp static-group command 
in interface configuration mode. To delete static group membership entries, use the no form of this 
command.

ip igmp static-group {* | group-address [source {source-address | ssm-map}] | class-map 
class-map-name}

no ip igmp static-group {* | group-address [source {source-address | ssm-map}] | class-map 
class-map-name}

Syntax Description

Command Default No static group membership entries are configured on interfaces.

Command Modes Interface configuration

Command History

Usage Guidelines Use the ip igmp static-group command to configure static group membership entries on an interface. 
When you configure the ip igmp static-group command, packets to the group are fast-switched out the 
interface, provided that packets were received on the correct reverse path forwarding (RPF) interface. 
Once configured, static group membership entries are added to the IGMP cache and mroute table.

* Places the interface into all created multicast route (mroute) entries.

group-address IP multicast group address to configure as a static group member on the 
interface.

source (Optional) Statically forwards a (S, G) channel out of the interface.

source-address (Optional) IP address of a system where multicast data packets originate.

ssm-map (Optional) Configures Source Specific Multicast (SSM) mapping to be used 
on the interface to determine the source associated with this group. The 
resulting (S, G) channels are statically forwarded.

class-map 
class-map-name

Attaches an Internet Group Management Protocol (IGMP) static group range 
class map to the interface.

Release Modification

11.2 This command was introduced.

12.3(2)T The ssm-map keyword was added.

12.2(18)S The ssm-map keyword was added.

12.2(18)SXD3 This command was integrated into Cisco IOS Release 12.2(18)SXD3.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(18)SXF5 The class-map keyword and class-map-name argument were added.
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Configuring the ip igmp static-group command is unlike configuring the ip igmp join-group 
command, which allows the router to join the multicast group. This configuration of the ip igmp 
static-group command would cause the upstream routers to maintain the multicast routing table 
information for that group, which would ensure that all the paths to that multicast group are active.

If you configure the ip igmp join-group command for the same group address as the ip igmp 
static-group command, the ip igmp join-group command takes precedence, and the group behaves like 
a locally joined group.

Use the ip igmp static-group command with the ssm-map keyword to configure static traffic 
forwarding with SSM mapping on the last hop router. Static traffic forwarding can be used in conjunction 
with SSM mapping to statically forward SSM traffic for certain groups. When static traffic forwarding 
with SSM mapping is configured, the last hop router uses Domain Name System (DNS)-based SSM 
mapping to determine the sources associated with a group. The resulting (S, G) channels are then 
statically forwarded. 

Use the ip igmp static-group class-map command with the class-map keyword and class-map-name 
argument to attach an IGMP static group class map to an interface. Once attached, all groups entries that 
are defined in the class map become static members on the interface and are added to the IGMP cache 
and to the mroute table.

Examples The following example shows how to configure group address 239.100.100.101 on Ethernet interface 0:

interface ethernet 0
 ip igmp static-group 239.100.100.101

The following example shows how to configure group address 239.1.2.1 to use SSM mapping for 
statically forwarded groups on Ethernet interface 0:

interface ethernet 0
 ip igmp static-group 239.1.2.1 source ssm-map

The following example shows how to attach an IGMP static group range class map named static1 to 
GigabitEthernet interface 1/1:

interface GigabitEthernet1/1
 ip igmp static-group class-map static1

Related Commands Command Description

class-map type 
multicast-flows

Enters multicast-flows class-map configuration mode to create or 
modify IGMP static group class maps.

ip igmp join-group Causes the router to join a multicast group.

ip igmp ssm-map enable Enables SSM mapping for groups in a configured SSM range.

ip igmp ssm-map query dns Configures DNS-based SSM mapping.

ip igmp ssm-map static Enables static SSM mapping.

ip pim ssm Defines the SSM range of IP multicast addresses.
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ip igmp unidirectional-link
To configure an interface to be unidirectional and enable it for Internet Group Management Protocol 
(IGMP) unidirectional link routing (UDLR), use the ip igmp unidirectional-link command in interface 
configuration mode. To disable the unidirectional link (UDL), use the no form of this command.

ip igmp unidirectional-link

no ip igmp unidirectional-link

Syntax Description This command has no arguments or keywords.

Defaults No UDLR occurs.

Command Modes Interface configuration

Command History

Usage Guidelines One example of when you might configure this command is if you have traffic traveling via a satellite. 

If you have a small number of receivers, another way to achieve UDLR is to configure a UDLR tunnel. 
See the descriptions of the tunnel udlr receive-only and tunnel udlr send-only commands.

Examples The following example configures an upstream router with UDLR on serial interface 0:

ip multicast-routing
!
! Unidirectional link
!
interface serial 0
 description Unidirectional to downlink-rtr
 ip address 10.0.0.1 255.0.0.0
 ip pim sparse-dense-mode
 ip igmp unidirectional-link
 no keepalive

Release Modification

12.0(3)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Related Commands Command Description

ip igmp helper-address (UDL) Configures IGMP helpering as required for IGMP UDLR.

ip igmp mroute-proxy Enables IGMP report forwarding of proxied (*, G) mroute 
entries.

ip igmp proxy-service Enables the mroute proxy service.

ip multicast default-rpf-distance Changes the distance given to the default RPF interface when 
configuring IGMP UDLR.

show ip igmp udlr Displays UDLR information for directly connected multicast 
groups on interfaces that have a UDL helper address 
configured.

tunnel udlr receive-only Configures a unidirectional, GRE tunnel to act as a back 
channel that can receive messages, when another interface is 
configured for UDLR to send messages.

tunnel udlr send-only Configures a unidirectional, GRE tunnel to act as a back 
channel that can send messages, when another interface is 
configured for UDLR to receive messages.
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ip igmp v3lite
To enable acceptance and processing of Internet Group Management Protocol Version 3 lite (IGMP 
v3lite) membership reports on an interface, use the ip igmp v3lite command in interface configuration 
mode. To disable IGMP v3lite, use the no form of this command.

ip igmp v3lite

no ip igmp v3lite

Syntax Description This command has no arguments or keywords.

Defaults IGMPv3 lite membership reports are not accepted and processed.

Command Modes Interface configuration

Command History

Usage Guidelines To use this command, you must define a Source Specific Multicast (SSM) range of IP addresses using 
the ip pim ssm global configuration command. When IGMP v3lite is enabled, it is supported in the SSM 
range of addresses only.

Examples The following example shows how to configure IGMP v3lite on Ethernet interface 3/1:

interface ethernet 3/1
ip igmp v3lite

Related Commands

Release Modification

12.1(3)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.

Command Description

ip pim ssm Defines the SSM range of IP multicast addresses.
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ip igmp version
To configure which version of Internet Group Management Protocol (IGMP) the router uses, use the 
ip igmp version command in interface configuration mode. To restore the default value, use the no form 
of this command.

ip igmp version {1 | 2 | 3}

no ip igmp version

Syntax Description

Defaults Version 2

Command Modes Interface configuration

Command History

Usage Guidelines All routers on the subnet must support the same version. The router does not automatically detect 
Version 1 routers and switch to Version 1 as did earlier releases of the Cisco IOS software. Hosts can 
have any IGMP version (1, 2, or 3) and the router will correctly detect their presence and query them 
appropriately.

Some commands require IGMP Version 2 or 3, such as the ip igmp query-max-response-time and 
ip igmp query-timeout commands.

Examples The following example configures the router to use IGMP Version 3:

ip igmp version 3

1 IGMP Version 1.

2 IGMP Version 2. This is the default.

3 IGMP Version 3.

Release Modification

11.1 This command was introduced.

12.1(5)T The 3 keyword was added.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a 
specific 12.2SX release of this train depends on your feature set, platform, and 
platform hardware.
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Related Commands Command Description

ip igmp query-max-response-time Configures the maximum response time advertised in IGMP 
queries.

ip igmp query-timeout Configures the timeout time before the router takes over as the 
querier for the interface, after the previous querier has stopped 
querying.

show ip igmp groups Displays the multicast groups that are directly connected to the 
router and that were learned through IGMP.

show ip igmp interface Displays multicast-related information about an interface.
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ip mrm
To configure an interface to operate as a Test Sender or Test Receiver, or both, for Multicast Routing 
Monitor (MRM), use the ip mrm command in interface configuration mode. To remove the interface as 
a Test Sender or Test Receiver, use the no form of this command.

ip mrm {test-sender | test-receiver | test-sender-receiver}

no ip mrm

Syntax Description

Command Default No interface is configured to operate as a Test Sender or a Test Receiver, or both, for MRM.

Command Modes Interface configuration

Command History

Usage Guidelines The Test Sender and Test Receiver can be either a router or a host.

If a router (or host) belongs to more than one test group, it can be a Test Sender for one group and a Test 
Receiver for the other group. It, however, cannot be the Test Sender and Test Receiver for the same 
group. 

Examples The following example shows how to configure an interface to operate as a Test Sender. In this example, 
Ethernet interface 0 is configured to operate as a Test Sender.

interface ethernet 0 
 ip mrm test-sender

test-sender Configures the interface to operate as a Test Sender.

test-receiver Configures the interface to operate as a Test Receiver.

test-sender-receiver Configures the interface to operate as both a Test Sender and Test 
Receiver (for different groups).

Release Modification

12.0(5)S This command was introduced.

12.0(5)T This command was integrated into Cisco IOS Release 12.0(5)T.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Related Commands Command Description

receivers Establishes Test Receivers for MRM.

senders Establishes Test Senders for MRM.
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ip mrm accept-manager
To configure a Test Sender or Test Receiver to accept requests only from Managers that pass an access 
list, use the ip mrm accept-manager command in global configuration mode. To remove the restriction, 
use the no form of this command.

ip mrm accept-manager access-list [test-sender | test-receiver]

no ip mrm accept-manager access-list

Syntax Description

Command Default Test Senders and Test Receivers respond to all Managers.

Command Modes Global configuration

Command History

Usage Guidelines Use this command to control which Managers a Test Sender or Test Receiver must respond to.

If neither the test-sender nor test-receiver keyword is configured, the access list applies to both.

Examples The following example shows how to configure a Test Sender to respond only to Managers that pass an 
access list. In this example, the Test Sender is configured to respond only to the Managers that passed 
the ACL named supervisor.

ip mrm accept-manager supervisor
!
ip access-list standard supervisor
 remark Permit only the Manager from the Central Office
 permit 172.18.2.4
!

access-list Number or name of an IP access list used to restrict Managers.

test-sender (Optional) Applies the access list only to the Test Sender.

test-receiver (Optional) Applies the access list only to the Test Receiver.

Release Modification

12.0(5)S This command was introduced.

12.0(5)T This command was integrated into Cisco IOS Release 12.0(5)T.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Related Commands Command Description

ip mrm Configures an interface to operate as a Test Sender or Test Receiver, or both, 
for MRM.



 

IP Multicast Commands
ip mrm manager

IMC-143
Cisco IOS IP Multicast Command Reference

January 2008

ip mrm manager
To specify the Multicast Routing Monitor (MRM) test to be created or modified and enter MRM manager 
configuration mode, use the ip mrm manager command in global configuration mode. To remove the 
test, use the no form of this command.

ip mrm manager test-name

no ip mrm manager test-name

Syntax Description

Command Default No MRM tests are configured.

Command Modes Global configuration

Command History

Usage Guidelines Use the ip mrm manager command to specify the name of the MRM test to be created or modified and 
enter MRM manager configuration mode where you specify the parameters of the MRM test.

Examples The following example shows how to enter MRM manager configuration mode for the MRM test named 
test1:

Router(config)# ip mrm manager test1
Router(config-mrm-manager)#

Related Commands

test-name Name of the MRM test to be created or modified.

Release Modification

12.0(5)S This command was introduced.

12.0(5)T This command was integrated into Cisco IOS Release 12.0(5)T.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.

Command Description

mrm Starts or stops an MRM test.

show ip mrm manager Displays test information for MRM.
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ip mroute
To configure a static multicast route (mroute), use the ip mroute command in global configuration mode. 
To remove the static mroute, use the no form of this command.

Cisco IOS Releases Prior to Release 12.2(33)SRB

ip mroute [vrf vrf-name] source-address mask {fallback-lookup {global | vrf vrf-name} | 
[protocol] {rpf-address | interface-type interface-number}} [distance]

no ip mroute [vrf vrf-name] source-address mask [fallback-lookup {global | vrf vrf-name} | 
[protocol] [distance]

Cisco IOS Release 12.2(33)SRB and Subsequent 12.2SR Releases

ip mroute [vrf vrf-name] source-address mask {fallback-lookup {global | vrf vrf-name} | 
rpf-address | interface-type interface-number} [distance]

no ip mroute [vrf vrf-name] source-address mask

Syntax Description

Command Default No static mroutes are configured.

vrf vrf-name (Optional) Configures a static mroute in the Multicast Virtual Private Network 
(MVPN) routing and forwarding (MVRF) instance specified for the vrf-name 
argument.

source-address Source IP address of a multicast source or source IP route prefix.

mask Mask associated with the source IP address or source IP route prefix.

fallback-lookup 
{global | vrf vrf-name}

Specifies that the Reverse Path Forwarding (RPF) lookup originating in the 
receiver MVRF instance to continue and be resolved in either the global table 
or in the source MVRF instance.

If you specify the fallback-lookup keyword, you must specify one of the 
following keywords and arguments:

 • global—Specifies that the source MVRF is in the global table.

 • vrf vrf-name—Specifies a VRF as the source MVRF.

protocol (Optional) Unicast routing protocol or route map used to further tune the 
matching of source addresses. 

rpf-address IP address to be used as the RPF address. The interface associated with this 
IP address, thus, is used as the incoming interface for the mroute.

interface-type 
interface-number

Interface type and number to be used as the RPF interface for the mroute. A 
space is not needed between the values.

distance (Optional) Administrative distance for the mroute. The value specified 
determines whether a unicast route, a Distance Vector Multicast Routing 
Protocol (DVMRP) route, or a static mroute should be used for the RPF 
lookup. The lower distances have better preference. If the static mroute has 
the same distance as the other RPF sources, the static mroute will take 
precedence. The range is from 0 to 255. The default is 0.
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Command Modes Global configuration (config)

Command History

Usage Guidelines The ip mroute command is used to configure static mroutes. Static mroutes are similar to unicast static 
routes but differ in the following ways:

 • Static mroutes are used to calculate RPF information, not to forward traffic.

 • Static mroutes cannot be redistributed.

Static mroutes are strictly local to the router on which they are defined. Because Protocol Indepedent 
Multicast (PIM) does not have its own routing protocol, there is no mechanism to distribute static 
mroutes throughout the network. Consequently, the administration of static mroutes tends to be more 
complicated then the administration of unicast static routes.

When static mroutes are configured, they are stored on the router in a separate table referred to as the 
static mroute table. When configured, the ip mroute command enters a static mroute into the static 
mroute table for the source address or source address range specified for the source-address and mask 
arguments. Sources that match the source address or that fall in the source address range specified for 
the source-address argument will RPF to either the interface associated with the IP address specified for 
the rpf-address argument or the local interface on the router specified for the interface-type and 
interface-number arguments. If an IP address is specified for the rpf-address argument, a recursive 
lookup is done from the unicast routing table on this address to find the directly connected neighbor.

The administrative distance of an mroute may be specified for the optional distance argument. If a value 
is not specified for the distance argument, the distance of the mroute defaults to zero. If the static mroute 
has the same distance as another RPF source, the static mroute will take precedence. There are only two 
exceptions to this rule: directly connected routes and the default unicast route.

Release Modification

11.0 This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S. 

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(31)SB The fallback-lookup and global keywords and an additional vrf keyword and 
vrf-name argument were added in support of the Multicast VPN Extranet 
Support feature.

12.2(33)SRB Support for the following protocol keywords was removed: 
bgp, eigrp, isis, iso-igrp, mobile, odr, ospf, rip, route-map, and static.

12.2(33)SXH The fallback-lookup and global keywords and an additional vrf keyword and 
vrf-name argument were added in support of the Multicast VPN Extranet 
Support feature.

12.2(33)SRC The fallback-lookup and global keywords and an additional vrf keyword and 
vrf-name argument were added in support of the Multicast VPN Extranet 
Support feature.
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Note The order that static mroutes are configured is important. The router searches the static mroute table in 
the order that they were configured. If a matching entry is found, the search terminates and the 
information in the matching static mroute is used.

Tip Remember that the distance of a matching mroute is compared to the distance of any other matching 
routes found in the other sources of RPF information. The static mroute is used if its distance is equal to 
or less than the distance of other routes.

For the Multicast VPN Extranet Support feature, the fallback-lookup and global keywords and an 
additional vrf keyword and vrf-name argument were added to the syntax of the ip mroute command. 
Use the ip mroute command with the fallback-lookup keyword and vrf vrf-name keyword and 
argument to specify the source MVRF. By default, extranet MVPN relies on the unicast routing policies 
to determine the RPF interface. When the RPF lookup originates in a receiver MVRF, and it finds that 
the RPF interface is not located in the same MVRF, the router uses the information in the BGP imported 
route to determine the source MVRF. The RPF lookup then continues and resolves in the source MVRF. 
In cases where the multicast and unicast topologies are incongruent, you can override the default 
behavior by configuring a static mroute in the receiver MVRF to explicitly specify the source MVRF 
using the ip mroute command with the fallback-lookup keyword and vrf vrf-name keyword and 
argument.

Static mroutes can also be configured to support RPF for extranet MVPN in the case where the source 
is present in an MVRF and the receiver is in the global table. In this case, because BGP does not allow 
VPNv4 routes to be imported into the IPv4 routing table, unicast cannot obtain the source MVRF 
information needed to resolve the RPF lookup. To enable the RPF lookup to be resolved in this case, a 
static mroute can be configured to explicitly specify the source MVRF using the ip mroute command 
with the fallback-lookup keyword and the global keyword.

In Release 12.2(33)SRB and subsequent 12.2SR releases, the following protocol keywords are no longer 
supported (to be consistent with the ip route command): bgp, eigrp, isis, iso-igrp, mobile, odr, ospf, 
rip, route-map, and static. Those keywords are still present in the online help as available keywords; 
however, if the ip mroute command is entered with one of those deprecated protocol keywords, the 
command will be rejected and the following error message will display on the console: “The option of 
specifying protocol is deprecated.”

Examples The following example shows how to configure a static mroute. In this static mroute configuration, the 
source IP address 10.1.1.1 is configured to be reachable through the interface associated with IP address 
10.2.2.2:

ip mroute 10.1.1.1 255.255.255.255 10.2.2.2

The following example shows how to configure a static mroute. In this static mroute configuration, 
sources in network 172.16.0.0 are configured to be reachable through the interface associated with 
IP address 172.30.10.13:

ip mroute 172.16.0.0 255.255.0.0 172.30.10.13

The following example shows how configure a static mroute. In this static mroute configuration (from 
an extranet MVPN configuration), RPF lookups originating in VPN-Y are configured to be resolved in 
VPN-X using the static mroute 192.168.1.1:

ip mroute vrf VPN-Y 192.168.1.1 255.255.255.255 fallback-lookup vrf VPN-X
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ip mroute-cache
To configure IP multicast fast switching or multicast distributed switching (MDS), use the ip 
mroute-cache command in interface configuration mode. To disable either of these features, use the no 
form of this command.

ip mroute-cache [distributed]

no ip mroute-cache [distributed]

Syntax Description

Defaults On the Cisco 7500 series, IP multicast fast switching is enabled; MDS is disabled. 
On the Cisco 12000 series, MDS is disabled.

Command Modes Interface configuration

Command History

Usage Guidelines On the Cisco 7500 Series

If multicast fast switching is disabled on an incoming interface for a multicast routing table entry, the 
packet will be sent at process level for all interfaces in the outgoing interface list.

If multicast fast switching is disabled on an outgoing interface for a multicast routing table entry, the 
packet is process-level switched for that interface, but may be fast switched for other interfaces in the 
outgoing interface list. 

When multicast fast switching is enabled (like unicast routing), debug messages are not logged. If you 
want to log debug messages, disable fast switching.

If MDS is not enabled on an incoming interface that is capable of MDS, incoming multicast packets will 
not be distributed switched; they will be fast switched at the Route Processor (RP). Also, if the incoming 
interface is not capable of MDS, packets will get fast switched or process-switched at the RP. 

If MDS is enabled on the incoming interface, but at least one of the outgoing interfaces cannot fast 
switch, packets will be process switched. We recommend that you disable fast switching on any interface 
when MDS is enabled.

distributed (Optional) Enables MDS on the interface. In the case of Cisco 7500 series 
routers, this keyword is optional; if it is omitted, fast switching occurs. On the 
Cisco 12000 series, this keyword is required because the Cisco 12000 series 
does only distributed switching.

Release Modification

10.0 This command was introduced.

11.2(11)GS The distributed keyword was added.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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On the Cisco 12000 Series

On the GSR, all interfaces should be configured for MDS because that is the only switching mode.

Examples The following example enables IP multicast fast switching on the interface:

ip mroute-cache

The following example disables IP multicast fast switching on the interface:

no ip mroute-cache

The following example enables MDS on the interface:

ip mroute-cache distributed

The following example disables MDS and IP multicast fast switching on the interface:

no ip mroute-cache distributed
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ip msdp border
To configure a router that borders a Protocol Independent Multicast (PIM) sparse mode region and dense 
mode region to use Multicast Source Discovery Protocol (MSDP), use the ip msdp border command in 
global configuration mode. To prevent this action, use the no form of this command. 

ip msdp [vrf vrf-name] border sa-address interface-type interface-number

no ip msdp [vrf vrf-name] border sa-address interface-type interface-number

Syntax Description

Defaults The active sources in the dense mode region will not participate in MSDP.

Command Modes Global configuration

Command History

Usage Guidelines Use this command if you want the router to send SA messages for sources active in the PIM dense mode 
region to MSDP peers.

Specifying the interface-type and interface-number values allow the MSDP peers to forward 
source-active messages away from this border. The IP address of the interface is used as the originator 
ID, which is the rendezvous point field in the MSDP source-active message.

vrf (Optional) Supports the multicast VPN routing and forwarding 
(VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

sa-address Specifies the active source IP address.

interface-type 
interface-number

Interface type and number from which the IP address is derived and 
used as the rendezvous point (RP) address in Source-Active (SA) 
messages. Thus, MSDP peers can forward SA messages away from 
this border. The IP address of the interface is used as the originator 
ID, which is the RP field in the MSDP SA message. No space is 
needed between the values.

Release Modification

12.0(7)T This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Note We recommend configuring the border router in the sparse mode domain to proxy-register sources in the 
dense mode domain, and have the sparse mode domain use standard MSDP procedures to advertise these 
sources.

Note If you use this command, you must constrain the sources advertised by using the ip msdp redistribute 
command. Configure the ip msdp redistribute command to apply to only local sources. Be aware that 
this configuration can result in (S, G) state remaining long after a source in the dense mode domain has 
stopped sending.

Note The ip msdp originator-id command also identifies an interface type and number to be used as the RP 
address. If both the ip msdp border and ip msdp originator-id commands are configured, the address 
derived from the ip msdp originator-id command determines the address of the RP.

Examples In the following example, the local router is not an RP. It borders a PIM sparse mode region with a dense 
mode region. It uses the IP address of Ethernet interface 0 as the “RP” address in SA messages. 

ip msdp border sa-address ethernet0

Related Commands Command Description

ip msdp originator-id Allows an MSDP speaker that originates an SA message to use the IP address 
of its interface as the RP address in the SA message.

ip msdp redistribute Configures which (S, G) entries from the multicast routing table are 
advertised in SA messages originated to MSDP peers.
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ip msdp cache-rejected-sa
To cache Source-Active (SA) request messages rejected from Multicast Source Discovery Protocol 
(MSDP) peers, use the ip msdp cache-rejected-sa command in global configuration mode. To stop 
tracking SA request messages, use the no form of this command. 

ip msdp cache-rejected-sa number-of-entries 

no ip msdp cache-rejected-sa number-of-entries 

Syntax Description

Defaults Rejected SA request messages are not stored.

Command Modes Global configuration

Command History

Usage Guidelines Use the ip msdp cache-rejected-sa command to configure the router to store SA messages that have 
been recently received from an MSDP peer but were rejected. Once this command is enabled, the router 
will maintain a rejected SAcache that stores the most recent rejected SA messages. The number of 
rejected SA message entries to be stored in the rejected SA cache is configured with the 
number-of-entries argument. If the rejected SA cache overflows, entries are overwritten, starting from 
the first entry. 

Note Enabling the ip msdp cache-rejected-sa command will not impact the performance of MSDP.

Use the show ip msdp sa-cache command with the rejected-sa keyword to display SA messages 
rejected from MSDP peers.

number-of-entries Number of entries to be cached. The range is from 1 to 32766.

Release Modification

12.0(22)S This command was introduced.

12.1E This command was integrated into Cisco IOS Release 12.1E.

12.2 This command was integrated into Cisco IOS Release 12.2.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Examples The following example shows how to enable the router to store a maximum of 200 messages rejected 
from MSDP peers:

Router(config)# ip msdp cache-rejected-sa 200

Related Commands Command Description

show ip msdp sa-cache Displays the (S, G) state learned from MSDP peers.
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ip msdp cache-sa-state
To have the router create Source-Active (SA) state, use the ip msdp cache-sa-state command in global 
configuration mode.

ip msdp cache-sa-state [vrf vrf-name]

Syntax Description

Defaults The router creates SA state for all Multicast Source Discovery Protocol (MSDP) SA messages it 
receives.

Command Modes Global configuration

Command History

Usage Guidelines This command is automatically configured if at least one MSDP peer is configured. It cannot be 
disabled.

If you are running a version of Cisco IOS software prior to Release 12.1(7), we recommend enabling the 
ip msdp cache-sa-state command.

Examples The following example shows how the ip msdp cache-sa-state command is enabled when an MSDP peer 
is configured:

.

.

.
ip classless
ip msdp peer 192.168.1.2 connect-source Loopback0
ip msdp peer 192.169.1.7
ip msdp mesh-group outside-test 192.168.1.2
ip msdp cache-sa-state
ip msdp originator-id Loopback0

vrf (Optional) Supports the multicast VPN routing and forwarding 
(VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

Release Modification

12.0(7)T This command was introduced.

12.1(7) This command was modified such that it is enabled by default and cannot be 
disabled.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Related Commands Command Description

clear ip msdp sa-cache Clears MSDP SA cache entries.

ip msdp sa-request Configures the router to send SA request messages to the MSDP peer when 
a new joiner from the group becomes active.

show ip msdp sa-cache Displays (S, G) state learned from MSDP peers.
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ip msdp default-peer
To define a default peer from which to accept all Multicast Source Discovery Protocol (MSDP) 
Source-Active (SA) messages, use the ip msdp default-peer command in global configuration mode. 
To remove the default peer, use the no form of this command.

ip msdp [vrf vrf-name] default-peer {peer-address | peer-name} [prefix-list list]

no ip msdp [vrf vrf-name] default-peer

Syntax Description

Defaults No default MSDP peer exists.

Command Modes Global configuration

Command History

Usage Guidelines Use the ip msdp default-peer command if you do not want to configure your MSDP peer to be a BGP 
peer also.

If only one MSDP peer is configured (with the ip msdp peer command), it will be used as a default peer. 
Therefore, you need not configure a default peer with this command.

If the prefix-list list keyword and argument are not specified, all SA messages received from the 
configured default peer are accepted.

vrf (Optional) Supports the multicast VPN routing and forwarding 
(VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

peer-address | peer-name IP address or Domain Name System (DNS) name of the MSDP 
default peer.

prefix-list list (Optional) Specifies the Border Gateway Protocol (BGP) prefix list 
that specifies that the peer will be a default peer only for the prefixes 
listed in the list specified by the list argument. A BGP prefix list must 
be configured for this prefix-list list keyword and argument to have 
any effect.

Release Modification

12.0(7)T This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Remember to configure a BGP prefix list if you intend to configure the prefix-list list keyword and 
argument with the ip msdp default-peer command.

If the prefix-list list keyword and argument are specified, SA messages originated from rendezvous 
points (RPs) specified by the prefix-list list keyword and argument will be accepted from the configured 
default peer. If the prefix-list list keyword and argument are specified but no prefix list is configured, 
the default peer will be used for all prefixes. 

You can enter multiple ip msdp default-peer commands, with or without the prefix-list keyword, as 
follows. However, all commands must either have the keyword or all must not have the keyword.

 • When you use multiple ip msdp default-peer commands with the prefix-list keyword, all the 
default peers are used at the same time for different RP prefixes. This syntax is typically used in a 
service provider cloud that connects stub site clouds.

 • When you use multiple ip msdp default-peer commands without the prefix-list keyword, a single 
active peer is used to accept all SA messages. If that peer goes down, then the next configured 
default peer accepts all SA messages. This syntax is typically used at a stub site.

Examples The following example shows how to configure the router at IP address 192.168.1.3 as the default peer 
to the local router:

ip msdp peer 192.168.1.3
ip msdp peer 192.168.3.5
ip msdp default-peer 192.168.1.3

The following example shows how to configure two default peers: 

ip msdp peer 172.18.2.3
ip msdp peer 172.19.3.5
ip msdp default-peer 172.18.2.3 prefix-list site-c
ip prefix-list site-a permit 172.18.0.0/16
ip msdp default-peer 172.19.3.5 prefix-list site-a
ip prefix-list site-c permit 172.19.0.0/16

Related Commands Command Description

ip msdp peer Configures an MSDP peer.

ip prefix-list Creates a prefix list.
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ip msdp description
To add descriptive text to the configuration for a Multicast Source Discovery Protocol (MSDP) peer, use 
the ip msdp description command in global configuration mode. To remove the description, use the no 
form of this command.

ip msdp [vrf vrf-name] description {peer-name | peer-address} text

no ip msdp [vrf vrf-name] description {peer-name | peer-address}

Syntax Description

Defaults No description is associated with an MSDP peer.

Command Modes Global configuration

Command History

Usage Guidelines Configure a description to make the MSDP peer easier to identify. This description is displayed in the 
output of the show ip msdp peer command.

Examples The following example shows how to configure the router at the IP address 172.17.1.2 with a description 
indicating it is a router at customer A:

ip msdp description 172.17.1.2 router at customer a

Related Commands

vrf (Optional) Supports the multicast VPN routing and forwarding 
(VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

peer-name | peer-address Peer name or address to which this description applies.

text Description of the MSDP peer.

Release Modification

12.0(7)T This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Command Description

show ip msdp peer Displays detailed information about the MSDP peer.
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ip msdp filter-sa-request
To configure the router to send Source-Active (SA) request messages to the Multicast Source Discovery 
Protocol (MSDP) peer when a new joiner from a group becomes active, use the ip msdp 
filter-sa-request command in global configuration mode. To prevent this action, use the no form of this 
command.

ip msdp [vrf vrf-name] filter-sa-request {peer-address | peer-name} [list access-list]

no ip msdp [vrf vrf-name] filter-sa-request {peer-address | peer-name}

Syntax Description

Defaults By default, the router honors all SA request messages from peers. If this command is not configured, all 
SA request messages are honored. If this command is configured but no access list is specified, all SA 
request messages are ignored.

Command Modes Global configuration

Command History

Usage Guidelines By default, the router honors all SA request messages from peers. Use this command if you want to 
control exactly which SA request messages the router will honor. 

If no access list is specified, all SA request messages are ignored. If an access list is specified, only SA 
request messages from those groups permitted will be honored, and all others will be ignored.

vrf (Optional) Supports the multicast VPN routing and forwarding 
(VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

peer-address | peer-name IP address or name of the MSDP peer from which the local router 
requests SA messages when a new joiner for the group becomes 
active.

list access-list (Optional) Specifies the standard IP access list number or name that 
describes a multicast group address. If no access list is specified, all 
SA request messages are ignored.

Release Modification

12.0(7)T This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Examples The following example shows how to configure the router to filter SA request messages from the MSDP 
peer at 172.16.2.2. SA request messages from sources on the network 192.168.22.0 pass access list 1 and 
will be honored; all others will be ignored.

ip msdp filter-sa-request 172.16.2.2 list 1
access-list 1 permit 192.4.22.0 0.0.0.255

Related Commands Command Description

ip msdp peer Configures an MSDP peer.
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ip msdp keepalive
To adjust the interval at which a Multicast Source Discovery Protocol (MSDP) peer will send keepalive 
messages and the interval at which the MSDP peer will wait for keepalive messages from other peers 
before declaring them down, use the ip msdp keepalive command in global configuration mode. To 
restore the default values, use the no form of this command.

ip msdp [vrf vrf-name] keepalive {peer-address | peer-name} keepalive-interval hold-time-interval

no ip msdp [vrf vrf-name] keepalive {peer-address | peer-name}

Syntax Description

Command Default An MSDP peer sends keepalives messages at an interval of once every 60 seconds. The hold-time 
interval for an MSDP peer is set to 75 seconds.

Command Modes Global configuration

Command History

Usage Guidelines Use the ip msdp keepalive command to adjust the interval at which an MSDP peer will send keepalive 
messages and the interval at which the MSDP peer will wait for keepalive messages from other peers 
before declaring them down.

Once an MSDP peering session is established, each side of the connection sends a keepalive message 
and sets a keepalive timer. If the keepalive timer expires, the local MSDP peer sends a keepalive message 
and restarts its keepalive timer; this interval is referred to as the keepalive interval. Use the 

vrf vrf-name (Optional) Configures the keepalive and hold-time intervals for the MSDP 
peer associated with the multicast VPN routing and forwarding (MVRF) 
instance specified for the vrf-name argument.

peer-address | 
peer-name

IP address or Domain Name System (DNS) name of the MSDP peer whose 
keepalive timer and hold-time timer is to be adjusted.

keepalive-interval Interval, in seconds, at which the MSDP peer will send keepalive messages. 
The range is from 1 to 60 seconds. The default is 60 seconds.

hold-time-interval Interval, in seconds, at which the MSDP peer will wait for keepalive 
messages from other peers before declaring them down. The range is from 
1 to 75 seconds. The default is 75 seconds.

Release Modification

12.1(8a)E4 This command was introduced. 

12.2(5) This command was integrated into Cisco IOS Release 12.2(5). 

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC. 

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware. 
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keepalive-interval argument to adjust the interval for which keepalive messages will be sent. The 
keepalive timer is set to the value specified for the keepalive-interval argument when the peer comes up. 
The keepalive timer is reset to the value of the keepalive-interval argument whenever an MSDP 
keepalive message is sent to the peer and reset when the timer expires. The keepalive timer is deleted 
when an MSDP peering session is closed. By default, the keepalive timer is set to 60 seconds. 

Note The value specified for the keepalive-interval argument must be less than the value specified for the 
holdtime-interval argument and must be at least one second.

The hold-time timer is initialized to the value of the hold-time-interval argument whenever an MSDP 
peering connection is established, and is reset to value of the hold-time-interval argument whenever an 
MSDP keepalive message is received. The hold-time timer is deleted whenever an MSDP peering 
connection is closed. By default, the hold-time interval is set to 75 seconds. 

Use the hold-time-interval argument to adjust the interval at which the MSDP peer will wait for 
keepalive messages from other peers before declaring them down. By default, it may take as long as 75 
seconds for an MSDP peer to detect that a peering session with another MSDP peer has gone down. In 
network environments with redundant MSDP peers, decreasing the hold-time interval (by lowering the 
value for hold-time-interval argument from the default of 75 seconds) can expedite the reconvergence 
time of MSDP peers in the event that an MSDP peer fails.

Note It is recommended that you do not change the command defaults for the ip msdp keepalive command, 
as the command defaults are in accordance with RFC 3618, Multicast Source Discovery Protocol. If your 
network environment requires that you modify the defaults, you must configure the same time values for 
the keepalive-interval and hold-time-interval arguments on both ends of the MSDP peering session.

Examples The following example shows how to set the keepalive interval to 40 seconds and the hold-time interval 
to 55 seconds for the MSDP peer at 172.16.100.10:

ip msdp keepalive 172.16.100.10 40 55

Related Commands Command Description

ip msdp peer Configures an MSDP peer. 
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ip msdp mesh-group
To configure a Multicast Source Discovery Protocol (MSDP) peer to be a member of a mesh group, use 
the ip msdp mesh-group command in global configuration mode. To remove an MSDP peer from a 
mesh group, use the no form of this command.

ip msdp [vrf vrf-name] mesh-group mesh-name {peer-address | peer-name}

no ip msdp [vrf vrf-name] mesh-group mesh-name {peer-address | peer-name}

Syntax Description

Defaults The MSDP peers do not belong to a mesh group.

Command Modes Global configuration

Command History

Usage Guidelines A mesh group is a group of MSDP speakers that have fully meshed MSDP connectivity among 
themselves. Source-Active (SA) messages received from a peer in a mesh group are not forwarded to 
other peers in the same mesh group.

Mesh groups can be used to achieve two goals:

 • To reduce SA message flooding

 • To simplify peer-Reverse Path Forwarding (RPF) flooding (no need to run Border Gateway Protocol 
[BGP] or multiprotocol BGP among MSDP peers) 

vrf (Optional) Supports the multicast VPN routing and forwarding 
(VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

mesh-name Name of the mesh group.

peer-address | peer-name IP address or name of the MSDP peer to be a member of the mesh 
group.

Release Modification

12.0(7)T This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Examples The following example shows how to configure the MSDP peer at address 192.168.1.3 to be a member 
of the mesh group named internal:

ip msdp mesh-group internal 192.168.1.3
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ip msdp originator-id
To allow a Multicast Source Discovery Protocol (MSDP) speaker that originates a Source-Active (SA) 
message to use the IP address of the interface as the rendezvous point (RP) address in the SA message, 
use the ip msdp originator-id command in global configuration mode. To prevent the RP address from 
being derived in this way, use the no form of this command.

ip msdp [vrf vrf-name] originator-id interface-type interface-number

no ip msdp [vrf vrf-name] originator-id interface-type interface-number

Syntax Description

Defaults The RP address is used as the originator ID.

Command Modes Global configuration

Command History

Usage Guidelines The ip msdp originator-id command identifies an interface type and number to be used as the RP 
address in an SA message. 

Use this command if you want to configure a logical RP. Because only RPs and MSDP border routers 
originate SAs, there are times when it is necessary to change the ID used for this purpose.

If both the ip msdp border sa-address and ip msdp originator-id commands are configured the address 
derived from the ip msdp originator-id command determines the address of the RP to be used in the SA 
message.

vrf (Optional) Supports the multicast VPN routing and forwarding 
(VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

interface-type 
interface-number

Interface type and number on the local router whose IP address is 
used as the RP address in SA messages. No space is needed between 
the values.

Release Modification

12.0(7)T This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Examples The following example shows how to configure the IP address of Ethernet interface 1 as the RP address 
in SA messages:

ip msdp originator-id ethernet1

Related Commands Command Description

ip msdp border Configures a router that borders a PIM sparse mode region and dense mode 
region to use MSDP.
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ip msdp password peer
To enable message digest 5 (MD5) password authentication for TCP connections between two Multicast 
Source Discovery Protocol (MSDP) peers, use the ip msdp password peer command in global 
configuration mode. To disable this function, use the no form of this command.

ip msdp [vrf vrf-name] password peer {peer-name | peer-address} [encryption-type] string

no ip msdp [vrf vrf-name] password peer {peer-name | peer-address} [encryption-type] string

Syntax Description

Command Default MD5 password authentication for TCP connections between MSDP peers is disabled.

Command Modes Global configuration (config)

Command History

Usage Guidelines The ip msdp password peer command is used to enable MD5 authentication for TCP connections 
between two MSDP peers. When MD5 authentication is enabled between two MSDP peers, each 
segment sent on the TCP connection between the peers is verified. MD5 authentication must be 
configured with the same password on both MSDP peers; otherwise, the connection between them will 
not be made. Configuring MD5 authentication causes the Cisco IOS software to generate and verify the 
MD5 digest of every segment sent on the TCP connection. 

vrf vrf-name (Optional) Enables MD5 password authentication for TCP connections 
between MSDP peers associated with the Multicast Virtual Private Network 
(MVPN) routing and forwarding (MVRF) instance specified for the 
vrf-name argument.

{peer-name | 
peer-address}

The Domain Name System (DNS) name or IP address of the MSDP peer for 
which to enable MD5 password authentication.

encryption-type (Optional) Single-digit number that defines whether the text immediately 
following is encrypted, and, if so, what type of encryption is used. Possible 
values are as follows:

 • 0—Specifies that the text immediately following is not encrypted.

 • 7—Specifies that the text is encrypted using an encryption algorithm 
defined by Cisco.

string Case-sensitive or encrypted password.

Release Modification

12.4(2)T This command was introduced.

12.2(33)SXH This command was integrated into Cisco IOS Release 12.2(33)SXH.
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If a router has a password configured for an MSDP peer, but the MSDP peer does not, a message such 
as the following will appear on the console while the routers attempt to establish a MSDP session 
between them: 

%TCP-6-BADAUTH: No MD5 digest from [peer's IP address]:11003 to [local router's 
IP address]:179

Similarly, if the two routers have different passwords configured, a message such as the following will 
appear on the console: 

%TCP-6-BADAUTH: Invalid MD5 digest from [peer's IP address]:11004 to [local router's 
IP address]:179

Configuring an MD5 Password in an Established MSDP Session

If you configure or change the password or key used for MD5 authentication between two MSDP peers, 
the local router will not tear down the existing session after you configure the password. The local router 
will attempt to maintain the peering session using the new password until the keepalive period expires. 
If the password is not entered or changed on the remote router before the keepalive period expires, the 
session will time out and the MSDP session will reset.

Examples The following example shows how to configure an MD5 password for TCP connections to the MSDP 
peer at 10.3.32.152:

ip msdp password peer 10.3.32.152 0 test

Related Commands Command Description

show ip msdp peer Displays detailed information about MSDP peers. 
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ip msdp peer
To configure a Multicast Source Discovery Protocol (MSDP) peer, use the ip msdp peer command in 
global configuration mode. To remove the peer relationship, use the no form of this command.

ip msdp [vrf vrf-name] peer {peer-name | peer-address} [connect-source interface-type 
interface-number] [remote-as as-number]

no ip msdp [vrf vrf-name] peer {peer-name | peer-address}

Syntax Description

Defaults No MSDP peer is configured.

Command Modes Global configuration

Command History

Usage Guidelines The router specified should also be configured as a BGP neighbor.

The interface-type is on the router being configured.

If you are also BGP peering with this MSDP peer, you should use the same IP address for MSDP as you 
do for BGP. However, you are not required to run BGP or multiprotocol BGP with the MSDP peer, as 
long as there is a BGP or MBGP path between the MSDP peers. If there is no path, you must configure 
the ip msdp default-peer command.

The remote-as as-number keyword and argument are used for display purposes only. 

vrf (Optional) Supports the multicast VPN routing and forwarding 
(VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

peer-name | peer-address Domain Name System (DNS) name or IP address of the router that is 
to be the MSDP peer.

connect-source interface-type 
interface-number

(Optional) Specifies the interface type and number whose primary 
address becomes the source IP address for the TCP connection. This 
interface is on the router being configured.

remote-as as-number (Optional) Specifies the autonomous system number of the MSDP 
peer. This keyword and argument are used for display purposes only. 

Release Modification

12.0(7)T This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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A peer might appear to be in another autonomous system (other than the one it really resides in) when 
you have an MSDP peering session but do not have a BGP peer session with that peer. In this case, if the 
prefix of the peer is injected by another autonomous system, it displays as the autonomous system 
number of the peer. 

Examples The following example shows how to configure the router at the IP address 192.168.1.2 as an MSDP peer 
to the local router. The neighbor belongs to autonomous system 109.

ip msdp peer 192.168.1.2 connect-source ethernet 0/0
router bgp 110
 network 192.168.0.0
 neighbor 192.168.1.2 remote-as 109
 neighbor 192.168.1.2 update-source ethernet 0/0

The following example shows how to configure the router at the IP address 192.168.1.3 as an MSDP peer 
to the local router:

ip msdp peer 192.168.1.3

The following example shows how to configure the router at the IP address 192.168.1.4 to be an MSDP 
peer in autonomous system 109. The primary address of Ethernet interface 0/0 is used as the source 
address for the TCP connection.

ip msdp peer 192.168.1.4 connect-source ethernet 0/0 remote-as 109

Related Commands Command Description

ip msdp default-peer Defines a default peer from which to accept all MSDP SA messages.

neighbor remote-as Adds an entry to the BGP neighbor table. 
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ip msdp redistribute
To configure which (S, G) entries from the multicast routing table are advertised in Source-Active (SA) 
messages originated to Multicast Source Discovery Protocol (MSDP) peers, use the ip msdp 
redistribute command in global configuration mode. To remove the filter, use the no form of this 
command.

ip msdp [vrf vrf-name] redistribute [list access-list-name] [asn as-access-list-number] 
[route-map map-name]

no ip msdp [vrf vrf-name] redistribute

Syntax Description

Defaults If no portion of this command is configured, only local sources are advertised, provided they send to 
groups for which the router is a rendezvous point (RP).  
If no portion of this command is configured and if the ip msdp border sa-address command is 
configured, all local sources are advertised. 
If the ip msdp redistribute command is configured with no keywords, no multicast sources are 
advertised. 

Command Modes Global configuration

Command History

vrf (Optional) Supports the multicast VPN routing and forwarding 
(VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

list access-list-name (Optional) Specifies the standard or extended IP access list number 
or name that controls which local sources are advertised and to which 
groups they send.

asn as-access-list-number (Optional) Specifies the standard or extended IP access list number 
in the range from 1 to 199. This access list number must also be 
configured in the ip as-path command. 

route-map map-name (Optional) Defines the route map.

Release Modification

12.0(7)T This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Usage Guidelines You must configure the as-access-list-number argument in the ip as-path command. 

This command affects SA message origination, not SA message forwarding. If you want to filter which 
SA messages are forwarded to MSDP peers, use the ip msdp sa-filter in or ip msdp sa-filter out 
command.

The ip msdp redistribute command controls which (S, G) pairs the router advertises from the multicast 
routing table. By default, only sources within the local domain are advertised. Use the following 
guidelines for the ip msdp redistribute command:

 • If you specify the list access-list-name keyword and argument only, you filter which local sources 
are advertised and to which groups they send. The access list specifies a source address, source 
mask, group address, and group mask.

 • If you specify the asn as-access-list-number keyword and argument only, you advertise all sources 
sending to any group that pass through the autonomous system path access list. The autonomous 
system path access list number refers to the ip as-path command, which specifies an access list. If 
the asn 0 keywords are specified, sources from all autonomous systems are advertised. The asn 0 
keywords are useful when connecting dense mode domains to a sparse mode domain running MSDP, 
or when using MSDP in a router that is not configured with Border Gateway Protocol (BGP). In 
these cases, you do not know if a source is local.

 • If you specify the route-map map-name keyword and argument only, you advertise all sources that 
satisfy the match criteria in the route map map-name argument.

 • If you specify all three keywords (list, asn, and route-map), all conditions specified by these 
keywords must be true before any multicast source is advertised in an SA message.

 • If you specify the ip multicast redistribute command with no other keywords or arguments, no 
multicast sources are advertised.

Examples The following example shows how configure which (S, G) entries from the multicast routing table are 
advertised in SA messages originated to MSDP peers:

ip msdp redistribute route-map customer-sources

route-map customer-sources permit
match as-path customer-as

ip as-path access-list ^109$

Related Commands Command Description

ip as-path Defines a BGP-related access list.

ip msdp border Configures a router that borders a PIM sparse mode region and dense mode 
region to use MSDP.

ip msdp sa-filter in Configures an incoming filter list for SA messages received from the 
specified MSDP peer.

ip msdp sa-filter out Configures an outgoing filter list for SA messages sent to the MSDP peer.
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ip msdp rpf rfc3618
To enable Multicast Source Discovery Protocol (MSDP) peers to be compliant with peer-Reverse Path 
Forwarding (RPF) forwarding rules specified in Internet Engineering Task Force (IETF) RFC 3618, use 
the ip msdp rpf rfc3618 command in global configuration mode. To revert MSDP peers to non-IETF 
compliant peer-RPF forwarding rules, use the no form of this command.

ip msdp [vrf vrf-name] rpf rfc3618

no ip msdp [vrf vrf-name] rpf rfc3618 

Syntax Description

Command Default MSDP peers are not compliant with peer-RPF forwarding rules specified in RFC 3618.

Command Modes Global configuration (config)

Command History

Usage Guidelines Use this command to enable MSDP peers to be compliant with peer-RPF forwarding rules specified in 
RFC 3618. Such compliance allows you to use Border Gateway Protocol (BGP) route reflectors without 
running MSDP on them. It also allows you to use an Interior Gateway Protocol (IGP) for the RPF check 
and thereby run peerings without BGP or Multicast Border Gateway Protocol (MBGP).

Examples The following example shows how to enable MSDP peer-RPF forwarding rules that are compliant with 
RFC 3618:

ip msdp rpf rfc3618

vrf vrf-name (Optional) Enables MSDP peers associated with the Multicast Virtual 
Private Network (VPN) routing and forwarding (VRF) instance specified for 
the vrf-name argument to be compliant with the peer-RPF forwarding rules 
specified in RFC 3618.

Release Modification

12.3(4)T This command was introduced.

12.0(27)S This command was integrated into Cisco IOS Release 12.0(27)S.

12.2(25)S This command was integrated into Cisco IOS Release 12.2(25)S.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SXH This command was integrated into Cisco IOS Release 12.2(33)SXH.
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Related Commands Command Description

show ip msdp rpf-peer Displays the unique MSDP peer information from which the router will 
accept SA messages originating from the specified RP.
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ip msdp sa-filter in
To configure an incoming filter list for Source-Active (SA) messages received from the specified 
Multicast Source Discovery Protocol (MSDP) peer, use the ip msdp sa-filter in command in global 
configuration mode. To remove the filter, use the no form of this command.

ip msdp [vrf vrf-name] sa-filter in {peer-address | peer-name} [list access-list-name] [route-map 
map-name]

no ip msdp [vrf vrf-name] sa-filter in {peer-address | peer-name} [list access-list-name] 
[route-map map-name]

Syntax Description

Defaults No incoming messages are filtered; all SA messages are accepted from the peer.

Command Modes Global configuration

Command History

Usage Guidelines If you use this command without specifying an access-list-name or route map match criteria, all 
source/group pairs from the peer are filtered.

If you use the route-map map-name keyword and argument, the specified MSDP peer passes only those 
SA messages that meet the match criteria.

If all match criteria are true, a permit keyword from the route map passes the routes through the filter. 
A deny keyword will filter routes.

vrf (Optional) Supports the multicast VPN routing and forwarding 
(VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

peer-address | peer-name IP address or name of the MSDP peer from which the SA messages 
are filtered.

list access-list-name (Optional) Specifies the IP access list to pass certain source/group 
pairs.

route-map map-name (Optional) Specifies route map match criteria for passing certain 
source/group pairs.

Release Modification

12.0(7)T This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Examples The following example shows how to configure the router to filter all SA messages from the peer at 
192.168.1.3:

ip msdp peer 192.168.1.3 connect-source Ethernet0/0
ip msdp sa-filter in 192.168.1.3

Related Commands Command Description

ip msdp peer Configures an MSDP peer.

ip msdp sa-filter out Configures an outgoing filter list for SA messages sent to the specified 
MSDP peer.
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ip msdp sa-filter out
To configure an outgoing filter list for Source-Active (SA) messages sent to the specified Multicast 
Source Discovery Protocol (MSDP) peer, use the ip msdp sa-filter out command in global configuration 
mode. To remove the filter, use the no form of this command.

ip msdp [vrf vrf-name] sa-filter out {peer-address | peer-name} [list access-list-name] [route-map 
map-name]

no ip msdp [vrf vrf-name] sa-filter out {peer-address | peer-name} [list access-list-name] 
[route-map map-name]

Syntax Description

Defaults No outgoing messages are filtered; all SA messages received are forwarded to the peer. 

Command Modes Global configuration

Command History

Usage Guidelines If you use this command without specifying an access-list-name or route map match criteria, all 
source/group pairs from the peer are filtered. If you do specify an access-list-name, the specified MSDP 
peer passes only those SA messages that pass the extended access list.

If you use the route-map map-name keyword and argument, the specified MSDP peer passes only those 
SA messages that meet the match criteria.

vrf (Optional) Supports the multicast VPN routing and forwarding 
(VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

peer-address | peer-name IP address or Domain Name System (DNS) name of the MSDP peer 
to which the SA messages are filtered. 

list access-list-name (Optional) Specifies the IP access list to pass certain source/group 
pairs.

route-map map-name (Optional) Specifies route map match criteria for passing certain 
source/group pairs.

Release Modification

12.0(7)T This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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If both the list and route-map keywords are used, all conditions must be true to pass any source/group 
pairs in outgoing source-active messages. 

If all match criteria are true, a permit keyword from the route map will pass routes through the filter. A 
deny keyword will filter routes. 

Examples The following example shows how to permit only (S, G) pairs that pass access list 100 to be forwarded 
in an SA message to the peer at the IP address 192.168.1.5:

ip msdp peer 192.168.1.5 connect-source ethernet 0/0
ip msdp sa-filter out 192.168.1.5 list 100
access-list 100 permit ip 172.1.0.0 0.0.255.255 224.2.0.0 0.0.255.255

Related Commands Command Description

ip msdp peer Configures an MSDP peer.

ip msdp sa-filter in Configures an incoming filter list for SA messages received from the 
specified MSDP peer.
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ip msdp sa-limit
To limit the number of Source-Active (SA) messages from a Multicast Source Discovery Protocol 
(MSDP) peer that the router will allow in the SA cache, use the ip msdp sa-limit command in global 
configuration mode. To remove this limit, use the no form of this command.

ip msdp [vrf vrf-name] sa-limit {peer-name | peer-address} sa-limit

no ip msdp [vrf vrf-name] sa-limit {peer-name | peer-address} sa-limit

Syntax Description

Defaults By default, no SA message limit is set.

Command Modes Global configuration

Command History

Usage Guidelines Use this command to prevent distributed denial of service attacks. We recommend configuring this 
command on all MSDP peer connections.

The output of the show ip msdp count, show ip msdp peer, and show ip msdp summary commands 
will display the number of SA messages from each MSDP peer that is in the SA cache. If the ip msdp 
sa-limit command is configured, the output of the show ip msdp peer command will also display the 
value of the SA message limit for each MSDP peer.

vrf (Optional) Supports the multicast VPN routing and forwarding (VRF) 
instance.

vrf-name (Optional) Name assigned to the VRF.

peer-name | 
peer-address

Domain Name System (DNS) name or IP address of the router that is to be 
the MSDP peer.

sa-limit Maximum number of SA messages from an MSDP peer allowed in the SA 
cache.

Release Modification

12.1(7) This command was introduced.

12.0(15)S This command was integrated into Cisco IOS Release 12.0(15)S.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(2)T The vrf keyword and vrf-name argument were added.

12.2(3) This command was integrated into Cisco IOS Release 12.2(3).

12.2(13)T This command was integrated into Cisco IOS Release 12.2(13)T.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Examples The following example shows how to configure the SA message limit to 100 for the MSDP peer with IP 
address 172.16.0.1:

ip msdp sa-limit 172.16.0.1 100

Related Commands Command Description

show ip msdp count Displays the number of sources and groups originated in MSDP SA 
messages.

show ip msdp peer Displays detailed information about the MSDP peer.

show ip msdp summary Displays MSDP peer status.
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ip msdp sa-request

Note Effective with Cisco IOS Release 12.0(27)S, 12.2(20)S, and 12.3(4)T, the ip msdp sa-request is not 
available in Cisco IOS software.

To configure the router to send Source-Active (SA) request messages to the Multicast Source Discovery 
Protocol (MSDP) peer when a new joiner from the group becomes active, use the ip msdp sa-request 
command in global configuration mode. To prevent this action, use the no form of this command.

ip msdp [vrf vrf-name] sa-request {peer-address | peer-name}

no ip msdp [vrf vrf-name] sa-request {peer-address | peer-name}

Syntax Description

Defaults The router does not send SA request messages to the MSDP peer.

Command Modes Global configuration

Command History

Usage Guidelines By default, the router does not send any SA request messages to its MSDP peers when a new member 
joins a group and wants to receive multicast traffic. The new member waits to receive any SA messages 
that eventually arrive.

vrf (Optional) Supports the multicast VPN routing and forwarding 
(VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

peer-address | peer-name IP address or name of the MSDP peer from which the local router 
requests SA messages when a new joiner for the group becomes 
active.

Release Modification

12.0(7)T This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.0(27)S This command was removed from Cisco IOS Release 12.0(27)S.

12.2(13)T This command was integrated into Cisco IOS Release 12.2(13)T.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(20)S This command was removed from Cisco IOS Release 12.2(20)S.

12.3(4)T This command was removed from Cisco IOS Release 12.3(4)T.



 

IP Multicast Commands
ip msdp sa-request

IMC-181
Cisco IOS IP Multicast Command Reference

January 2008

Use this command if you want a new member of a group to learn the current, active multicast sources in 
a connected Protocol Independent Multicast sparse mode (PIM-SM) domain that are sending to a group. 
The router will send SA request messages to the specified MSDP peer when a new member joins a group. 
The peer replies with the information in its SA cache. If the peer does not have a cache configured, this 
command provides nothing.

An alternative to this command is using the ip msdp cache-sa-state command to have the router cache 
messages. 

Examples The following example shows how to configure the router to send SA request messages to the MSDP 
peer at the IP address 192.168.10.1:

ip msdp sa-request 192.168.10.1

Related Commands Command Description

ip msdp cache-sa-state Enables the router to create SA state.

ip msdp peer Configures an MSDP peer.
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ip msdp shutdown
To administratively shut down a configured Multicast Source Discovery Protocol (MSDP) peer, use the 
ip msdp shutdown command in global configuration mode. To bring the peer back up, use the no form 
of this command.

ip msdp [vrf vrf-name] shutdown {peer-address | peer-name}

no ip msdp [vrf vrf-name] shutdown {peer-address | peer-name}

Syntax Description

Defaults No action is taken to shut down an MSDP peer.

Command Modes Global configuration

Command History

Examples The following example shows how to shut down the MSDP peer at IP address 192.168.7.20:

ip msdp shutdown 192.168.7.20

Related Commands

vrf (Optional) Supports the multicast VPN routing and forwarding 
(VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

peer-address | peer-name IP address or name of the MSDP peer to shut down.

Release Modification

12.0(7)T This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Command Description

ip msdp peer Configures an MSDP peer.
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ip msdp timer
To adjust the interval at which Multicast Source Discovery Protocol (MSDP) peers will wait after 
peering sessions are reset before attempting to reestablish the peering sessions, use the ip msdp timer 
command in global configuration mode. To restore the default value, use the no form of this command.

ip msdp [vrf vrf-name] timer connection-retry-interval

no ip msdp [vrf vrf-name] timer

Syntax Description

Command Default An MSDP peer will wait 30 seconds after a peering session is reset before attempting to reestablish the 
peering session with any peer.

Command Modes Global configuration

Command History

Usage Guidelines Use the ip msdp timer command to adjust the interval at which all MSDP peers will wait after peering 
sessions are reset before attempting to reestablish the peering sessions. This interval is referred to as the 
connection-retry interval. By default, MSDP peers will wait 30 seconds after is session is reset before 
attempting to reestablish sessions with other peers. When the ip msdp timer command is configured, 
the configured connection-retry interval applies to all MSDP peering sessions on the router.

In network environments where fast recovery of Source-Active (SA) messages is required (such as in 
trading floor network environments), you may want to decrease the connection-retry interval to a time 
value less than the default value of 30 seconds.

vrf vrf-name (Optional) Sets the connection-retry interval for MSDP peers associated 
with the multicast VPN routing and forwarding (MVRF) instance 
specified for the vrf-name argument.

connection-retry-interval Interval, in seconds, at which MSDP peers will wait after peering sessions 
are reset before attempting to reestablish the peering sessions. The range 
is from 1 to 60 seconds. The default is 30 seconds.

Release Modification

12.1(8a)E4 This command was introduced. 

12.2(5) This command was integrated into Cisco IOS Release 12.2(5). 

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC. 

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware. 



 

IP Multicast Commands
ip msdp timer

IMC-184
Cisco IOS IP Multicast Command Reference

January 2008

Examples The following example shows how to set the connection-retry interval for all MSDP peers to 20 seconds:

ip msdp timer 20

Related Commands Command Description

ip msdp peer Configures an MSDP peer. 
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ip msdp ttl-threshold
To limit which multicast data packets are sent in Source-Active (SA) messages to a Multicast Source 
Discovery Protocol (MSDP) peer, use the ip msdp ttl-threshold command in global configuration 
mode. To restore the default value, use the no form of this command.

ip msdp [vrf vrf-name] ttl-threshold {peer-address | peer-name} ttl-value

no ip msdp [vrf vrf-name] ttl-threshold {peer-address | peer-name}

Syntax Description

Defaults ttl-value: 0

Command Modes Global configuration

Command History

Usage Guidelines This command limits which multicast data packets are sent in data-encapsulated SA messages. Only 
multicast packets with an IP header TTL greater than or equal to the ttl-value argument are sent to the 
MSDP peer specified by the IP address or name.

Use this command if you want to use TTL to scope your multicast data traffic. For example, you could 
limit internal traffic to a TTL of 8. If you want other groups to go to external locations, you would need 
to send those packets with a TTL greater than 8.

The default value of the ttl-value argument is 0, which means that all multicast data packets are 
forwarded to the peer until the TTL is exhausted.

vrf (Optional) Supports the multicast VPN routing and forwarding 
(VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

peer-address | peer-name IP address or name of the MSDP peer to which the ttl-value argument 
value applies.

ttl-value Time-to-live (TTL) value; valid values are from 0 to 255. The default 
value of the ttl-value argument is 0, meaning all multicast data 
packets are forwarded to the peer until the TTL is exhausted.

Release Modification

12.0(7)T This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Examples The following example shows how to configure a TTL threshold of 8 hops:

ip msdp ttl-threshold 192.168.1.5 8

Related Commands Command Description

ip msdp peer Configures an MSDP peer.
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ip multicast boundary
To configure an administratively scoped IPv4 multicast boundary, use the ip multicast boundary 
command in interface configuration mode. To remove the boundary, use the no form of this command. 

ip multicast boundary access-list [filter-autorp]

no ip multicast boundary access-list [filter-autorp]

Cisco IOS 12.3(11)T and Subsequent T and Mainline Releases

ip multicast boundary access-list [filter-autorp | in | out]

no ip multicast boundary access-list [filter-autorp | in | out]

Syntax Description

Command Default No administratively scoped boundaries are configured.

Command Modes Interface configuration (config-if)

Command History

Usage Guidelines Use the ip multicast boundary command to configure an administratively scoped boundary on an 
interface in order to filter PIM join and prune packets that match the group addresses defined in a 
standard ACL or that match the (S, G) or (*, G) entries defined in an extended ACL. 

access-list Number or name identifying an access control list (ACL) that controls the 
range of group addresses or (S, G) traffic affected by the boundary.

filter-autorp (Optional) Filters auto-rendezvous point (Auto-RP) messages denied by the 
boundary ACL.

in (Optional) Filters incoming multicast traffic denied by the boundary ACL.

out (Optional) Filters outgoing multicast traffic denied by the boundary ACL.

Release Modification

11.1 This command was introduced.

12.0(22)S The filter-autorp keyword was added.

12.1(12c)E The filter-autorp keyword was integrated into Cisco IOS Release 12.1(12c)E.

12.2(11) The filter-autorp keyword was integrated into Cisco IOS Release 12.2(11).

12.2(13)T The filter-autorp keyword was integrated into Cisco IOS Release 12.2(13)T.

12.3(11)T The in and out keywords were added.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in 
a specific 12.2SX release of this train depends on your feature set, platform, 
and platform hardware.
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Note An IP multicast boundary enables reuse of the same multicast group address in different administrative 
domains. 

A standard ACL is used with the ip multicast boundary command to define the group address range to 
be permitted or denied on an interface. An extended ACL is used with the ip multicast boundary to 
define (S, G) traffic to be permitted or denied on an interface. Extended ACLs can also be used to define 
the (*, G) state to be permitted or denied on an interface, by specifying host 0.0.0.0 for the source 
address in the permit statements that compose the extended ACL. 

When you configure IP multicast boundaries for (S, G) traffic in an Any Source Multicast (ASM) 
network environment—to ensure that the IP multicast boundaries function properly—you must 
configure an entended ACL on routers along the rendevous point tree (RPT) that permits:

 • (S, G) traffic by specifying the source and group address range in permit statements.

 • (*, G) traffic by specifying host 0.0.0.0 for the source address followed by the group address or 
group address range in permit statements.

 • Traffic destined to the rendezvous point (RP) by including permit statements for (RP, G), where the 
IP address of the RP is specified for the source followed by the group address or group address 
range.

Note The IP multicast boundary guideline for ASM applies only to the routers on the RPT from the 
last-hop router to the RP. For routers on the RP-to-source branch, you need to define only the (S, G) 
traffic in the extended ACL (by specifying the source and group address range in permit statements).

When you configure IP multicast boundaries for (S, G) traffic in a Source Specific Multicast (SSM) 
network environment, you need to define only the (S, G) traffic to be permitted or denied on an interface 
in the extended ACL.

Note IP multicast boundaries apply to both data and control plane IP multicast traffic.

If you configure the filter-autorp keyword, the administratively scoped boundary also examines 
Auto-RP discovery and announcement messages and removes any Auto-RP group range announcements 
from the Auto-RP packets that are denied by the boundary ACL. An Auto-RP group range announcement 
is permitted and passed by the boundary only if all addresses in the Auto-RP group range are permitted 
by the boundary ACL. If any address is not permitted, the entire group range is filtered and removed from 
the Auto-RP message before the Auto-RP message is forwarded. 

Note Extended ACLs cannot be used with the filter-autorp keyword because Auto-RP announcements do not 
contain source addresses.

In Cisco IOS software releases that do not support the in and out keywords, the IP multicast boundary 
is bidirectional; that is, it applies to both incoming and outgoing multicast traffic. 
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In Cisco IOS releases that support the in and out keywords, the in keyword is used to filter inbound 
multicast traffic and the out keyword is used to filter outbound multicast traffic. If a direction is not 
specified with the ip multicast boundary command, the IP multicast boundary will apply to both 
incoming and outgoing IP multicast traffic. In addition, the following rules govern the use of the in, out, 
and filter-autorp keywords with the ip multicast boundary command:

 • The in and out keywords support standard or extended ACLs for (S, G) filtering.

 • The in and out keywords support standard or extended ACLs for SSM filtering.

 • One instance of the in and out keywords can be configured on an interface.

 • Only standard ACLs are permitted with the use of the filter-autorp keyword.

Note A maximum of three instances of an ip multicast boundary command is allowed on an interface: one 
instance of the command with the in keyword, one instance of the command with the out keyword, and 
one instance of the command with or without the filter-autorp keyword.

Examples The following example shows how to set up an IP multicast boundary for all administratively scoped 
IPv4 multicast addresses by denying the entire administratively scoped IPv4 multicast address space 
(239.0.0.0/8). All other Class D addresses are permitted (224.0.0.0/4).

access-list 1 deny 239.0.0.0 0.255.255.255
access-list 1 permit 224.0.0.0 15.255.255.255
interface ethernet 0
 ip multicast boundary 1

The following example shows how to set up an IP multicast boundary in an SSM network environment. 
In this example, the IP multicast boundary is configured to permit outgoing traffic for (172.16.2.201, 
232.1.1.1) and (172.16.2.202, 232.1.1.1). All other (S, G) traffic is implicitly denied.

ip access-list extended acc_grp1
permit ip host 172.16.2.201 host 232.1.1.1
permit ip host 172.16.2.202 host 232.1.1.1
interface ethernet 2/3
 ip multicast boundary acc_grp1 out

The following example shows how to configure an IP multicast boundary in an ASM network 
environment. In this example, the IP multicast boundary configuration on the last-hop router is shown. 
The topology for this example is not illustrated; however, assume that the IP address of the RP in this 
scenario is 10.1.255.104. The IP multicast boundary is configured to filter outgoing IP multicast traffic 
on Fast Ethernet interface 0/0. The boundary ACL used for the IP multicast boundary in this scenario 
contains three permit statements:

 • The first permit statement specifies the (S, G) traffic to be permitted.

 • The second permit statement specifies the (RP, G) traffic to be permitted.

 • The third permit statement specifies the (*, G) traffic to be permitted.

All other outgoing multicast traffic on this interface is implicitly denied.

ip access-list extended bndry-asm-3
 permit ip host 10.1.248.120 239.255.0.0 0.0.255.255
 permit ip host 10.1.255.104 239.255.0.0 0.0.255.255
 permit ip host 0.0.0.0 239.255.0.0 0.0.255.255
interface FastEthernet0/0
 ip multicast boundary bndry-asm-3 out
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ip multicast cache-headers
To allocate a circular buffer to store IP multicast packet headers that the router receives, use the 
ip multicast cache-headers command in global configuration mode. To remove the buffer, use the no 
form of this command.

ip multicast [vrf vrf-name] cache-headers [rtp]

no ip multicast [vrf vrf-name] cache-headers [rtp]

Syntax Description

Defaults The command is disabled.

Command Modes Global configuration

Command History

Usage Guidelines You can store IP multicast packet headers in a cache and then display them to determine the following 
information:

 • Who is sending IP multicast packets to which groups

 • Interpacket delay

 • Duplicate IP multicast packets (if any)

 • Multicast forwarding loops in your network (if any)

 • Scope of the group

 • User Datagram Protocol (UDP) port numbers

 • Packet length

vrf (Optional) Supports the multicast Virtual Private Network (VPN) routing and 
forwarding (VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

rtp (Optional) Caches Real-Time Transport Protocol (RTP) headers.

Release Modification

11.1 This command was introduced.

12.1 The rtp keyword was added.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Note This command allocates a circular buffer of approximately 32 KB. Do not configure this command if 
you are low on memory. 

Use the show ip mpacket command to display the buffer.

Examples The following example shows how to allocate a buffer to store IP multicast packet headers:

ip multicast cache-headers

Related Commands Command Description

show ip mpacket Displays the contents of the circular cache header buffer.

show ip mpacket quality Displays an RTP data quality based on packets captured in the IP 
multicast cache header buffer.
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ip multicast default-rpf-distance
When configuring Internet Group Management Protocol (IGMP) unidirectional link routing (UDLR), to 
change the distance given to the default Reverse Path Forwarding (RPF) interface, use the ip multicast 
default-rpf-distance command in global configuration mode. To restore the default value, use the no 
form of this command.

ip multicast default-rpf-distance distance

no ip multicast default-rpf-distance distance

Syntax Description

Defaults distance: 15

Command Modes Global configuration

Command History

Usage Guidelines This command is optional. If you want to receive all multicast traffic from all sources on the 
unidirectional link (UDL), as long as 15 is the lowest distance, you need not change the value of 15.

The default RPF interface is selected when an IGMP query message is received on a UDL and indicates 
to the router that all sources will use RPF to reach the UDL interface.

Any explicit sources learned by routing protocols will take preference as long as their distance is less 
than the distance argument configured with the ip multicast default-rpf-distance command.

You might consider changing the default value for one of the following reasons:

 • To make IGMP prefer the UDL.

 • To configure a value less than existing routing protocols. 

 • If you want to receive multicast packets from sources on interfaces other than the UDL interface. 
Configure a value greater than the distances of the existing routing protocols to make IGMP prefer 
the nonunidirectional link.

Examples The following example configures a distance of 20:

ip multicast default-rpf-distance 20

distance Distance given to the default RPF interface. The default value is 15.

Release Modification

12.0(3)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Related Commands Command Description

ip igmp unidirectional-link Configures an interface to be unidirectional and enables it for IGMP 
UDLR.
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ip multicast heartbeat
To monitor the health of multicast delivery and be alerted when the delivery fails to meet certain 
parameters, use the ip multicast heartbeat command in global configuration mode. To disable the 
heartbeat, use the no form of this command.

ip multicast heartbeat group-address minimum-number window-size interval

no ip multicast heartbeat group-address minimum-number window-size interval

Syntax Description

Defaults This command is disabled.

Command Modes Global configuration

Command History

Usage Guidelines The subject group is joined at the subject interface so that multicast data for the subject group will be 
attracted toward the subject router. 

The router monitors multicast packets destined to the group address at the interval value. This is a binary 
decision. That is, the number of packets seen in this period is not as important as whether any packet for 
the group is seen. 

If multicast packets were observed in less than the minimum-number value out of the last window-size 
value intervals, a Simple Network Management Protocol (SNMP) trap would be sent from this router to 
a network management station to indicate a loss of heartbeat exception. This trap will be defined in 
CISCO-IPMROUTE-MIB.my. 

group-address A multicast group address (Class D address, from 224.0.0.0 
to 239.255.255.255)

minimum-number Minimum number of intervals where the heartbeats must be 
seen. The number must be less than or equal to the window 
size.

window-size Number of intervals to monitor for the heartbeat.

interval Number of seconds in which to receive a packet. Value must 
be a multiple of 10.

Release Modification

12.1(3)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 
12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX 
train. Support in a specific 12.2SX release of this train 
depends on your feature set, platform, and platform 
hardware.
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The interval value must be a multiple of 10. In multicast distributed switching (MDS), statistics from 
the Versatile Interface Processor (in the Route Switch Processor) or the Label Controller (in the 
Cisco 12000 series) are passed to the routing processor once every 10 seconds. Monitoring packets not 
in intervals of multiple of 10 seconds may lead to incorrect decisions.

This command does not create any multicast routing entries that are necessary for the monitoring of the 
heartbeat packets. These entries can be created by either the downstream members of the group, or with 
the ip pim join-group or ip pim static-group command. If a multicast routing entry corresponding to 
a group address expires due to lack of interest from the downstream members, the monitoring for the 
subject group would not work; that is, no more SNMP traps would be sent.

Examples The following is an example configuration of the ip multicast heartbeat command:

snmp-server enable traps ipmulticast-heartbeat
ip multicast heartbeat 224.0.1.53 1 1 10

In this example, multicast packets forwarded through this router to group address 224.0.1.53 will be 
monitored. If no packet for this group is received in a 10-second interval, an SNMP trap will be sent to 
a designated SNMP management station. 

Note It may take about 20 seconds of losing the multicast feed before the SNMP trap is sent.

Related Commands Command Description

debug ip mhbeat Monitors the action of the heartbeat trap.

snmp-server enable traps Enables the router to send SNMP traps.
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ip multicast helper-map
To allow IP multicast routing in a multicast-capable internetwork between two broadcast-only 
internetworks, use the ip multicast helper-map command in interface configuration mode. To disable 
this function, use the no form of this command. 

ip multicast helper-map {group-address broadcast-address | broadcast multicast-address} 
access-list [ttl remapping-value]

no ip multicast helper-map {group-address broadcast-address | broadcast multicast-address} 
access-list [ttl remapping-value]

Syntax Description 

Command Default No conversion between broadcast and multicast occurs.

Command Modes Interface configuration (config-if)

Command History

group-address Multicast group address of traffic to be converted to broadcast 
traffic. Use this value with the broadcast-address value.

broadcast-address Address to which broadcast traffic is sent. Use this value with 
the group-address value.

broadcast Specifies the traffic to be converted from broadcast to multicast. 
Use this keyword with the multicast-address value.

multicast-address IP multicast address to which the converted traffic is directed. 
Use this value with the broadcast keyword.

access-list IP extended access list number or name that controls which 
broadcast packets are translated, based on the User Datagram 
Protocol (UDP) port number.

ttl remapping-value (Optional) Configures the Time-to-Live (TTL) value of 
multicast packets generated by the helper-map from incoming 
broadcast packets. Valid values are from 1 to 50 hops. The 
default TTL value is 1 hop.

Release Modification

11.1 This command was introduced.

12.2(18)SXF Support for this command was introduced on the Supervisor Engine 
720. The ttl keyword and remapping-value arguments were added.

12.4(6)T The ttl keyword and remapping-value arguments were added.

12.4(7) The ttl keyword and remapping-value arguments were added.

12.3(19) The ttl keyword and remapping-value arguments were added.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Usage Guidelines When a multicast-capable internetwork is between two broadcast-only internetworks, you can convert 
broadcast traffic to multicast at the first hop router, and convert it back to broadcast at the last hop router 
before delivering the packets to the broadcast clients. However, broadcast packets with the IP source 
address of 0.0.0.0 (such as a Dynamic Host Configuration Protocol [DHCP] request) will not be 
translated to any multicast group. Thus, you can take advantage of the multicast capability of the 
intermediate multicast internetwork. This feature prevents unnecessary replication at the intermediate 
routers and allows multicast fast switching in the multicast internetwork.

If you need to send a directed broadcast to the subnet, the outgoing interface of the last hop router can 
be configured with an IP broadcast address of x.x.x.255, where x.x.x.0 is the subnet that you are trying 
to reach; otherwise, the packet will be converted to 255.255.255.255.

By default, many broadcast applications use a default TTL value of 1. Because the helper-map applies 
the decremented TTL value of the incoming broadcast packet for the generated multicast packet, and 
most broadcast applications use a TTL value of 1 hop, broadcast packets may not be translated to 
multicast packets, and thus, may be dropped rather than forwarded. To circumvent this potential issue, 
you can manually configure the TTL value for broadcast packets being translated into multicast packets 
using the ttl keyword and remapping-value argument. For the remapping-value argument, specify a 
value that will enable the translated packets to reach multicast receivers.

Examples The following example shows how to allow IP multicast routing in a multicast-capable internetwork 
between two broadcast-only internetworks.

In this example, assume that a server on the LAN connected to the Ethernet interface 0 of the first hop 
router is sending a UDP broadcast stream with a source address of 126.1.22.199 and a destination 
address of 126.1.22.255:4000. Based on that scenario, the configuration on the first hop router converts 
the broadcast stream arriving at incoming Ethernet interface 0 destined for UDP port 4000 to a multicast 
stream. The access list permits traffic being sent from the server at 126.1.22.199 being sent to 
126.1.22.255:4000. The traffic is sent to group address 239.254.2.5. The ip forward-protocol command 
specifies the forwarding of broadcast messages destined for UDP port 4000.

The second configuration on the last hop router converts the multicast stream arriving at incoming 
Ethernet interface 1 back to broadcast at outgoing Ethernet interface 2. Again, not all multicast traffic 
emerging from the multicast cloud should be converted from multicast to broadcast, only the traffic 
destined for 126.1.22.255:4000. 

The configurations for the first and last hop routers are as follows: 

First Hop Router Configuration
interface ethernet 0
 ip address 126.1.22.1 255.255.255.0
 ip pim sparse-mode
 ip multicast helper-map broadcast 239.254.2.5 105
access-list 105 permit udp host 126.1.22.199 host 126.1.22.255 eq 4000
ip forward-protocol udp 4000
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Last Hop Router Configuration
interface ethernet 1
 ip address 126.1.26.1 255.255.255.0
 ip pim sparse-mode
 ip multicast helper-map 239.254.2.5 126.1.28.255 105

interface ethernet 2
 ip address 126.1.28.1 255.255.255.0
 ip directed-broadcast
access-list 105 permit udp host 126.1.22.199 any eq 4000
ip forward-protocol udp 4000 

Related Commands Command Description

ip directed-broadcast Enables the translation of directed broadcast to physical broadcasts.

ip forward-protocol Specifies which protocols and ports the router forwards when forwarding 
broadcast packets.
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ip multicast limit
To configure multicast route (mroute) state limiters on an interface, use the ip multicast limit command 
in interface configuration mode. To remove an mroute state limiter, use the no form of this command. 

ip multicast limit [connected | out | rpf] access-list max-entries

no ip multicast limit [connected | out | rpf] access-list max-entries

Syntax Description

Command Default No mroute state limiters are configured. 

Command Modes Interface configuration (config-if)

Command History

Usage Guidelines Use the ip multicast limit command to configure mroute state limiters on an interface. 

The following forms of the ip multicast limit command are available to configure mroute state limiters 
on an interface:

 • ip multicast limit access-list max-entries

Limits mroute state creation for an ACL-classified set of traffic on an interface when the interface 
is an outgoing (egress) interface, and limits mroute olist membership when the interface is an 
incoming (ingress) RPF interface.

connected (Optional) Limits mroute states created for an access control list 
(ACL)-classified set of multicast traffic on an incoming (Reverse Path 
Forwarding [RPF]) interface that is directly connected to a multicast source 
by accounting each time that an mroute permitted by the ACL is created or 
deleted.

out (Optional) Limits mroute outgoing interface list (olist) membership on an 
outgoing interface for an ACL-classified set of multicast traffic by accounting 
each time that an mroute olist member permitted by the ACL is added or 
removed.

rpf (Optional) Limits the number of mroute states created for an ACL-classified 
set of multicast traffic on an incoming (RPF) interface by accounting each 
time an mroute permitted by the ACL is created or deleted.

access-list Number or name identifying an ACL that defines the set of multicast traffic to 
be applied to an mroute state limiter.

max-entries Maximum number of mroutes permitted by an mroute state limiter. The range 
is from 0 to 2147483647.

Release Modification

12.3(14)T This command was introduced.

12.2(33)SRB This command was integrated into Cisco IOS Release 12.2(33)SRB.
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This type of mroute state limiter limits mroute state creation—by accounting each time an mroute 
permitted by the ACL is created or deleted—and limits mroute olist membership—by accounting 
each time that an mroute olist member permitted by the ACL is added or removed.

Entering this form of the command (that is, with no optional keywords) is equivalent to specifying 
the ip multicast limit rpf and ip multicast limit out forms of the command.

 • ip multicast limit connected access-list max-entries

Limits mroute states created for an ACL-classified set of multicast traffic on an incoming (RPF) 
interface that is directly connected to a multicast source by accounting each time that an mroute 
permitted by the ACL is created or deleted.

 • ip multicast limit out access-list max-entries

Limits mroute olist membership on an outgoing interface for an ACL-classified set of multicast 
traffic by accounting each time that an mroute olist member permitted by the ACL is added or 
removed.

 • ip multicast limit rpf access-list max-entries

Limits the number of mroute states created for an ACL-classified set of multicast traffic on an 
incoming (RPF) interface by accounting each time an mroute permitted by the ACL is created or 
deleted.

ACLs are used with the ip multicast limit command to define the IP multicast traffic to be limited on 
an interface. Standard ACLs can be used to define the (*, G) state to be limited on an interface. Extended 
ACLs can be used to define the (S, G) state to be limited on an interface. Extended ACLs also can be 
used to define the (*, G) state to be limited on an interface, by specifying 0.0.0.0 for the source address 
and source wildcard—referred to as (0, G)—in the permit or deny statements that compose the extended 
access list. 

The mechanics of an mroute state limiter are as follows:

 • Each time the state for an mroute is created or deleted and each time an olist member is added or 
removed, the Cisco IOS software searches for a corresponding mroute state limiter that matches the 
mroute.

 • In the case of the creation and deletion of mroutes, the Cisco IOS software searches for an mroute 
state limiter configured on the incoming (RPF) interface that matches the mroute to be created or 
deleted. In the case of olist member addition or removal, the Cisco IOS software searches for an 
mroute state limiter configured on the outgoing interface that matches the mroute to be added or 
removed.

 • The Cisco IOS software performs a top-down search from the list of configured limiters on the 
interface. Only limiters that match the direction of traffic are considered. The first mroute state 
limiter that matches is used for limiting (sometimes referred to as accounting). A match is found 
when the ACL permits the mroute state.

 • When a match is found, the counter of the mroute state limiter is updated (increased or decreased). 
If no mroute state limiter is found that matches an mroute, no accounting is performed for the mroute 
(because there is no counter to update).

 • The amount to update the counter with is called the cost (sometimes referred to as the cost 
multiplier). The default cost is 1.
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Note An mroute state limiter always allows the deletion of an mroute or the removal of an interface from the 
olist. In those cases, the respective mroute state limiter decreases the counter by the value of the cost 
multiplier. In addition, RPF changes to an existing mroute are always allowed (in order to not affect 
existing traffic). However, an mroute state limiter only allows the creation of an mroute or the addition 
of an mroute olist member if adding the cost does not exceed the maximum number of mroutes 
permitted.

The following list provides additional tips for configuring mroute state limiters:

 • To ensure that a particular cost applies to all mroutes being limited, you can configure a 
bandwidth-based CAC policy whose ACL contains a permit any statement. Configuring a 
bandwidth-based CAC policy in this manner effectively ensures that the default cost is not applied 
to any mroutes being limited.

 • Configuring a bandwidth-based CAC policy with a cost of 0 for the cost-multiplier argument can be 
used to skip the accounting of certain mroutes (for example, to prevent Auto-RP groups or a specific 
multicast channel from being accounted).

 • An explicit deny statement for a specific mroute in an ACL can be used to specify the state that will 
not match the ACL (thus, preventing the ACL from being accounted). If an mroute matches a deny 
statement, the search immediately continues to the next configured bandwidth-based CAC policy. 
Configuring an explicit deny statement in an ACL can be more efficient than forcing the mroute to 
fall through an ACL (by means of the implicit deny any statement at the end of the ACL).

Examples The following example shows how to configure mroute state limits on interfaces to provide a multicast 
Call Admission Control (CAC) in a network environment where all the multicast flows utilize the same 
amount of bandwidth. In this example, three mroute state limits are configured on Gigabit Ethernet 
interface 0/0 to provide the multicast CAC needed to provision an interface for Standard Definition (SD_ 
channel bundles being offered to subscribers:

 • An mroute state limit of 75 for the SD channels that match acl-basic.

 • An mroute state limit of 25 for the SD channels that match acl-premium.

 • An mroute state limit of 25 for the SD channels that match acl-gold.

interface GigabitEthernet0/0
description --- Interface towards the DSLAM ---
.
.
.
ip multicast limit out 75 acl-basic 
ip multicast limit out 25 acl-premium
ip multicast limit out 25 acl-gold

Related Commands Command Description

clear ip multicast limit Resets exceeded counters for mroute state limiters.

debug ip mrouting limits Displays debugging information for mroute state limiters 
configured on interfaces.
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ip multicast limit cost Applies costs to mroute state limiters.

show ip multicast limit Displays general information about IP multicast, including 
information about interfaces configured for IP multicast and 
information about mroute state limiters configured on 
interfaces.

Command Description
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ip multicast limit cost
To apply a cost to mroutes that match mroute state limiters, use the ip multicast limit cost command in 
global configuration mode. To remove the cost, use the no form of this command.

ip multicast [vrf vrf-name] limit cost access-list cost-multiplier

no ip multicast [vrf vrf-name] limit cost access-list cost-multiplier

Syntax Description

Command Default If no ip multicast limit cost commands are configured or if an mroute that is being limited does not 
match any of the ACLs corresponding to configured ip multicast limit cost commands, a cost of 1 is 
applied to the mroute.

Command Modes Global configuration (config)

Command History

Usage Guidelines Bandwidth-based Call Admission Control (CAC) policies are configured using the ip multicast limit 
cost command in global configuration mode. Use this command after configuring a mroute state limiter 
(using the ip multicast limit) command to apply a bandwidth-based CAC policy to an mroute state 
limiter.

ACLs are used with this command to define the IP multicast traffic for which to apply a cost. Standard 
ACLs can be used to define the (*, G) state. Extended ACLs can be used to define the (S, G) state. 
Extended ACLs also can be used to define the (*, G) state, by specifying 0.0.0.0 for the source address 
and source wildcard—referred to as (0, G)—in the permit or deny statements that compose the extended 
access list. 

Bandwidth-based CAC policies are used with mroute state limiters. Bandwidth-based CAC policies 
provide the capability to define costs (globally or per MVRF instance) to be applied to mroutes that are 
being limited by an mroute state limiter. The cost-multiplier argument is used to specify the cost to apply 
to mroutes that match the ACL specified for the access-list argument.

vrf vrf-name (Optional) Specifies that the cost be applied only to mroutes associated with 
the Multicast Virtual Private Network (VPN) routing and forwarding 
(MVRF) instance specified for the vrf-name argument.

access-list Extended or standard access list (ACL) name or number that defines the 
mroutes for which to apply a cost.

cost-multiplier Cost value applied to mroutes that match the corresponding ACL. The range 
is from 0 to 2147483647.

Release Modification

12.2(33)SRB This command was introduced.

12.4(15)T This command was integrated into Cisco IOS Release 12.4(15)T.
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The mechanics of the bandwidth-based CAC polices are as follows:

 • Once an mroute matches an ACL configured for an mroute state limiter, the Cisco IOS software 
performs a top-down search from the global or per MVRF list of configured bandwidth-based CAC 
policies to determine if a cost should be applied to the mroute. 

 • A cost is applied to the first bandwidth-based CAC policy that matches the mroute. A match is found 
when the ACL applied to the bandwidth-based CAC policy permits the mroute state. 

 • The counter for the mroute state limiter either adds or subtracts the cost configured for the 
cost-multiplier argument. If no costs are configured or if the mroute does not match any of the 
configured bandwidth-based CAC polices, the default cost of 1 is used.

The following list provides additional tips for configuring bandwidth-based CAC policies:

 • To ensure that a particular cost applies to all mroutes being limited, you can configure a 
bandwidth-based CAC policy whose ACL contains a permit any statement. Configuring a 
bandwidth-based CAC policy in this manner effectively ensures that the default cost is not applied 
to any mroutes being limited.

 • Configuring a bandwidth-based CAC policy with a cost of 0 for the cost-multiplier argument can be 
used to skip the accounting of certain mroutes (for example, to prevent Auto-RP groups or a specific 
multicast channel from being accounted).

 • An explicit deny statement for a specific mroute in an ACL can be used to specify the state that will 
not match the ACL (thus, preventing the ACL from being accounted). If an mroute matches a deny 
statement, the search immediately continues to the next configured bandwidth-based CAC policy. 
Configuring an explicit deny statement in an ACL can be more efficient than forcing the mroute to 
fall through an ACL (by means of the implicit deny any statement at the end of the ACL).

Examples The following example shows how to configure bandwidth-based CAC policies that provide multicast 
CAC in a network environment where the IP multicast flows utilize different amounts of bandwidth:

!
ip multicast limit cost acl-MP2SD-channels 4000
ip multicast limit cost acl-MP2HD-channels 18000
ip multicast limit cost acl-MP4SD-channels 1600
ip multicast limit cost acl-MP4HD-channels 6000
!
.
.
.
!
interface GigabitEthernet0/0
 ip multicast limit out acl-CP1-channels 250000
 ip multicast limit out acl-CP2-channels 250000
 ip multicast limit out acl-CP3-channels 250000
!

Related Commands Command Description

ip multicast limit Configures mroute state limiters on an interface.
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ip multicast mrinfo-filter
To filter multicast router information (mrinfo) request packets, use the ip multicast mrinfo-filter 
command in global configuration mode. To remove the filter on mrinfo requests, use the no form of this 
command.

ip multicast [vrf vrf-name] mrinfo-filter access-list

no ip multicast [vrf vrf-name] mrinfo-filter

Syntax Description

Defaults No default behavior or values

Command Modes Global configuration

Command History

Usage Guidelines The ip multicast mrinfo-filter command filters the mrinfo request packets from all of the sources 
permitted by the specified access list. That is, if the access list permits a source, that source’s mrinfo 
requests are filtered. For all sources that the access list explicitly or implicitly denies, the mrinfo requests 
are allowed to proceed.

Examples The following example shows how to filter mrinfo request packets from all hosts on network 
192.168.1.0: 

ip multicast mrinfo-filter 4
access-list 4 permit 192.178.1.0 0.0.0.255

vrf (Optional) Supports the multicast VPN routing and forwarding (VRF) 
instance.

vrf-name (Optional) Name assigned to the VRF.

access-list IP standard numbered or named access list that determines which networks or 
hosts can query the local multicast router with the mrinfo command.

Release Modification

12.0(23)S This command was introduced.

12.2(13)T This command was integrated into Cisco IOS Release 12.2(13)T.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Related Commands Command Description

mrinfo Queries a multicast router about which neighboring multicast routers are 
peering with it.



 

IP Multicast Commands
ip multicast multipath

IMC-207
Cisco IOS IP Multicast Command Reference

January 2008

ip multicast multipath
To enable load splitting of IP multicast traffic over Equal Cost Multipath (ECMP), use the ip multicast 
multipath command in global configuration mode. To disable this functionality, use the no form of this 
command.

ip multicast [vrf vrf-name] multipath [s-g-hash {basic | next-hop-based}]

no ip multicast [vrf vrf-name] multipath [s-g-hash {basic | next-hop-based}]

Syntax Description

Command Default If multiple equal-cost paths exist, multicast traffic will not be load split across those paths.

Command Modes Global configuration

Command History

vrf vrf-name (Optional) Enables ECMP multicast load splitting for IP multicast traffic 
associated with the Multicast Virtual Private Network (VPN) routing and 
forwarding (MVRF) instance specified for the vrf-name argument.

s-g-hash {basic | 
next-hop-based}

(Optional) Enables ECMP multicast load splitting based on source and group 
address or on source, group, and next-hop address.

If you specify the optional s-g-hash keyword for load splitting IP multicast 
traffic, you must select the algorithm used to calculate the equal-cost paths by 
specifying one of the following keywords:

 • basic—Enables a simple hash based on source and group address. This 
algorithm is referred to as basic S-G-hash algorithm.

 • next-hop-based—Enables a more complex hash based on source, group, 
and next-hop address. This algorithm is referred to as the next-hop-based 
S-G-hash algorithm.

Release Modification

12.0(8)T This command was introduced.

12.0(5)S This command was integrated into Cisco IOS Release 12.0(5)S.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SRB The s-g-hash, basic, and next-hop-based keywords were added in support 
of the Multicast Enhancement over Multipath Capabilities feature.
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Usage Guidelines Use the ip multicast multipath command to enable load splitting of IP multicast traffic across multiple 
equal-cost paths.

If two or more equal-cost paths from a source are available, unicast traffic will be load split across those 
paths. However, by default, multicast traffic is not load split across multiple equal-cost paths. In general, 
multicast traffic flows down from the RPF neighbor. According to PIM specifications, this neighbor must 
have the highest IP address if more than one neighbor has the same metric. 

Configuring load splitting with the ip multicast multipath command causes the system to load split 
multicast traffic across multiple equal-cost paths based on source address using the S-hash algorithm. 
When the ip multicast multipath command is configured and multiple equal-cost paths exist, the path 
in which multicast traffic will travel is selected based on the source IP address. Multicast traffic from 
different sources will be load split across the different equal-cost paths. Load splitting will not occur 
across equal-cost paths for multicast traffic from the same source sent to different multicast groups.

Note The ip multicast multipath command load splits the traffic and does not load balance the traffic. Traffic 
from a source will use only one path, even if the traffic far outweighs traffic from other sources.

If the ip multicast multipath command is configured with the s-g-hash keyword and multiple 
equal-cost paths exist, load splitting will occur across equal-cost paths based on source and group 
address or on source, group, and next-hop address. If you specify the optional s-g-hash keyword for load 
splitting IP multicast traffic, you must select the algorithm used to calculate the equal-cost paths by 
specifying one of the following keywords:

 • basic—Enables a simple hash based on source and group address. The basic S-G-hash algorithm is 
predictable because no randomization is used in calculating the hash value. The basic S-G-hash 
algorithm, however, is subject to polarization because for a given source and group, the same hash 
is always picked irrespective of the router the hash is being calculated on.

 • next-hop-based—Enables a more complex hash based on source, group, and next-hop address. The 
next-hop-based S-G-hash algorithm is predictable because no randomization is used in coming up 
with the hash value. Unlike the S-hash and basic S-G-hash algorithms, the next-hop-based hash 
mechanism is not subject to polarization.

Examples The following example shows how to enable ECMP multicast load splitting on a router based on source 
address using the S-hash algorithm:

ip multicast multipath

The following example shows how to enable ECMP multicast load splitting on a router based on source 
and group address using the basic S-G-hash algorithm:

ip multicast multipath s-g-hash basic

The following example shows how to enable ECMP multicast load splitting on a router based on source, 
group, and next-hop address using the next-hop-based S-G-hash algorithm:

ip multicast multipath s-g-hash next-hop-based

Related Commands Command Description

show ip rpf Displays how IP multicast routing does RPF.
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ip multicast rate-limit
To control the rate a sender from the source list can send to a multicast group in the group list, use the 
ip multicast rate-limit command in interface configuration mode. To remove the control, use the no 
form of this command. 

ip multicast rate-limit {in | out} [video | whiteboard] [group-list access-list] [source-list 
access-list] kbps

no ip multicast rate-limit {in | out} [video | whiteboard] [group-list access-list] [source-list 
access-list] kbps

Syntax Description 

Defaults If this command is not configured, there is no rate limit. 
If this command is configured, the kbps value defaults to 0, meaning that no traffic is permitted.

Command Modes Interface configuration

Command History

in Accepts only packets at the rate of the kbps value or slower on the 
interface.

out Sends only a maximum of the kbps value on the interface.

video (Optional) Performs rate limiting based on the User Datagram Protocol 
(UDP) port number used by video traffic. Video traffic is identified by 
consulting the Session Announcement Protocol (SAP) cache.

whiteboard (Optional) Performs rate limiting based on the UDP port number used by 
whiteboard traffic. Whiteboard traffic is identified by consulting the SAP 
cache.

group-list access-list (Optional) Specifies the access list number or name that controls which 
multicast groups are subject to the rate limit.

source-list access-list (Optional) Specifies the access list number or name that controls which 
senders are subject to the rate limit.

kbps Transmission rate (in kbps). Any packets sent at greater than this value are 
silently discarded. The default value is 0, meaning that no traffic is 
permitted. Therefore, set this to a positive value.

Release Modification

11.0 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. 
Support in a specific 12.2SX release of this train depends on your feature 
set, platform, and platform hardware.
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Usage Guidelines If a router receives a packet the user has sent over the limit, the packet is dropped; otherwise, it is 
forwarded. 

For the video or whiteboard keyword to work, the ip sap listen command must be enabled so that the 
port number can be obtained from the SAP cache. If the ip sap listen command is not enabled, or the 
group address is not in the SAP cache, no rate-limiting is done for the group.

Examples In the following example, packets to any group from sources in network 172.16.0.0 will have their 
packets rate-limited to 64 kbps:

interface serial 0
 ip multicast rate-limit out group-list 1 source-list 2 64
access-list 1 permit 0.0.0.0 255.255.255.255
access-list 2 permit 172.16.0.0 0.0.255.255

Related Commands Command Description

ip sap listen Enables the Cisco IOS software to listen to session directory advertisements.



 

IP Multicast Commands
ip multicast route-limit

IMC-211
Cisco IOS IP Multicast Command Reference

January 2008

ip multicast route-limit
To limit the number of multicast routes (mroutes) that can be added to a multicast routing table, use the 
ip multicast route-limit command in global configuration mode. To disable this configuration, use the 
no form of this command.

ip multicast [vrf vrf-name] route-limit limit [threshold]

no ip multicast [vrf vrf-name] route-limit limit [threshold]

Syntax Description

Defaults limit: 2147483647

Command Modes Global configuration

Command History

Usage Guidelines The ip multicast route-limit command limits the number of multicast routes that can be added to a 
router and generates an error message when the limit is exceeded. If the user sets the threshold argument, 
a threshold error message is generated when the threshold is exceeded, and the message continues to 
occur until the number of mroutes reaches the limit set by the limit argument.

The mroute warning threshold must not exceed the mroute limit.

Examples The following example shows how to set the mroute limit to 200,000 and the threshold to 20,000 mroutes 
for a VRF instance named test: 

ip multicast vrf test route-limit 200000 20000

vrf (Optional) Supports the multicast Virtual Private Network (VPN) routing and 
forwarding (VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

limit The number of mroutes that can be added. The range is from 1 to 2147483647. 
The default is 2147483647.

threshold (Optional) The number of mroutes that cause a warning message to occur. The 
threshold value must not exceed the limit value.

Release Modification

12.0(23)S This command was introduced.

12.2 This command was integrated into Cisco IOS Release 12.2.

12.2(14)S This command was integrated into Cisco IOS Releaes 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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ip multicast rpf backoff
To configure the intervals at which Protocol Independent Multicast (PIM) Reverse Path Forwarding 
(RPF) failover will be triggered by changes in the routing tables, use the ip multicast rpf backoff 
command in global configuration mode. To set the triggered RPF check to the default values, use the no 
form of this command.

ip multicast rpf backoff minimum maximum [disable]

no ip multicast rpf backoff minimum maximum [disable]

Syntax Description

Command Default This command is enabled by default. 
minimum: 500 ms. 
maximum: 5000 ms.

Command Modes Global configuration

Command History

Usage Guidelines In an unstable unicast routing environment that uses triggered RPF checks, the environment could be 
constantly triggering RPF checks, which places a burden on the resources of the router. To avoid this 
problem, use the ip multicast rpf backoff command to prevent a second triggered RPF check from 
occurring for the length of time configured. That is, the PIM “backs off” from another triggered RPF 
check for a minimum amount of milliseconds as configured by the user. 

minimum The minimum configured backoff interval. The backoff interval is reset to 
the number of milliseconds (ms) configured by the minimum argument if a 
backoff interval has expired without any routing changes. The default is 500 
milliseconds (ms).

maximum The maximum amount of time, in milliseconds, allowed for a backoff 
interval. The maximum length of time that is allowed is 5000 ms. The 
default is 5000 ms.

disable (Optional) Turns off the triggered RPF check function.

Release Modification

12.0(22)S This command was introduced.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(15)T This command was integrated into Cisco IOS Release 12.2(15)T.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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If the backoff period expires without further routing table changes, PIM then scans for routing changes 
and accordingly establishes multicast RPF changes. However, if more routing changes occur during the 
backoff period, PIM doubles the backoff period to avoid overloading the router with PIM RPF changes 
while the routing table is still converging. 

Note We recommend that users keep the default values for this command. The default values allow subsecond 
RPF failover.

The maximum argument is used to configure the maximum backoff interval. The backoff time is reset to 
the time configured by the minimum argument if an entire backoff interval has expired without routing 
changes. 

The maximum argument default allows the RPF change behavior to be backward-compatible, allowing 
a 5-second RPF check interval in case of frequent route changes and a 500-ms RPF check interval in 
stable networks with only unplanned routing changes. Before the introduction of the ip multicast rpf 
backoff command, PIM polled the routing tables for changes every 5 seconds.

You likely need not change the defaults of the ip multicast rpf backoff command unless you have 
frequent route changes in your router (for example, on a dial-in router). Changing the defaults can allow 
you to reduce the maximum RPF check interval for faster availability of IP multicast on newly 
established routes or to increase the maximum RPF check interval to reduce the CPU load caused by the 
RPF check.

Examples The following example shows how to set the minimum backoff interval to 100 ms and the maximum 
backoff interval to 2500 ms:

ip multicast rpf backoff 100 2500 
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ip multicast rpf interval
To modify the intervals at which periodic Reverse Path Forwarding (RPF) checks occur, use the 
ip multicast rpf interval command in global configuration mode. To return to the default interval, use 
the no form of this command.

ip multicast rpf interval seconds [list access-list | route-map route-map]

no ip multicast rpf interval seconds [list access-list | route-map route-map]

Syntax Description

Command Default This command is enabled by default. 
seconds: 10

Command Modes Global configuration

Command History

Usage Guidelines You can configure multiple instances of this command by using an access list or a route map.

Note We recommend that users keep the default values for this command. The default values allow subsecond 
RPF failover. 

Examples The following example shows how to set the periodic RPF check interval to 10 seconds:

ip multicast rpf interval 10

The following example shows how to set the periodic RPF check interval for groups that are defined by 
access list 10 to 3 seconds:

ip multicast rpf interval 3 list 10

seconds The number of seconds at which the interval is configured. The default is 
10 seconds.

list access-list (Optional) Defines the interval of periodic RPF checks for an access list.

route-map route-map (Optional) Defines the interval of periodic RPF checks for a route map.

Release Modification

12.0(22)S This command was introduced.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(15)T This command was integrated into Cisco IOS Release 12.2(15)T.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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The following example shows how to set the periodic RPF check interval for groups that are defined by 
the route map named map to 2 seconds:

ip multicast rpf interval 2 route-map map

Related Commands Command Description

ip igmp query-interval Configures the frequency at which the Cisco IOS software sends IGMP host 
hello messages.
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ip multicast rpf proxy vector
To enable a router to perform a Reverse Path Forwarding (RPF) check on an IP address of the exit router 
in the global table or a specified VPN, use the ip multicast rpf proxy vector command in global 
configuration mode. To disable the RPF check, use the no form of this command.

ip multicast [vrf vrf-name] rpf proxy [rd] vector 

no ip multicast [vrf vrf-name] rpf proxy [rd] vector

Syntax Description

Defaults RPF proxy vectors are disabled.

Command Modes Global configuration (config)

Command History

Usage Guidelines This command can be used with or without VPNs. Provider edge (PE) routers configured with this 
command will include the BGP next-hop of a prefix into the PIM join message. This included IP address 
is used in the core routers to select the RPF path to the next-hop router, which is the exit point in the 
network for this prefix.

Use the rd keyword to enable a route distinguisher (RD) vector.

All upstream routers on the interface must support the RPF proxy vector.

vrf vrf-name (Optional) Enables the RPF Vector in inter-AS Multicast VPN (MVPN) 
scenarios (such as in Option B deployment scenarios) where PE loopbacks 
are not leaked into remote ASes for the Multicast VPN routing and 
forwarding (MVRF) instance specified for the vrf-name argument. 

Note The rd keyword is required if the vrf keyword and vrf-name 
argument are entered. 

rd (Optional) Enables the route distinguisher (RD) vector.

Note The rd keyword includes the RD value of the VPN associated with 
the PIM RPF Vector encoding inserted into PIM join and prune 
messages. Because ASBRs in Option B deployments change the next 
hop of the originating PE router for a given MDT group, including 
the RD value in the PIM RPF Vector encoding enables the ASBR to 
perform a lookup on the RD value for a prefix, which, in turn, 
enables the ASBR to identify which VPN the RPF vector is intended 
for.

Release Modification

12.0(30)S This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(31)SB2 This command was integrated into Cisco IOS Release 12.2(31)SB2.

12.2(33)SXH This command was integrated into Cisco IOS Release 12.2(33)SXH.
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Use the show ip pim neighbor command to see if a router supports this mode. The proxy encoding will 
be represented by the letter P.

Examples The following example shows how to enable an RPF proxy vector:

ip multicast rpf proxy vector

Related Commands Command Description

show ip mroute Displays the contents of the mroute table.

show ip pim neighbor Displays information about PIM neighbors. 



 

IP Multicast Commands
ip multicast rpf select

IMC-218
Cisco IOS IP Multicast Command Reference

January 2008

ip multicast rpf select
To configure Reverse Path Forwarding (RPF) lookups originating in a receiver Multicast VPN (MVPN) 
routing and forwarding (MVRF) instance or in the global routing table to be performed in a source 
MVRF instance or in the global routing table based on group address, use the ip multicast rpf select 
command. To disable the functionality, use the no form of the command.

ip multicast [vrf receiver-vrf-name] rpf select {global | vrf source-vrf-name} group-list 
access-list

no ip multicast [vrf receiver-vrf-name] rpf select {global | vrf source-vrf-name} group-list 
access-list

Syntax Description

Command Default No group-based VRF selection policies are configured.

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines Use the ip multicast rpf select command to configure group-based VRF selection policies. By defining 
group-based VRF selection policies, you can configure the RPF lookups originating in a receiver MVRF 
or in the global routing table to be performed in a source MVRF or in the global routing table based on 
group address. ACLs are used to define the groups to be applied to a group-based VRF selection policy. 

Use the show ip rpf select command after configuring group-based VRF selection policies to display 
group-to-VRF mapping information. 

Use the show ip rpf command to display how IP multicast does RPF.

vrf receiver-vrf-name (Optional) Applies a group-based VRF selection policy to RPF lookups 
originating in the MVRF specified for the receiver-vrf-name argument. 

If the optional vrf keyword and receiver-vrf-name argument are not 
specified, the group-based VRF selection policy applies to RPF lookups 
originating in the global table.

global Specifies that the RPF lookup for groups matching the access control list 
(ACL) specified for the group-list keyword and access-list argument be 
performed in the global routing table.

vrf source-vrf-name Specifies that the RPF lookups for groups matching the ACL specified with 
the group-list keyword and access-list argument be performed in the VRF 
specified for the vrf-name argument.

group-list access-list Specifies the ACL to be applied to the group-based VRF selection policy.

Release Modification

12.2(31)SB2 This command was introduced.
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Examples The following example shows how to use a group-based VRF selection policy to configure the RPF 
lookup for groups that match ACL 1 to be performed in VPN-A instead of the global table:

ip multicast rpf select vrf VPN-A group-list 1
!
.
.
.
!
access-list 1 permit 239.0.0.0 0.255.255.255
!

Related Commands Command Description

show ip rpf Displays how IP multicast routing does RPF. 
show ip rpf select Displays group-to-VRF mapping information.
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ip multicast ttl-threshold
To configure the time-to-live (TTL) threshold of packets being forwarded out an interface, use the ip 
multicast ttl-threshold command in interface configuration mode. To return to the default TTL 
threshold, use the no form of this command. 

ip multicast ttl-threshold ttl-value 

no ip multicast ttl-threshold ttl-value 

Syntax Description

Defaults The default TTL value is 0, which means that all multicast packets are forwarded out the interface.

Command Modes Interface configuration

Command History

Usage Guidelines Only multicast packets with a TTL value greater than the threshold are forwarded out the interface.

You should configure the TTL threshold only on border routers. Conversely, routers on which you 
configure a TTL threshold value automatically become border routers.

This command replaces the ip multicast-threshold command.

Examples The following example sets the TTL threshold on a border router to 200, which is a very high value. In 
this example multicast packets must have a TTL greater than 200 in order to be forwarded out this 
interface. Multicast applications generally set this value well below 200. Therefore, setting a value of 
200 means that no packets will be forwarded out the interface. 

interface tunnel 0
 ip multicast ttl-threshold 200

ttl-value Time-to-live value, in hops. It can be a value from 0 to 255. The default value 
is 0, which means that all multicast packets are forwarded out the interface.

Release Modification

11.0 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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ip multicast use-functional
To enable the mapping of IP multicast addresses to the Token Ring functional address 
0xc000.0004.0000, use the ip multicast use-functional command in interface configuration mode. To 
disable the function, use the no form of this command. 

ip multicast use-functional

no ip multicast use-functional

Syntax Description This command has no arguments or keywords.

Defaults IP multicast address are mapped to the MAC-layer address 0xFFFF.FFFF.FFFF.

Command Modes Interface configuration

Command History

Usage Guidelines This command is accepted only on a Token Ring interface. 

Neighboring devices on the Token Ring on which this feature is used should also use the same functional 
address for IP multicast traffic.

Because there are a limited number of Token Ring functional addresses, other protocols may be assigned 
to the Token Ring functional address 0xc000.0004.0000. Therefore, not every frame sent to the 
functional address is necessarily an IP multicast frame.

Examples The following example configures any IP multicast packets going out Token Ring interface 0 to be 
mapped to MAC address 0xc000.0004.0000:

interface token 0
 ip address 10.0.0.0 255.255.255.0
 ip pim dense-mode
 ip multicast use-functional

Release Modification

11.1 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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ip multicast-routing
To enable IP multicast routing, use the ip multicast-routing command in global configuration mode. To 
disable IP multicast routing, use the no form of this command.

ip multicast-routing [vrf vrf-name] [distributed] 

no ip multicast-routing [vrf vrf-name] 

Syntax Description

Defaults IP multicast routing is disabled.

Command Modes Global configuration

Command History

Usage Guidelines When IP multicast routing is disabled, the Cisco IOS software does not forward any multicast packets.

vrf (Optional) Supports the Multicast Virtual Private Network (VPN) 
routing/forwarding instance (VRF).

vrf-name (Optional) Name assigned to the VRF.

distributed (Optional) Enables Multicast Distributed Switching (MDS).

Release Modification

10.0 This command was introduced.

11.2(11)GS The distributed keyword was added.

12.0(5)T The effect of this command was modified. If IP multicast Multilayer 
Switching (MLS) is enabled, using the no form of this command now 
disables IP multicast routing on the Multicast MultiLayer Switching 
(MMLS) route processor (RP) and purges all multicast MLS cache entries 
on the MMLS-SE.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Examples The following example shows how to enable IP multicast routing:

Router(config)# ip multicast-routing 

The following example shows how to enable IP multicast routing on a specific VRF:

Router(config)# ip multicast-routing vrf vrf1

The following example shows how to disable IP multicast routing:

Router(config)# no ip multicast-routing

Related Commands Command Description

ip pim Enables PIM on an interface.
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ip pgm host

Note Support for the PGM Host feature has been removed. Use of this command is not recommended.

To enable Pragmatic General Multicast (PGM) Host, use the ip pgm host command in global 
configuration mode. To disable PGM Host and close all open PGM Host traffic sessions, use the no form 
of this command.

ip pgm host [source-interface {interface-type interface-number} | connection-parameter]

no ip pgm host

Syntax Description

Defaults PGM Host is not enabled. 

Command Modes Global configuration

Command History

Usage Guidelines Using the ip pgm host command without a keyword or an argument enables PGM Host on the router and 
configures the router to source PGM packets through a virtual host interface. 

Specifying a physical or logical interface type (for example, an Ethernet, serial, or loopback interface) 
with the ip pgm host source-interface command configures the router to source PGM packets out of 
the physical or logical interface.

Note You must first enable PGM Host globally on the router using the ip pgm host command before sourcing 
PGM packets out of a physical or logical interface using the ip pgm host source-interface command.

source-interface 
interface-type 
interface-number

(Optional) Specifies the interface type and number on which to run 
PGM Host.

connection-parameter (Optional) Configures advanced PGM Host connection parameters. 
The optional configuration parameters should be configured only by 
experts in PGM technology. See Table 8 for a comprehensive list of 
the optional connection parameters and their definitions.

Release Modification

12.1(1)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. 
Support in a specific 12.2SX release of this train depends on your 
feature set, platform, and platform hardware.
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Sourcing PGM packets through a virtual host interface enables the router to send and receive PGM 
packets through any router interface. The virtual host interface also serves as the interface to the 
multicast applications that reside at the PGM network layer.

Sourcing IP multicast traffic out a specific physical or logical interface configures the router to send 
PGM packets out that interface only and to receive packets on any router interface.

When both PGM Host and Router Assist are enabled on the router, the router can process received PGM 
packets as a virtual PGM Host, originate PGM packets and serve as its own first hop PGM network 
element, and forward received PGM packets. Refer to the “Configuring PGM Host and Router Assist” 
chapter of the Cisco IOS IP Configuration Guide for more information about PGM Router Assist.

Table 8 lists the available parameters for the connection-parameter argument. The parameters should be 
configured only by experts in PGM technology. Use the no ip pgm host connection-parameter 
command to return a parameter to its default value.

Table 8 ip pgm host Connection Parameters 

Parameter Definition

ihb-max milliseconds (Optional) Sets the source path message (SPM) 
interheartbeat timer maximum. The default is 
10000 milliseconds (ms).

ihb-min milliseconds (Optional) Sets the SPM interheartbeat timer 
minimum. The default is 1000 ms.

join milliseconds (Optional) Sets the amount of time the PGM Host 
waits, when running in router mode, for client 
requests. The default is 0 ms.

nak-gen-ivl milliseconds (Optional) Sets the amount of time the PGM Host 
waits for a PGM negative acknowledgment (NAK) 
data packet. The default is 60000 ms.

nak-rb-ivl milliseconds (Optional) Sets the amount of time the PGM Host 
waits before sending a PGM NAK data packet. The 
default is 500 ms.

nak-rdata-ivl milliseconds (Optional) Sets the amount of time the PGM Host 
waits for a re-sent PGM NAK (NAK RDATA) data 
packet. The default is 2000 ms.

nak-rpt-ivl milliseconds (Optional) Sets the amount of time the PGM Host 
waits for a PGM NAK confirmation (NAK NCF) data 
packet. The default is 2000 ms.

ncf-max packets-per-second (Optional) Sets the maximum number of PGM NAK 
confirmation data packets (NAK NCFs) the PGM 
Host sends per second. The default is infinite.

rx-buffer-mgmt {full | minimum} (Optional) Sets the type of receive data buffers (full or 
minimum) for the PGM Host. The default is 
minimum.

spm-ambient-ivl milliseconds (Optional) Sets the amount of time the PGM Host 
waits for a PGM source path message (SPM) ambient 
data packet. The default is 6000 ms.
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Examples The following example enables PGM Host (both the source and receiver part of the PGM network layer) 
globally on the router and configures the router to source PGM packets through a virtual host interface:

ip pgm host

The following example enables PGM Host globally on the router and configures the router to source 
PGM packets out of physical Ethernet interface 0/1:

ip pgm host
ip pgm host source-interface ethernet 0/1

spm-rpt-ivl milliseconds (Optional) Sets the amount of time the PGM Host 
waits for a PGM SPM repeat data packet. The default 
is 3000 ms.

stream-type {apdu | byte} (Optional) Sets the data stream type (apdu or byte) for 
the PGM Host. The default is apdu.

tpdu-size number (Optional) Sets the size of the source transport data 
unit (TPDU) for the PGM Host. The available range 
is 41 through 16384 bytes. The default is 1400 bytes.

ttl number (Optional) Sets the time-to-live (TTL) value on the 
PGM Host for sent multicast data packets. The default 
is 255 hops. The TTL value for a packet is 
decremented by 1 as the packet passes through a 
router.

tx-buffer-mgmt {keep | return} (Optional) Sets the type of transmit data buffers (keep 
or return) for the PGM Host. The default is return.

tx-adv-method {data | time} (Optional) Sets the type of advanced transmit window 
method (data or time) for the PGM Host. The default 
is time. 

txw-adv-secs milliseconds (Optional) Sets the size of the advanced transmit 
window for the PGM Host. The default is 6000 ms.

txw-adv-timeout-max milliseconds (Optional) Sets the time after which a transmit 
window will be advanced regardless of observed 
NAKs.

txw-rte bytes-per-second (Optional) Sets the data transmit rate for the PGM 
Host. The default is 16384 bytes per second.

txw-secs milliseconds (Optional) Sets the data transmit window size for the 
PGM Host. The default is 30000 ms.

txw-timeout-max milliseconds (Optional) Sets the amount of time the PGM Host 
waits for data packets, even if the PGM Host receives 
PGM NAK data packets. The default is 3600000 ms.

Table 8 ip pgm host Connection Parameters (continued)

Parameter Definition
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Related Commands Command Description

clear ip pgm host Resets PGM Host connections to their default values and clears 
traffic statistics.

ip pgm router Enables PGM Router Assist and thereby allows PGM to operate 
more efficiently on the router.

show ip pgm host defaults Displays the default values for PGM Host traffic.

show ip pgm host sessions Displays open PGM Host traffic sessions.

show ip pgm host traffic Displays PGM Host traffic statistics.
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ip pgm router
To enable Pragmatic General Multicast (PGM) Router Assist and thereby allow PGM to operate more 
efficiently on the router, use the ip pgm router command in interface configuration mode. To disable 
PGM Router Assist for the interface, use the no form of this command.

ip pgm router

no ip pgm router

Syntax Description This command has no arguments or keywords.

Defaults PGM Router Assist is disabled for the interface.

Command Modes Interface configuration

Command History

Usage Guidelines This command is highly recommended for optimal deployment of PGM Reliable Transport Protocol on 
a host.

Examples In the following example, PGM Router Assist is configured on Ethernet interfaces 0 and 1:

ip multicast-routing
interface ethernet 0
 ip pim sparse-dense-mode
 ip pgm router
interface ethernet 1
 ip pim sparse-dense-mode
 ip pgm router

Related Commands

Release Modification

12.0(5)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.

Command Description

clear ip pgm router Clears PGM traffic statistics.

ip pgm host Enables PGM Host.

show ip pgm router Displays PGM Reliable Transport Protocol state and statistics.
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ip pim
To enable Protocol Independent Multicast (PIM) on an interface, use the ip pim command in interface 
configuration mode. To disable PIM on the interface, use the no form of this command.

ip pim {sparse-mode | sparse-dense-mode | dense-mode [proxy-register {list access-list | 
route-map map-name}]}

no ip pim {sparse-mode | sparse-dense-mode | dense-mode [proxy-register {list access-list | 
route-map map-name}]}

Syntax Description 

Defaults IP multicast routing is disabled on all interfaces.

Command Modes Interface configuration

Command History

Usage Guidelines Enabling PIM on an interface also enables Internet Group Management Protocol (IGMP) operation on 
that interface. An interface can be configured to be in dense mode, sparse mode, or sparse-dense mode. 
The mode describes how the Cisco IOS software populates its multicast routing table and how the 
software forwards multicast packets it receives from its directly connected LANs. Dense mode interfaces 

sparse-mode Enables sparse mode of operation. 

sparse-dense-mode Treats the interface in either sparse mode or dense mode of operation, 
depending on which mode the multicast group operates in.

dense-mode Enables dense mode of operation.

proxy-register (Optional) Enables proxy registering on the interface of a designated 
router (DR) (leading toward the bordering dense mode region) for 
multicast traffic from sources not connected to the DR.

list access-list (Optional) Defines the extended access list number or name.

route-map map-name (Optional) Defines the route map.

Release Modification

10.0 This command was introduced.

11.1 The sparse-dense-mode keyword was added.

12.0 S The following keywords and arguments were added:

 • proxy-register

 • list access-list

 • route-map map-name

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. 
Support in a specific 12.2SX release of this train depends on your feature 
set, platform, and platform hardware.
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are always added to the table when the multicast routing table is populated. Sparse mode interfaces are 
added to the table only when periodic join messages are received from downstream routers, or there is a 
directly connected member on the interface.

Dense Mode

Initially, a dense mode interface forwards multicast packets until the router determines that there are 
group members or downstream routers, or until a prune message is received from a downstream router. 
Then, the dense mode interface periodically forwards multicast packets out the interface until the same 
conditions occur. Dense mode assumes that multicast group members are present. Dense mode routers 
never send a join message. They do send prune messages as soon as they determine they have no 
members or downstream PIM routers. A dense mode interface is subject to multicast flooding by default.

Dense Mode with Proxy Registering

For a router in a PIM sparse mode (PIM-SM) domain configured to operate in sparse mode or 
sparse-dense mode, the ip pim dense-mode proxy-register command must be configured on the 
interface leading toward the bordering dense mode region. This configuration will enable the router to 
register traffic from the dense mode region with the rendezvous point (RP) in the sparse mode domain.

Prior to Cisco IOS Release 12.0 S, an RP needed to be running on the border router leading toward a 
dense mode region so that the RP could learn about traffic from sources in the dense mode region.

This command requires an extended access list or route map argument specifying which traffic the router 
needs to register with the RP. This command applies only to sources reachable through a PIM router. 
Cisco IOS software will always register traffic from remote sources if it arrives on a dense mode 
interface and if the Reverse Path Forwarding (RPF) neighbor leading toward the source is a Distance 
Vector Multicast Routing Protocol (DVMRP) but not a PIM router. This functionality has existed since 
Cisco IOS Release 10.0 and cannot be modified (restricted) with an access list or route map.

Sparse Mode

A sparse mode interface is used for multicast forwarding only if a join message is received from a 
downstream router or if group members are directly connected to the interface. Sparse mode assumes 
that no other multicast group members are present. When sparse mode routers want to join the shared 
path, they periodically send join messages toward the RP. When sparse mode routers want to join the 
source path, they periodically send join messages toward the source; they also send periodic prune 
messages toward the RP to prune the shared path.

Sparse-Dense Mode

An alternative to choosing just dense mode or just sparse mode is to run PIM in a single region in sparse 
mode for some groups and dense mode for other groups.

In sparse-dense mode, if the group is in dense mode, the interface will be treated as dense mode. If the 
group is in sparse mode, the interface will be treated in sparse mode. The group is “sparse” if the router 
knows about an RP for that group.

When an interface is treated in dense mode, it is populated in the outgoing interface list of the multicast 
routing table when either of the following conditions is true:

 • Members or DVMRP neighbors are on the interface.

 • Any of the PIM neighbors on the interface have not pruned for the group.

When an interface is treated in sparse mode, it is populated in the outgoing interface list of the multicast 
routing table when either of the following conditions is true:

 • Members or DVMRP neighbors are on the interface.

 • A PIM neighbor on the interface has received an explicit join message.
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Examples The following example shows how to enable PIM-SM on tunnel interface 0 and set the address of the RP 
router to 226.0.0.8:

ip pim rp-address 226.0.0.8
interface tunnel 0
  ip pim sparse-mode

The following example shows how to enable PIM dense mode (PIM-DM) on Ethernet interface 1:

interface ethernet 1
  ip pim dense-mode

The following example shows how to enable PIM sparse-dense mode on Ethernet interface 1:

interface ethernet 1
  ip pim sparse-dense-mode

The following example shows how to register the multicast traffic for any source and any multicast 
group:

interface ethernet 0
  ip address 172.16.0.0 255.255.255.0
  description Ethernet interface towards the PIM sparse-mode domain
  ip pim sparse-dense-mode
!
interface ethernet 1
  ip address 192.44.81.5 255.255.255.0
  description Ethernet interface towards the PIM dens-mode region
  ip pim dense-mode proxy-register list 100
!
access-list 100 permit ip any any

Related Commands Command Description

ip multicast-routing Enables IP multicast routing or multicast distributed switching.

ip pim rp-address Configures the address of a PIM RP for a particular group.

show ip pim interface Displays information about interfaces configured for PIM.
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ip pim accept-register
To configure a candidate rendezvous point (RP) router to filter Protocol Independent Multicast (PIM) 
register messages, use the ip pim accept-register command in global configuration mode. To disable 
this function, use the no form of this command.

ip pim [vrf vrf-name] accept-register {list access-list | route-map map-name}

no ip pim [vrf vrf-name] accept-register {list access-list | route-map map-name}

Syntax Description

Defaults The command is disabled.

Command Modes Global configuration

Command History

Usage Guidelines Use this command to prevent unauthorized sources from registering with the RP. If an unauthorized 
source sends a register message to the RP, the RP will immediately send back a register-stop message.

Examples The following example shows how to restrict the RP from allowing sources in the Source Specific 
Multicast (SSM) range of addresses to register with the RP. These statements need to be configured only 
on the RP.

ip pim accept-register list no-ssm-range

ip access-list extended no-ssm-range
 deny ip any 232.0.0.0 0.255.255.255
 permit ip any any

vrf (Optional) Supports the multicast Virtual Private Network (VPN) routing 
and forwarding (VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

list access-list Defines the extended access list number or name.

route-map map-name Defines the route map.

Release Modification

12.0(7)T This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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ip pim accept-rp
To configure a router to accept join or prune messages destined for a specified rendezvous point (RP) 
and for a specific list of groups, use the ip pim accept-rp command in global configuration mode. To 
remove that check, use the no form of this command. 

ip pim [vrf vrf-name] accept-rp {rp-address | auto-rp} [access-list] 

no ip pim [vrf vrf-name] accept-rp {rp-address | auto-rp} [access-list] 

Syntax Description 

Defaults The command is disabled, so all join messages and prune messages are processed.

Command Modes Global configuration

Command History

Usage Guidelines This command causes the router to accept only (*, G) join messages destined for the specified RP 
address. Additionally, the group address must be in the range specified by the access list. 

When the rp-address argument is one of the addresses of the system, the system will be the RP only for 
the specified group range specified by the access list. When the group address is not in the group range, 
the RP will not accept join or register messages and will respond immediately to register messages with 
register-stop messages.

vrf (Optional) Supports the multicast Virtual Private Network (VPN) 
routing and forwarding (VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

rp-address RP address of the RP allowed to send join messages to groups in the 
range specified by the group access list.

auto-rp Accepts join and register messages only for RPs that are in the 
Auto-RP cache.

access-list (Optional) Access list number or name that defines which groups are 
subject to the check.

Release Modification

10.2 This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 
720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Examples The following example shows how to configure the router to accept join or prune messages destined for 
the RP at address 172.17.1.1 for the multicast group 224.2.2.2:

ip pim accept-rp 172.17.1.1 3
access-list 3 permit 224.2.2.2

Related Commands Command Description

access-list (IP standard) Defines a standard IP access list.
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ip pim autorp listener
To cause IP multicast traffic for the two Auto-RP groups 224.0.1.39 and 224.0.1.40 to be Protocol 
Independent Multicast (PIM) dense mode flooded across interfaces operating in PIM sparse mode, use 
the ip pim autorp listener command in global configuration mode. To disable this feature, use the no 
form of this command.

ip pim autorp listener

no ip pim autorp listener

Syntax Description This command has no arguments or keywords.

Defaults This command is disabled by default.

Command Modes Global configuration

Command History

Usage Guidelines Use the ip pim autorp listener command with interfaces configured for PIM sparse mode operation in 
order to establish a network configuration where Auto-RP operates in PIM dense mode and multicast 
traffic can operate in sparse mode, bidirectional mode, or Source Specific Multicast (SSM) mode.

Examples The following example enables IP multicast routing and the Auto-RP listener feature on a router. It also 
configures the router as a candidate RP for the multicast groups 239.254.2.0 through 239.254.2.255.

ip multicast-routing
ip pim autorp listener

ip pim send-rp-announce Loopback0 scope 16 group-list 1
ip pim send-rp-discovery Loopback1 scope 16
access-list 1 permit 239.254.2.0 0.0.0.255

Release Modification

12.2(7) This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.



 

IP Multicast Commands
ip pim bidir-enable

IMC-236
Cisco IOS IP Multicast Command Reference

January 2008

ip pim bidir-enable
To enable bidirectional Protocol Independent Multicast (bidir-PIM), use the ip pim bidir-enable 
command in global configuration mode. To disable bidir-PIM, use the no form of this command. 

ip pim [vrf vrf-name] bidir-enable

no ip pim [vrf vrf-name] bidir-enable 

Syntax Description 

Defaults The command is enabled.

Command Modes Global configuration

Command History

Usage Guidelines Bidir-PIM is disabled by default to ensure complete backward compatibility when upgrading a router to 
Cisco IOS Release 12.0(18)ST or a later release.

When bidir-PIM is disabled, the router will behave similarly to a router without bidir-PIM support. The 
following conditions will apply:

 • PIM hello messages sent by the router will not contain the bidirectional mode option.

 • The router will not send designated forwarder (DF) election messages and will ignore DF election 
messages it receives.

 • The ip pim rp-address, ip pim send-rp-announce, and ip pim rp-candidate global configuration 
commands will be treated as follows:

 – If these commands are configured when bidir-PIM is disabled, bidirectional mode will not be a 
configuration option.

vrf (Optional) Supports the multicast Virtual Private Network (VPN) 
routing and forwarding (VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

Release Modification

12.0(18)ST This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2 This command was integrated into Cisco IOS Release 12.2.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 
720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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 – If these commands are configured with the bidirectional mode option when bidir-PIM is enabled 
and then bidir-PIM is disabled, these commands will be removed from the command-line 
interface (CLI). In this situation, these commands must be configured again with the 
bidirectional mode option when bidir-PIM is reenabled.

 • The df keyword for the show ip pim interface user EXEC or privileged EXEC command and 
debug ip pim privileged EXEC command is not supported.

Examples The following example shows how to configure a rendezvous point (RP) for both sparse mode and 
bidirectional mode groups: 224/8 and 227/8 are bidirectional groups, 226/8 is sparse mode, and 225/8 is 
dense mode. The RP must be configured to use different IP addresses for the sparse mode and 
bidirectional mode operations. Two loopback interfaces are used to allow this configuration. The 
addresses of these loopback interfaces must be routed throughout the PIM domain such that the other 
routers in the PIM domain can receive Auto-RP announcements and communicate with the RP.

ip multicast-routing 
ip pim bidir-enable 
!
interface loopback 0
description One Loopback adddress for this routers Bidir Mode RP function
ip address 10.0.1.1 255.255.255.0
 ip pim sparse-dense-mode
!
interface loopback 1
 description One Loopback adddress for this routers Sparse Mode RP function
 ip address 10.0.2.1 255.255.255.0
 ip pim sparse-dense-mode
 
ip pim send-rp-announce Loopback0 scope 10 group-list 45 bidir
ip pim send-rp-announce Loopback1 scope 10 group-list 46
ip pim send-rp-discovery scope 10
 
access-list 45 permit 224.0.0.0 0.255.255.255
access-list 45 permit 227.0.0.0 0.255.255.255
access-list 45 deny   225.0.0.0 0.255.255.255
 
access-list 46 permit 226.0.0.0 0.255.255.255

Related Commands Command Description

debug ip pim Displays PIM packets received and sent, and to display 
PIM-related events.

ip pim rp-address Configures the address of a PIM RP for a particular group.

ip pim rp-candidate Configures the router to advertise itself as a PIM Version 2 
candidate RP to the BSR.

ip pm send-rp-announce Uses Auto-RP to configure for which groups the router is 
willing to act as RP.
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ip pim bidir-neighbor-filter
To configure an access list (ACL) to specify which bidirectionally capable (bidir-capable) neighbors will 
participate in the designated forwarder (DF) election, use the ip pim bidir-neighbor-filter command in 
interface configuration mode. To allow all neighbors to participate in DF election, use the no form of 
this command.

ip pim bidir-neighbor-filter acl-name

no ip pim bidir-neighbor-filter acl-name 

Syntax Description

Defaults All routers are considered to be bidirectional (bidir) capable.

Command Modes Interface configuration

Command History

Usage Guidelines Normally, DF election only occurs on those interfaces on which all Protocol Independent Multicast 
(PIM) neighbors are bidir capable. To allow for a smoother transition from a sparse-mode only network 
to a hybrid bidir-/sparse-mode network, the ip pim bidir-neighbor-filter command enables you to 
specify what routers should be participating on the DF election, while still allowing all routers to 
participate in the sparse-mode domain.

Bidirectional PIM allows multicast routers to keep reduced state information. All of the multicast routers 
in a segment must be bidirectionally enabled in order for bidir to elect a DF. Because routers in a segment 
are not always bidir-enabled, a mechanism is necessary to allow these routers to elect a DF from those 
routers on a segment that are bidir-enabled.

Multicast boundaries on the nonbidir routers are defined to prevent PIM messages and data for the bidir 
groups to leak in or out of the bidir subset cloud. Meanwhile, the bidir routers can elect a DF from among 
themselves even when there are nonbidir routers in the segment.

The ip pim bidir-neighbor-filter command allows the use of an ACL to specify which neighbors will 
participate in the DF election, allowing bidir deployment in the necessary routers without having to 
upgrade all of the routers in the segment.

Default behavior is that all routers are considered to be bidir-capable. Therefore, if one neighbor does 
not support bidir, the DF election will not occur. 

acl-name Specified ACL. 

Release Modification

12.2(10)S This command was introduced. 

12.2(11)T This command was integrated into Cisco IOS Release 12.2(11)T.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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When the ip pim bidir-neighbor-filter command is enabled, the routers that are permitted by the ACL 
are considered to be bidir-capable. Therefore:

 • If a permitted neighbor does not support bidir, the DF election will not occur.

 • If a denied neighbor does not support bidir, DF election still occurs among all other routers on the 
segment. 

Examples In the following example, the neighbor at address 10.4.0.3 is considered to be bidir-capable:

Router# show ip pim neighbor ethernet 3/3 

PIM Neighbor Table
Neighbor          Interface                Uptime/Expires    Ver   DR
Address
Prio/Mode
10.4.0.4          Ethernet3/3              00:01:52/00:01:20 v2    1 / DR B
10.4.0.3          Ethernet3/3              00:01:52/00:01:20 v2    1 / B

Router# show access-lists 50

Standard IP access list 50
    10 permit 10.4.0.4 (3 matches)
    20 deny   10.4.0.3 (7 matches)

The ip pim bidir-neighbor-filter 50 command sets conditions for DF election through use of ACL 50.

Router(config) interface ethernet 3/3
Router(config-if)# ip pim bidir-neighbor-filter 50

The following example shows the neighbor router at address 10.4.0.4 is now permitted to participate in 
DF election, and the neighbor router at address 10.4.0.3 is now denied access to DF election:

Router# show run interface ethernet 3/3 

Building configuration...

Current configuration :210 bytes
!
interface Ethernet3/3
 ip address 10.4.0.2 255.255.0.0 
 no ip redirects 
 no ip proxy-arp 
 ip pim bidir-neighbor-filter 50
 ip pim sparse-dense-mode 
 no ip route-cache cef
 no ip route-cache
 duplex half
 end

Router# show ip pim neighbor ethernet 3/3 

PIM Neighbor Table
Neighbor          Interface                Uptime/Expires    Ver   DR
Address
Prio/Mode
10.4.0.4          Ethernet3/3              00:04:03/00:01:39 v2    1 / DR B
10.4.0.3          Ethernet3/3              00:04:03/00:01:38 v2    1 /
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ip pim border
The ip pim border command is replaced by the ip pim bsr-border command. See the description of the 
ip pim bsr-border command for more information.



 

IP Multicast Commands
ip pim bsr-border

IMC-241
Cisco IOS IP Multicast Command Reference

January 2008

ip pim bsr-border
To prevent bootstrap router (BSR) messages from being sent or received through an interface, use the ip 
pim bsr-border command in interface configuration mode. To disable this configuration, use the no 
form of this command. 

ip pim bsr-border

no ip pim bsr-border 

Syntax Description This command has no arguments or keywords.

Defaults The command is disabled.

Command Modes Interface configuration

Command History

Usage Guidelines When this command is configured on an interface, no Protocol Independent Multicast (PIM) Version 2 
BSR messages will be sent or received through the interface. Configure an interface bordering another 
PIM domain with this command to avoid BSR messages from being exchanged between the two 
domains. BSR messages should not be exchanged between different domains, because routers in one 
domain may elect rendezvous points (RPs) in the other domain, resulting in protocol malfunction or loss 
of isolation between the domains.

Note This command does not set up multicast boundaries. It sets up only a PIM domain BSR message border.

Examples The following example configures the interface to be the PIM domain border:

interface ethernet 1
ip pim bsr-border

Release Modification

11.3 T The ip pim border command was introduced.

12.0(8) The ip pim border command was replaced by the ip pim bsr-border 
command.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Related Commands Command Description

ip multicast boundary Configures an administratively scoped boundary.

ip pim bsr-candidate Configures the router to announce its candidacy as a BSR.
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ip pim bsr-candidate
To configure the router to announce its candidacy as a bootstrap router (BSR), use the ip pim 
bsr-candidate command in global configuration mode. To remove this router as a candidate for being a 
bootstrap router, use the no form of this command. 

ip pim [vrf vrf-name] bsr-candidate interface-type interface-number [hash-mask-length] [priority]

no ip pim [vrf vrf-name] bsr-candidate interface-type interface-number [hash-mask-length] 
[priority]

Syntax Description

Defaults The command is disabled. 
priority: 0

Note The Cisco IOS implementation of PIM BSR uses the value 0 as the default priority for candidate RPs 
and BSRs. This implementation predates the draft-ietf-pim-sm-bsr IETF draft, the first IETF draft to 
specify 192 as the default priority value. The Cisco IOS implementation, thus, deviates from the IETF 
draft. To comply with the default priority value specified in the draft, you must explicitly set the priority 
value to 192.

Command Modes Global configuration

Command History

vrf (Optional) Supports the multicast Virtual Private Network (VPN) routing 
and forwarding (VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

interface-type 
interface-number

Interface type and number on this router from which the BSR address is 
derived, to make it a candidate. This interface must be enabled with Protocol 
Independent Multicast (PIM).

hash-mask-length (Optional) Length of a mask (32 bits maximum) that is to be ANDed with 
the group address before the hash function is called. All groups with the 
same seed hash (correspond) to the same RP. For example, if this value is 24, 
only the first 24 bits of the group addresses matter. This fact allows you to 
get one RP for multiple groups.

priority (Optional) Priority of the candidate BSR. Integer from 0 to 255. The BSR 
with the larger priority is preferred. If the priority values are the same, the 
router with the larger IP address is the BSR. The default value is 0.

Release Modification

11.3T This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.
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Usage Guidelines This command causes the router to send bootstrap messages to all its PIM neighbors, with the address 
of the designated interface as the BSR address. Each neighbor compares the BSR address with the 
address it had from previous bootstrap messages (not necessarily received on the same interface). If the 
current address is the same or higher address, it caches the current address and forwards the bootstrap 
message. Otherwise, it drops the bootstrap message.

This router continues to be the BSR until it receives a bootstrap message from another candidate BSR 
saying that it has a higher priority (or if the same priority, a higher IP address).

Use this command only in backbone routers that have good connectivity to all parts of the PIM domain. 
That is, a stub router that relies on an on-demand dialup link to connect to the rest of the PIM domain is 
not a good candidate BSR.

You must enable the interface-type with PIM.

When you set the hash-mask-length argument, all groups with the same seed hash correspond to the same 
rendezvous point. For example, if this value is 24, only the first 24 bits of the group addresses are 
applicable; using this setting allows you to get one rendezvous point for multiple groups.

When you set the priority argument, the BSR with the larger priority is preferred. If the priority values 
are the same, the router with the larger IP address is the BSR.

Examples The following example shows how to configure the IP address of the router on Ethernet interface 0/0 to 
be a candidate BSR with a priority of 192:

ip pim bsr-candidate ethernet 0/0 192

Related Commands

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Release Modification

Command Description

ip pim border Configures the interface to be the PIM domain border.

ip pim rp-candidate Configures the router to advertise itself as a PIM Version 2 candidate 
RP to the BSR.

ip pim send-rp-discovery Configures the router to be an RP-mapping agent.

show ip pim bsr Displays the BSR information.

show ip pim rp Displays active RPs that are cached with associated multicast routing 
entries.
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ip pim dm-fallback
To enable Protocol Independent Multicast (PIM) dense mode (DM) fallback, use the ip pim dm-fallback 
command in global configuration mode. To prevent PIM dense mode fallback and to block all multicast 
traffic for groups not specifically configured, use the no form of this command.

ip pim dm-fallback

no ip pim dm-fallback

Syntax Description This command has no arguments or keywords.

Command Default PIM dense mode fallback is enabled. That is, a multicast group in the absence of rendezvous point (RP) 
information will fall to dense mode, regardless of the interface mode configuration.

Command Modes Global configuration (config)

Command History

Usage Guidelines Use this command to prevent a router from falling back into PIM-DM when the RP becomes unavailable. 
This command also causes the router to block all multicast traffic for groups not specifically configured 
with an RP.

When IP multicast is used in mission-critical networks, you should avoid the use of PIM-DM. PIM 
makes the determination as to whether a multicast group operates in PIM-DM or PIM sparse-dense mode 
based solely on the existence of RP information in the group-to-RP mapping cache. If Auto-RP is 
configured or a bootstrap router (BSR) is used to distribute RP information, there is a risk that RP 
information can be lost if all RPs, Auto-RP, or the BSR for a group fails due to network congestion. This 
failure can lead to the network either partially or fully falling back into PIM-DM. 

If a network falls back into PIM-DM, dense mode flooding will occur. Routers that lose RP information 
will switch all existing states into dense mode and any new states that must be created for the failed group 
will be created in dense mode.

Examples The following example shows how to disable PIM-DM fallback:

no ip pim dm-fallback

Release Modification

12.3(4)T This command was introduced.

12.0(28)S This command was integrated into Cisco IOS Release 12.0(28)S.

12.2(25)S This command was integrated into Cisco IOS Release 12.2(25)S.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SXH This command was integrated into Cisco IOS Release 12.2(33)SXH.
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Related Commands Command Description

ip pim dense-mode Enables PIM dense mode on the interface.

ip pim 
sparse-dense-mode

Enables PIM to operate in sparse or dense mode, depending on the group. 
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ip pim dr-priority
To set the priority for which a router is elected as the designated router (DR), use the ip pim dr-priority 
command in interface configuration mode. To disable this function, use the no form of this command.

ip pim dr-priority priority-value

no ip pim dr-priority priority-value

Syntax Description

Defaults The command is disabled.

Command Modes Interface configuration

Command History

Usage Guidelines When a DR is a candidate for election, the following conditions apply:

 • The router with the highest priority value configured on an interface will be elected as the DR. If 
this priority value is the same on multiple routers, then the router with the highest IP address 
configured on an interface will be elected as the DR.

 • If a router does not advertise a priority value in its hello messages, the router is regarded as having 
the highest priority and will be elected as the DR. If there are multiple routers with this priority 
status, then the router with the highest IP address configured on an interface will be elected as the 
DR.

Examples The following example sets the DR priority value of the Ethernet0 interface to 200:

interface Ethernet0
  ip address 10.0.1.2 255.255.255.0
  ip pim dr-priority 200

priority-value Value in the range from 0 to 4294967294 used to determine the priority of 
the router to be selected as the DR.

Release Modification

12.1(2)T This command was introduced.
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ip pim minimum-vc-rate
To configure the minimum traffic rate to keep virtual circuits (VCs) from being idled, use the ip pim 
minimum-vc-rate command in interface configuration mode. To restore the default value, use the no 
form of this command. 

ip pim minimum-vc-rate pps

no ip pim minimum-vc-rate

Syntax Description

Defaults The default rate is 0 pps, which indicates all VCs are eligible for idling.

Command Modes Interface configuration

Command History

Usage Guidelines This command applies to an ATM interface only and also requires IP Protocol Independent Multicast 
sparse mode (PIM-SM).

An idling policy uses the ip pim vc-count number command to limit the number of VCs created by PIM. 
When the router stays at or below this number, no idling policy is in effect. When the next VC to be 
opened will exceed the number, an idling policy is exercised. Any virtual circuits with a traffic rate lower 
than the ip pim minimum-vc-rate command are subject to the idling policy.

Examples The following example configures a minimum rate of 2500 pps over a VC, below which the VC is 
eligible for idling:

ip pim minimum-vc-rate 2500

Related Commands

pps Rate, in packets per second, below which a VC is eligible for idling. The default 
value is 0, which means all VCs are eligible for idling. The range is from 0 to 
4294967295.

Release Modification

11.3 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in 
a specific 12.2SX release of this train depends on your feature set, platform, 
and platform hardware.

Command Description

ip pim vc-count Changes the maximum number of VCs that PIM can open.
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ip pim multipoint-signalling
To enable Protocol Independent Multicast (PIM) to open ATM multipoint switched virtual circuits (VCs) 
for each multicast group that a receiver joins, use the ip pim multipoint-signalling command in 
interface configuration mode. To disable the feature, use the no form of this command. 

ip pim multipoint-signalling

no ip pim multipoint-signalling

Syntax Description This command has no arguments or keywords.

Defaults The command is disabled. 
All multicast traffic goes to the static map multipoint VC as long as the atm multipoint-signalling 
command is configured.

Command Modes Interface configuration

Command History

Usage Guidelines This command is accepted only on an ATM interface. It allows optimal multicast trees to be built down 
to ATM switch granularity. This command can enhance router performance and link utilization because 
packets are not replicated and sent multiple times over the ATM interface.

Examples The following example enables PIM to open ATM multipoint switched VCs for each multicast group that 
is joined:

ip pim multipoint-signalling

Related Commands

Release Modification

11.3 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.

Command Description

atm multipoint-signalling Enables point-to-multipoint signaling to the ATM switch.

ip pim minimum-vc-rate Configures the minimum traffic rate to keep VCs from being idled.

ip pim vc-count Changes the maximum number of VCs that PIM can open.

show ip pim vc Displays ATM virtual circuit status information for multipoint VCs 
opened by PIM.
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ip pim nbma-mode
To configure a multiaccess WAN interface to be in nonbroadcast multiaccess (NBMA) mode, use the 
ip pim nbma-mode command in interface configuration mode. To disable this function, use the no form 
of this command. 

ip pim nbma-mode

no ip pim nbma-mode

Syntax Description This command has no arguments or keywords.

Defaults The command is disabled.

Command Modes Interface configuration

Command History

Usage Guidelines Use this command on Frame Relay, Switched Multimegabit Data Service (SMDS), or ATM only, 
especially when these media do not have native multicast available. Do not use this command on 
multicast-capable LANs such as Ethernet or FDDI.

When this command is configured, each Protocol Independent Multicast (PIM) join message is tracked 
in the outgoing interface list of a multicast routing table entry. Therefore, only PIM WAN neighbors that 
have joined for the group will get packets sent as data-link unicasts. This command should only be used 
when the ip pim sparse-mode command is configured on the interface. This command is not 
recommended for LANs that have natural multicast capabilities.

Examples The following example configures an interface to be in NBMA mode:

ip pim nbma-mode

Related Commands

Release Modification

11.0 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.

Command Description

ip pim Enables PIM on an interface.
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ip pim neighbor-filter
To prevent a router from participating in Protocol Independent Multicast (PIM) (for example, to 
configure stub multicast routing), use the ip pim neighbor-filter command in interface configuration 
mode. To remove the restriction, use the no form of this command. 

ip pim neighbor-filter access-list

no ip pim neighbor-filter access-list

Syntax Description

Defaults The command is disabled.

Command Modes Interface configuration

Command History

Examples The following example enables stub multicast routing on Router A, which has an outgoing interface with 
IP address 10.0.0.1. Router B is a central router with an incoming interface with address 10.0.0.2. Access 
list 1 filters PIM messages from the source (stub Router A).

Router A Configuration
ip multicast-routing
ip pim dense-mode
ip igmp helper-address 10.0.0.2

Router B Configuration
ip multicast-routing
 ip pim dense-mode : or ip pim sparse-mode
 ip pim neighbor-filter 1
access-list 1 deny 10.0.0.1

access-list Number or name of a standard IP access list that denies PIM packets from a 
source.

Release Modification

11.3 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Related Commands Command Description

access-list (IP standard) Defines a standard IP access list.

ip igmp helper-address Causes the system to forward all IGMP host reports and leave 
messages received on the interface to the specified IP address.
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ip pim query-interval
To configure the frequency of Protocol Independent Multicast (PIM) router query messages, use the ip 
pim query-interval command in interface configuration mode. To return to the default interval, use the 
no form of this command. 

ip pim query-interval period [msec]

no ip pim query-interval

Syntax Description 

Command Default This command is enabled by default. 
The PIM hello messages are sent every 30 seconds.

Command Modes Interface configuration

Command History

Usage Guidelines Routers configured for IP multicast send PIM hello messages to determine which router will be the 
designated router for each LAN segment (subnet). The designated router sends Internet Group 
Management Protocol (IGMP) host query messages to all hosts on the directly connected LAN. When 
operating in sparse mode, the designated router sends source registration messages to the rendezvous 
point (RP). The designated router is the router with the highest IP address. 

Examples The following example shows how to set the PIM hello interval to 45 seconds:

interface FastEthernet0/1
 ip pim query-interval 45

period The number of seconds or milliseconds (ms) that can be configured for the 
query interval. The range is from 1 to 65535.

msec (Optional) Specifies the interval, in milliseconds, at which periodic PIM 
hello messages are sent. If the msec keyword is not used along with the 
period argument, the interval range is assumed to be in seconds.

Release Modification

10.0 This command was introduced.

12.0(22)S The msec keyword was added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(15)T This command was integrated into Cisco IOS Release 12.2(15)T.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(31)SB This command was integrated into Cisco IOS Release 12.2(31)SB.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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The following example shows how to set the PIM hello interval to 100 milliseconds:

interface FastEthernet0/1
 ip pim query-interval 100 msec

Related Commands Command Description

ip igmp query-interval Configures the frequency at which the Cisco IOS software sends IGMP 
host query messages.
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ip pim register-rate-limit
To set a limit on the maximum number of Protocol Independent Multicast sparse mode (PIM-SM) 
register messages sent per second for each (S, G) routing entry, use the ip pim register-rate-limit 
command in global configuration mode. To disable this limit, use the no form of this command.

ip pim [vrf vrf-name] register-rate-limit rate

no ip pim [vrf vrf-name] register-rate-limit

Syntax Description

Defaults No limit is defined.

Command Modes Global configuration

Command History

Usage Guidelines Use this command to limit the number of register messages that the designated router (DR) will allow 
for each (S, G) entry. Enabling this command will limit the load on the DR and RP at the expense of 
dropping those register messages that exceed the set limit. Receivers may experience data packet loss 
within the first second in which register messages are sent from bursty sources.

If the ip pim command is configured with the dense-mode and proxy-register keywords, you must set 
a limit on the maximum number of PIM-SM register messages sent because of the potentially large 
number of sources from the dense mode area that may send data into the sparse mode region (and thus 
need registering in the border router).

This command applies only to sparse mode (S, G) multicast routing entries. 

vrf (Optional) Supports the multicast Virtual Private Network (VPN) routing 
and forwarding (VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

rate Maximum number of register messages sent per second by the router. By 
default, there is no maximum rate set.

Release Modification

11.3T This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T This command was integrated into Cisco IOS Release 12.2(13)T.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Examples The following example shows how to configure the ip pim register-rate-limit command with a 
maximum rate of two register messages per second:

ip pim register-rate-limit 2

Related Commands Command Description

ip pim Enables PIM on an interface.
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ip pim register-source
To configure the IP source address of a register message to an interface address other than the outgoing 
interface address of the designated router (DR) leading toward the rendezvous point (RP), use the ip pim 
register-source command in global configuration mode. To disable this configuration, use the no form 
of this command.

ip pim [vrf vrf-name] register-source interface-type interface-number

no ip pim [vrf vrf-name] register-source

Syntax Description

Defaults By default, the IP address of the outgoing interface of the DR leading toward the RP is used as the IP 
source address of a register message.

Command Modes Global configuration

Command History

Usage Guidelines This command is required only when the IP source address of a register message is not a uniquely routed 
address to which the RP can send packets. This situation may occur if the source address is filtered such 
that packets sent to it will not be forwarded or if the source address is not unique to the network. In these 
cases, the replies sent from the RP to the source address will fail to reach the DR, resulting in Protocol 
Independent Multicast sparse mode (PIM-SM) protocol failures.

If no IP source address is configured or if the configured source address is not in service, the IP address 
of the outgoing interface of the DR leading toward the RP is used as the IP source address of the register 
message. Therefore, we recommend using a loopback interface with an IP address that is uniquely routed 
throughout the PIM-SM domain.

vrf (Optional) Supports the multicast Virtual Private Network (VPN) routing 
and forwarding (VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

interface-type 
interface-number

Interface type and interface number that identify the IP source address of a 
register message.

Release Modification

12.0(8)T This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Examples The following example shows how to configure the IP source address of the register message to the 
loopback 3 interface of a DR:

ip pim register-source loopback 3
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ip pim rp-address
To configure the address of a Protocol Independent Multicast (PIM) rendezvous point (RP) for multicast 
groups, use the ip pim rp-address command in global configuration mode. To remove an RP address, 
use the no form of this command. 

ip pim [vrf vrf-name] rp-address rp-address [access-list] [override] [bidir]

no ip pim [vrf vrf-name] rp-address rp-address [access-list] [override] [bidir]

Syntax Description 

Command Default No PIM RPs are configured.

Command Modes Global configuration

Command History

vrf vrf-name (Optional) Specifies that the address of a PIM RP be associated with 
the Virtual Private Network (VPN) routing and forwarding (VRF) 
instance specified for the vrf-name argument.

rp-address IP address of a router to be a PIM RP. This is a unicast IP address in 
four-part dotted-decimal notation.

access-list (Optional) Number or name of an access list that defines for which 
multicast groups the RP should be used.

override (Optional) Indicates that if there is a conflict, the RP configured with 
this command prevails over the RP learned by Auto-RP.

bidir (Optional) Indicates that the multicast groups specified by the 
access-list argument are to operate in bidirectional mode. If the 
command is configured without this option, the groups specified will 
operate in PIM sparse mode.

Release Modification

10.2 This command was introduced.

11.1 The override keyword was added.

12.1(2)T The bidir keyword was added.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a 
specific 12.2SX release of this train depends on your feature set, platform, and 
platform hardware.
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Usage Guidelines In the Cisco IOS implementation of PIM, each multicast group individually operates in one of the 
following modes: dense mode, sparse mode, or bidirectional mode. Groups in sparse mode or 
bidirectional mode need to have the IP address of one router to operate as the RP for the group. All 
routers in a PIM domain need to have a consistent configuration for the mode and RP addresses of the 
multicast groups.

The Cisco IOS software learns the mode and RP addresses of multicast groups through the following 
three mechanisms: static configuration, Auto-RP, and bootstrap router (BSR). Use the ip pim 
rp-address command to statically define the mode of operations and RP address for multicast groups 
that are to operate in sparse mode or bidirectional mode. By default, groups will operate in dense mode. 
No commands explicitly define groups to operate in dense mode.

You can configure the Cisco IOS software to use a single RP for more than one group. The conditions 
specified by the access list determine for which groups the RP can be used. If no access list is configured, 
the RP is used for all groups. A PIM router can use multiple RPs, but only one per group. 

If multiple ip pim rp-address commands are configured, the following rules apply to a multicast group:

 • Highest RP IP address selection: If a group is matched by the access list of more than one ip pim 
rp-address command whose prefix masks are all the same lengths, then the mode and RP for the 
group are determined by the ip pim rp-address command with the highest RP address parameter.

 • Static evaluation: The mode and RP selection for a group are static and do not depend on the 
reachability of the individual RPs. The router will not start using an RP with a lower IP address or 
a shorter prefix length match if the better RP is not reachable. Use Auto-RP, BSR, or Anycast-RP to 
configure redundancy.

 • One IP address per command: An IP address can be used as a parameter for only one ip pim 
rp-address command. If an ip pim rp-address command is configured with an IP address 
parameter that was previously used to configure an older ip pim rp-address command, then this old 
command will be replaced with the newly configured command. This restriction also means that 
only one IP address can be used to provide RP functions for either sparse mode or bidirectional mode 
groups. Use different IP addresses of the same router to provide RP functions for both sparse mode 
and bidirectional mode from the same router.

 • One access list per command: A specific access list can be used as a parameter for only one ip pim 
rp-address command. If an ip pim rp-address command is configured with an access list parameter 
that was previously used to configure an older ip pim rp-address command, then this old command 
will be replaced with the newly configured command.

Static definitions for the group mode and RP address of the ip pim rp-address command may be used 
together with dynamically learned group mode and RP address mapping through Auto-RP or BSR. The 
following rules apply to a multicast group:

 • Group mode and RP address mappings learned through Auto-RP and BSR take precedence over 
mappings statistically defined by the ip pim rp-address command without the override keyword. 
Commands with the override keyword take precedence over dynamically learned mappings.

 • If you are using Auto-RP to distribute group-to-RP mappings, use the bidir keyword with the ip pim 
send-rp-announce command.

 • If you are using the PIM Version 2 bootstrap mechanism to distribute group-to-RP mappings, use 
the bidir keyword with the ip pim rp-candidate command.

Examples The following example shows how to set the PIM RP address to 192.168.0.0 for all multicast groups and 
defines all groups to operate in sparse mode:

ip pim rp-address 192.168.0.0
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Note The same RP cannot be used for both bidirectional and sparse mode groups.

The following example shows how to set the PIM RP address to 172.16.0.0 for the multicast group 
225.2.2.2 only:

access list 1 225.2.2.2 0.0.0.0
 ip pim rp-address 172.16.0.0 

Related Commands Command Description

access-list (IP standard) Defines a standard IP access list.

ip pim rp-candidate Configures the router to advertise itself as a PIM Version 2 
candidate RP to the bootstrap router.

ip pim send-rp-announce Uses Auto-RP to configure for which groups the router is 
willing to act as RP.
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ip pim rp-announce-filter
To filter incoming Auto-RP announcement messages coming from the rendezvous point (RP), use the ip 
pim rp-announce-filter command in global configuration mode. To remove the filter, use the no form 
of this command.

ip pim [vrf vrf-name] rp-announce-filter rp-list access-list group-list access-list

no ip pim [vrf vrf-name] rp-announce-filter rp-list access-list group-list access-list 

Syntax Description 

Defaults All RP announcements are accepted.

Command Modes Global configuration

Command History

Usage Guidelines Configure this command on the Protocol Independent Multicast (PIM) RP mapping agent. We 
recommend that if you use more than one RP mapping agent, make the filters among them consistent so 
that there are no conflicts in mapping state when the announcing agent goes down.

vrf (Optional) Supports the multicast Virtual Private Network (VPN) 
routing and forwarding (VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

rp-list access-list Specifies the number or name of a standard access list of RP 
addresses that are allowable for the group ranges supplied in the 
group-list access-list combination.

group-list access-list Specifies the number or name of a standard access list that describes 
the multicast groups the RPs serve.

Release Modification

11.1 This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 
720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 
12.2(33)SRA.
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Examples The following example shows how to configure the router to accept RP announcements from RPs in 
access list 1 for group ranges described in access list 2:

ip pim rp-announce-filter rp-list 1 group-list 2
access-list 1 permit 10.0.0.1
access-list 1 permit 10.0.0.2
access-list 2 permit 224.0.0.0 192.168.255.255

Related Commands Command Description

access-list (IP standard) Defines a standard IP access list.
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ip pim rp-candidate
To configure the router to advertise itself to the bootstrap router (BSR) as a Protocol Independent 
Multicast (PIM) Version 2 candidate rendezvous point (RP), use the ip pim rp-candidate command in 
global configuration mode. To remove this router as an RP candidate, use the no form of this command. 

ip pim [vrf vrf-name] rp-candidate interface-type interface-number [bidir] [group-list 
access-list] [interval seconds] [priority value]

no ip pim [vrf vrf-name] rp-candidate 

Syntax Description

Defaults The command is disabled. 
seconds: 60  
priority: 0

Note The Cisco IOS implementation of PIM BSR uses the value 0 as the default priority for candidate RPs 
and BSRs. This implementation predates the draft-ietf-pim-sm-bsr IETF draft, the first IETF draft to 
specify 192 as the default priority value. The Cisco IOS implementation, thus, deviates from the IETF 
draft. To comply with the default priority value specified in the draft, you must explicitly set the priority 
value to 192.

Command Modes Global configuration

vrf (Optional) Supports the multicast Virtual Private Network (VPN) routing 
and forwarding (VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

interface-type 
interface-number

The IP address associated with this interface type and number is advertised 
as a candidate RP address. 

bidir (Optional) Indicates that the multicast groups specified by the access-list 
argument are to operate in bidirectional mode. If the command is configured 
without this option, the groups specified will operate in PIM sparse mode.

group-list access-list (Optional) Specifies the standard IP access list number or name that defines 
the group prefixes that are advertised in association with the RP address. The 
access list name cannot contain a space or quotation mark, and must begin 
with an alphabetic character to avoid confusion with numbered access lists.

interval seconds (Optional) Indicates the RP candidate advertisement interval. The range is 
from 1 to 16383 seconds. The default value is 60 seconds.

priority value (Optional) Indicates the RP priority value. The range is from 0 to 255. The 
default value is 0.
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Command History

Usage Guidelines This command causes the router to send a PIM Version 2 message advertising itself as a candidate RP 
to the BSR. The addresses allowed by the access list, together with the router identified by the type and 
number, constitute the RP and its range of addresses for which it is responsible.

Use this command only in backbone routers that have good connectivity to all parts of the PIM domain. 
That is, a stub router that relies on an on-demand dialup link to connect to the rest of the PIM domain is 
not a good candidate RP.

Use this command with the bidir keyword when you want bidirectional forwarding and you are using 
the PIM Version 2 BSR mechanism to distribute group-to-RP mappings. Other options are as follows:

 • If you are using Auto-RP to distribute group-to-RP mappings, use the bidir keyword with the ip pim 
send-rp-announce command.

 • If you are not distributing group-to-RP mappings using either Auto-RP or the PIM Version 2 BSR 
mechanism, use the bidir keyword with the ip pim rp-address command. 

When the interval keyword is specified, the candidate RP advertisement interval is set to a value 
specified by the seconds argument. The default interval is 60 seconds. Reducing this interval to a time 
of less than 60 seconds can reduce the time required to fail over to a secondary RP at the expense of 
generating more PIM Version 2 messages.

Examples The following example shows how to configure the router to advertise itself as a candidate RP to the 
BSR in its PIM domain. Standard access list number 4 specifies the group prefix associated with the RP 
that has the address identified by Ethernet interface 2. That RP is responsible for the groups with the 
prefix 239.

ip pim rp-candidate ethernet 2 group-list 4
access-list 4 permit 239.0.0.0 0.255.255.255 

Related Commands

Release Modification

11.3T This command was introduced.

12.1(2)T The bidir keyword was added.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Command Description

ip pim bsr-candidate Configures the router to announce its candidacy as a BSR.

ip pim rp-address Configures the address of a PIM RP for a particular group.

ip pim rp-announce-filter Filters incoming Auto-RP announcement messages coming 
from the RP.

ip pim send-rp-announce Uses Auto-RP to configure for which groups the router is 
willing to act as RP.
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ip pim send-rp-announce
To use Auto-RP to configure groups for which the router will act as a rendezvous point (RP), use the ip 
pim send-rp-announce command in global configuration mode. To unconfigure this router as an RP, 
use the no form of this command. 

ip pim [vrf vrf-name] send-rp-announce {interface-type interface-number | ip-address} scope 
ttl-value [group-list access-list] [interval seconds] [bidir]

no ip pim [vrf vrf-name] send-rp-announce {interface-type interface-number | ip-address}

Syntax Description 

Defaults Auto-RP is disabled. 
seconds: 60

Command Modes Global configuration

vrf (Optional) Supports the multicast Virtual Private Network (VPN) 
routing and forwarding (VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

interface-type  
interface-number

Interface type and number that is used to define the RP address. No 
space is required between the values.

ip-address IP address of the RP for the group. The IP address must be a directly 
connected address. If the command is configured with this 
argument, the RP-announce message will be sourced by the 
interface to which this IP address is connected (that is, the source 
address in the IP header of the RP-announce message is the IP 
address of that interface).

scope ttl-value Specifies the time-to-live (TTL) value that limits the number of 
Auto-RP announcements.

group-list access-list (Optional) Specifies the standard IP access list number or name that 
defines the group prefixes that are advertised in association with the 
RP address. The access list name cannot contain a space or 
quotation mark, and must begin with an alphabetic character to 
avoid confusion with numbered access lists.

interval seconds (Optional) Specifies the interval between RP announcements in 
seconds. The total holdtime of the RP announcements is 
automatically set to three times the value of the interval. The default 
interval is 60 seconds.

bidir (Optional) Indicates that the multicast groups specified by the 
access-list argument are to operate in bidirectional mode. If the 
command is configured without this keyword, the groups specified 
will operate in Protocol Independent Multicast sparse mode 
(PIM-SM). 
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Command History

Usage Guidelines Enter this command on the router that you want to be an RP. When you are using Auto-RP to distribute 
group-to-RP mappings, this command causes the router to send an Auto-RP announcement message to 
the well-known group CISCO-RP-ANNOUNCE (224.0.1.39). This message announces the router as a 
candidate RP for the groups in the range described by the access list.

Use this command with the bidir keyword when you want bidirectional forwarding and you are using 
Auto-RP to distribute group-to-RP mappings. Other options are as follows:

 • If you are using the PIM Version 2 bootstrap router (PIMv2 BSR) mechanism to distribute 
group-to-RP mappings, use the bidir keyword with the ip pim rp-candidate command.

 • If you are not distributing group-to-RP mappings using either Auto-RP or the PIMv2 BSR 
mechanism, use the bidir keyword with the ip pim rp-address command. 

Examples The following example shows how to configure the router to send RP announcements out all Protocol 
Independent Multicast (PIM)-enabled interfaces for a maximum of 31 hops. The IP address by which the 
router wants to be identified as RP is the IP address associated with Ethernet interface 0. Access list 5 
describes the groups for which this router serves as RP.

ip pim send-rp-announce ethernet0 scope 31 group-list 5
access-list 5 permit 224.0.0.0 15.255.255.255 

Related Commands

Release Modification

11.1 This command was introduced.

12.1(2)T The following keywords and argument were added:

 • interval seconds

 • bidir

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.4(5) The ip-address argument was added.

12.3(17) The ip-address argument was added.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 
720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 
12.2(33)SRA.

Command Description

access-list (IP standard) Defines a standard IP access list.

ip pim rp-address Configures the address of a PIM RP for a particular group.

ip pim rp-candidate Configures the router to advertise itself as a PIM Version 2 
candidate RP to the BSR.
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ip pim send-rp-discovery
To configure the router to be a rendezvous point (RP) mapping agent, use the ip pim send-rp-discovery 
command in global configuration mode. To deconfigure the router from functioning as the RP mapping 
agent, use the no form of this command. 

ip pim [vrf vrf-name] send-rp-discovery [interface-type interface-number] scope ttl-value 
[interval seconds]

no ip pim [vrf vrf-name] send-rp-discovery

Syntax Description 

Command Default The router is not configured to be an RP mapping agent.

Command Modes Global configuration

Command History

vrf vrf-name (Optional) Configures the router to be an RP mapping agent for the specified 
Multicast Virtual Private Network (VPN) routing and forwarding (MVRF) 
instance.

interface-type 
interface-number

(Optional) Interface type and number that is to be used as the source address of 
the RP mapping agent.

scope ttl-value Specifies the time-to-live (TTL) value for Auto-RP discovery messages. The 
range is from 1 to 255.

interval seconds (Optional) Specifies the interval at which Auto-RP discovery messages are sent. 
The range is from 1 to 16383. 

Note By default, Auto-RP discovery messages are sent at an interval of 60 
seconds or when the RP mapping agent detects changes.

Release Modification

11.1 This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.4(8) The interval keyword and seconds argument were added.

12.4(9)T The interval keyword and seconds argument were added.

12.2(33)SRB The interval keyword and seconds argument were added.

12.2(18)SXF11 The interval keyword and seconds argument were added.
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Usage Guidelines Use the ip pim send-rp-discovery command to configure the router to be an RP mapping agent. An RP 
mapping agent receives Auto-RP announcement messages, which it stores in its local group-to-RP 
mapping cache. The RP mapping agent uses the information contained in the Auto-RP announcement 
messages to elect the RP. The RP mapping agent elects the candidate RP with the highest IP address as 
the RP for a group range.

The required scope keyword and ttl-value argument are used to specify the TTL value in the IP header 
of Auto-RP discovery messages. 

Note For the scope keyword and ttl-value argument, specify a TTL large enough to cover your Protocol 
Independent Multicast (PIM) domain.

The optional interval keyword and seconds argument are used to specify the interval at which Auto-RP 
discovery messages are sent. By default, Auto-RP discovery messages are sent at an interval of 60 
seconds or when the RP mapping agent detects changes.

Note Lowering the interval at which Auto-RP discovery messages are sent from the default value of 60 
seconds results in more frequent floodings of the group-to-RP mappings. In some network environments, 
the disadvantages of lowering the interval (more control packet overhead) may outweigh the advantages 
(more frequent group-to-RP mapping updates).

When Auto-RP is used, the following events occur:

1. The RP mapping agent listens for Auto-RP announcement messages sent by candidate RPs to the 
well-known group address CISCO-RP-ANNOUNCE (224.0.1.39).

2. The RP mapping agents stores the information learned from Auto-RP announcement messages in its 
local group-to-RP mapping cache.

3. The RP mapping agents elects the candidate RP with the highest IP address as the RP and announces 
the RP in the Auto-RP discovery messages that it sends out.

4. The Auto-RP discovery messages that the RP mapping agent sends to the well-known group 
CISCO-RP-DISCOVERY (224.0.1.40), which Cisco routers join by default, contains the elected RP 
learned from the RP mapping agent’s group-to-RP mapping cache.

5. PIM designated routers listen for the Auto-RP discovery messages sent to 224.0.1.40 to learn the RP 
and store the information about the RP in their local group-to-RP mapping caches.

Use the show ip pim rp command with the mapping keyword to display all the group-to-RP mappings 
that the router has learned from Auto-RP.

Examples The following example shows how to configure a router to be an RP mapping agent. In this example, the 
RP mapping agent is configured to use loopback 0 as the source address for Auto-RP messages. The 
Auto-RP discovery messages sent by the RP mapping agent are configured to be sent out at an interval 
of 50 seconds with a TTL of 20 hops.

ip pim send-rp-discovery loopback 0 scope 20 interval 50

Related Commands Command Description

show ip pim rp Displays active RPs that are cached with associated multicast routing entries. 
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ip pim sparse sg-expiry-timer
To adjust the (S, G) expiry timer interval for Protocol Independent Multicast sparse mode (PIM-SM) 
(S, G) multicast routes (mroutes), use the ip pim sparse sg-expiry-timer command in global 
configuration mode. To restore the default setting with respect to this command, use the no form of this 
command.

ip pim [vrf vrf-name] sparse sg-expiry-timer seconds [sg-list access-list]

no ip pim [vrf vrf-name] sparse sg-expiry-timer

Syntax Description

Command Default The expiry timer interval for PIM-SM (S, G) mroute entries is set to 180 seconds.

Command Modes Global configuration (config)

Command History

Usage Guidelines Use the ip pim sparse sg-expire-timer command to adjust the expiry timer interval for PIM-SM (S, G) 
mroute entries to a time value greater than the default expiry timer interval of 180 seconds. This 
command can be used to lock down the shortest-path tree (SPT) for intermittent sources in PIM-SM 
network environments, such as sources in trading floor environments that sporadically send financial 
data streams to multicast groups during trading floor hours.

When a source stops sending traffic to a multicast group, the corresponding (S, G) mroute entry 
eventually times out and the (S, G) entry is removed. When the source resumes sending traffic to the 
group, the (S, G) entry is rebuilt. During the short time interval before the (S, G) entry is rebuilt, the 
traffic is forwarded on the (*, G) forwarding entry. There is a small window of time before the (S, G) 
entry is completely built in which packets may be dropped. The ip pim sparse sg-expiry-timer 
command can be used to maintain the (S, G) entry so that it will not be removed and the stream will not 
potentially suffer packet loss.

vrf vrf-name (Optional) Configures the expiry timer for PIM-SM (S, G) mroute entries 
associated with the Multicast Virtual Private Network (VPN) routing and 
forwarding (MVRF) instance specified for the vrf-name argument.

seconds Duration of the expiry timer interval, in seconds. The range is from 181 
(3 minutes 1 second) to 57600 (16 hours). The default is 180.

sg-list access-list (Optional) Specifies that the time value for the expiry timer be applied only 
to the (S, G) mroute entries that match the extended access list specified for 
the access-list argument.

Release Modification

12.2(18)SXE5 This command was introduced.

12.2(18)SXF4 This command was integrated into Cisco IOS Release 12.2(18)SXF4.

12.2(35)SE This command was integrated into Cisco IOS Release 12.2(35)SE.

12.2(25)SEE2 This command was integrated into Cisco IOS Release 12.2(25)SEE2.
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Note The ip pim sparse sg-expire-timer command only applies to PIM-SM (S, G) mroute entries and, thus, 
does not apply to PIM-SM (*, G) mroute entries.

Examples The following example shows how to adjust the expiry timer interval to 36000 seconds (10 hours) for 
PIM-SM (S, G) entries that match the extended access list named test_acl. 

ip pim sparse sg-expiry-timer 36000 sg-list test_acl
!
ip access-list extended test-acl
 permit ip any host 234.1.1.1
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ip pim snooping (global configuration)
To enable Protocol Independent Multicast (PIM) snooping globally, use the ip pim snooping command 
in global configuration mode. To disable PIM snooping globally, use the no form of this command.

ip pim snooping

no ip pim snooping

Syntax Description This command has no arguments or keywords.

Defaults PIM snooping is not enabled.

Command Modes Global configuration

Command History

Usage Guidelines PIM snooping is not supported on groups that use the reserved MAC address range, for example, 
0100.5e00.00xx, as an alias. 

When you disable PIM snooping globally, PIM snooping is disabled on all VLANs.

Examples This example shows how to enable PIM snooping globally:

ip pim snooping 

This example shows how to disable PIM snooping globally:

no ip pim snooping

Related Commands

Release Modification

12.2(17a)SX This command was introduced.

12.2(17d)SXB This command was implemented on Catalyst 6500 series switches and 
Cisco 7600 Internet routers with a Supervisor Engine 2.

12.2(18)SXF2 This command was implemented on Catalyst 6500 series switches and 
Cisco 7600 Internet routers with a Supervisor Engine 32.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Command Description

show ip pim snooping Displays information about IP PIM snooping.
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ip pim snooping (interface configuration)
To enable Protocol Independent Multicast (PIM) snooping on an interface, use the ip pim snooping 
command in interface configuration mode. To disable PIM snooping on an interface, use the no form of 
this command.

ip pim snooping 

no ip pim snooping 

Syntax Description This command has no arguments or keywords.

Defaults PIM snooping is disabled on an interface.

Command Modes Interface configuration

Command History

Usage Guidelines PIM snooping is not supported on groups that use the reserved MAC address range, for example, 
0100.5e00.00xx, as an alias. 

You must enable PIM snooping globally before enabling PIM snooping on an interface. To enable PIM 
snooping globally, use the ip pim snooping command in global configuration mode. When you disable 
PIM snooping globally, PIM snooping is disabled on all VLANs.

You can enable PIM snooping on VLAN interfaces only.

Examples This example shows how to enable PIM snooping on a VLAN interface:

interface vlan 101
 ip pim snooping

This example shows how to disable PIM snooping on a VLAN interface:

interface vlan 101
 no ip pim snooping

Release Modification

12.2(17a)SX This command was introduced.

12.2(17d)SXB This command was implemented on Catalyst 6500 series switches and 
Cisco 7600 Internet routers with a Supervisor Engine 2. 

12.2(18)SXF2 This command was implemented on Catalyst 6500 series switches and 
Cisco 7600 Internet routers with a Supervisor Engine 32.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Related Commands Command Description

ip pim snooping 
(global configuration)

Enables PIM snooping globally.

show ip pim snooping Displays information about IP PIM snooping.
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ip pim snooping dr-flood
To enable flooding of the packets to the designated router, use the ip pim snooping dr-flood command 
in global configuration mode. To disable the flooding of the packets to the designated router, use the no 
form of this command.

ip pim snooping dr-flood 

no ip pim snooping dr-flood 

Syntax Description This command has no arguments or keywords.

Defaults The flooding of packets to the designated router is enabled by default.

Command Modes Global configuration

Command History

Usage Guidelines PIM snooping is not supported on groups that use the reserved MAC address range, for example, 
0100.5e00.00xx, as an alias. 

Enter the no ip pim snooping dr-flood command only on switches that have no designated routers 
attached.

The designated router is programmed automatically in the (S,G) O-list.

Examples The following example shows how to enable flooding of the packets to the designated router:

ip pim snooping dr-flood

The following example shows how to disable flooding of the packets to the designated router:

no ip pim snooping dr-flood

Related Commands

Release Modification

12.2(18)SXF This command was introduced.

12.2(18)SXF2 This command implemented on Catalyst 6500 series switches and 
Cisco 7600 Internet routers with a Supervisor Engine 2 or Supervisor 
Engine 32.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Command Description

show ip pim snooping Displays information about IP PIM snooping.
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ip pim spt-threshold
To configure when a Protocol Independent Multicast (PIM) leaf router should join the shortest path 
source tree for the specified group, use the ip pim spt-threshold command in global configuration 
mode. To restore the default value, use the no form of this command. 

ip pim [vrf vrf-name] spt-threshold {kbps | infinity} [group-list access-list]

no ip pim [vrf vrf-name] spt-threshold {kbps | infinity} [group-list access-list]

Syntax Description

Defaults When this command is not used, the PIM leaf router joins the shortest path tree immediately after the 
first packet arrives from a new source.

Command Modes Global configuration

Command History

Usage Guidelines If a source sends at a rate greater than or equal to traffic rate (the kbps value), a PIM join message is 
triggered toward the source to construct a source tree.

If the infinity keyword is specified, all sources for the specified group will use the shared tree. 
Specifying a group list access list indicates the groups to which the threshold applies.

If the traffic rate from the source drops below the threshold traffic rate, the leaf router will switch back 
to the shared tree and send a prune message toward the source.

vrf vrf-name (Optional) Specifies the name that is assigned to the multicast VPN routing 
and forwarding (VRF) instance.

kbps Traffic rate; valid values are from 0 to 4294967 kbps.

infinity Causes all sources for the specified group to use the shared tree.

group-list access-list (Optional) Specifies the groups to which the threshold applies. Must be an 
IP standard access list number or name. If the value is 0 or is omitted, the 
threshold applies to all groups.

Release Modification

11.1 This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Examples The following example shows how to set a threshold of 4 kbps. If the traffic rate exceeds this threshold, 
the traffic to a group from a source causes the router to switch to the shortest path tree to that source.

ip pim spt-threshold 4
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ip pim ssm
To define the Source Specific Multicast (SSM) range of IP multicast addresses, use the ip pim ssm 
command in global configuration mode. To disable the SSM range, use the no form of this command.

ip pim [vrf vrf-name] ssm {default | range access-list}

no ip pim [vrf vrf-name] ssm {default | range access-list}

Syntax Description

Defaults The command is disabled.

Command Modes Global configuration

Command History

Usage Guidelines When an SSM range of IP multicast addresses is defined by the ip pim ssm command, no Multicast 
Source Discovery Protocol (MSDP) Source-Active (SA) messages will be accepted or originated in the 
SSM range.

Examples The following example shows how to configure SSM service for the IP address range defined by access 
list 4:

access-list 4 permit 224.2.151.141
ip pim ssm range 4 

vrf (Optional) Supports the multicast Virtual Private Network (VPN) routing 
and forwarding (VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

default Defines the SSM range access list to 232/8.

range access-list Specifies the standard IP access list number or name defining the SSM 
range.

Release Modification

12.1(3)T This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720. 

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Related Commands Command Description

ip igmp v3lite Enables the acceptance and processing of IGMP v3lite membership 
reports on an interface.

ip urd Enables interception of TCP packets sent to the reserved URD port 659 on 
an interface and processing of URD channel subscription reports.
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ip pim state-refresh disable
To disable the processing and forwarding of PIM dense mode state refresh control messages on a 
Protocol Independent Multicast (PIM) router, use the ip pim state-refresh disable command in global 
configuration mode. To reenable the processing and forwarding of PIM dense mode state refresh control 
messages, use the no form of this command.

ip pim [vrf vrf-name] state-refresh disable

no ip pim [vrf vrf-name] state-refresh disable

Syntax Description

Defaults The processing and forwarding of PIM dense mode state refresh control messages is enabled on PIM 
routers that are running a Cisco IOS software release that supports the PIM dense mode state refresh 
feature.

Command Modes Global configuration

Command History

Usage Guidelines Configuring this command removes PIM dense mode state refresh information from PIM hello 
messages.

Examples The following example shows how to disable the periodic forwarding of the PIM dense mode state 
refresh control message down a source-based IP multicast distribution tree:

ip pim state-refresh disable

vrf (Optional) Supports the multicast Virtual Private Network (VPN) routing 
and forwarding (VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

Release Modification

12.1(5)T This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720. 

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Related Commands Command Description

ip pim state-refresh 
origination-interval

Configures the origination of and the interval for the PIM dense mode state 
refresh control messages on a PIM router.

show ip pim interface Displays information about interfaces configured for PIM.

show ip pim neighbor Lists the PIM neighbors discovered by the Cisco IOS software.
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ip pim state-refresh origination-interval
To configure the origination of and the interval for PIM dense mode state refresh control messages on a 
Protocol Independent Multicast (PIM) router, use the ip pim state-refresh origination-interval 
command in interface configuration mode. To stop the origination of the PIM dense mode state refresh 
control message, use the no form of this command.

ip pim state-refresh origination-interval [interval]

no ip pim state-refresh origination-interval [interval]

Syntax Description

Defaults PIM dense mode state refresh control message origination is disabled. By default, all PIM routers that 
are running a Cisco IOS software release that supports PIM dense mode state refresh process and 
forward PIM dense mode state refresh control messages.

Command Modes Interface configuration

Command History

Usage Guidelines Configure this command on the interfaces of the first hop, PIM dense mode routers that are directly 
connected to sources for PIM-DM multicast groups.

By default, the processing and forwarding of PIM dense mode state refresh control messages is enabled 
on PIM routers that are running a Cisco IOS software release that supports PIM dense mode state refresh.

Examples The following example configures the origination of the state refresh control message on Ethernet 
interface 0 of a PIM dense mode router with an interval of 80 seconds:

interface ethernet 0
 ip pim state-refresh origination-interval 80

interval (Optional) The number of seconds between PIM dense mode state refresh 
control messages. The default is 60 seconds. The available interval range is 
from 4 to 100 seconds.

Release Modification

12.1(5)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Related Commands Command Description

ip pim state-refresh disable Disables the processing and forwarding of PIM dense mode state 
refresh feature control messages on a PIM router.

show ip pim interface Displays information about interfaces configured for PIM.

show ip pim neighbor Lists the PIM neighbors discovered by the Cisco IOS software.



 

IP Multicast Commands
ip pim vc-count

IMC-284
Cisco IOS IP Multicast Command Reference

January 2008

ip pim vc-count
To change the maximum number of virtual circuits (VCs) that Protocol Independent Multicast (PIM) can 
open, use the ip pim vc-count command in interface configuration mode. To restore the default value, 
use the no form of this command. 

ip pim vc-count number

no ip pim vc-count

Syntax Description

Defaults 200 VCs per ATM interface or subinterface

Command Modes Interface configuration

Command History

Examples The following example allows PIM to open a maximum of 250 VCs:

ip pim vc-count 250

Related Commands

number Maximum number of VCs that PIM can open. The default is 200 VCs. The range 
is from 1 to 65535.

Release Modification

11.3 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a 
specific 12.2SX release of this train depends on your feature set, platform, and 
platform hardware.

Command Description

ip pim minimum-vc-rate Configures the minimum traffic rate to keep VCs from being 
idled.

ip pim multipoint-signalling Enables PIM to open ATM multipoint switched VCs for each 
multicast group that a receiver joins.

ip pim Enables PIM on an interface.

show ip pim vc Displays ATM VCs status information for multipoint VCs 
opened by PIM.
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ip pim version
To configure the Protocol Independent Multicast (PIM) version of the interface, use the ip pim version 
command in interface configuration mode. To restore the default value, use the no form of this command. 

ip pim version [1 | 2]

no ip pim version 

Syntax Description

Defaults Version 2

Command Modes Interface configuration

Command History

Usage Guidelines An interface in Version 2 mode automatically downgrades to Version 1 mode if that interface has a PIM 
Version 1 neighbor. The interface returns to Version 2 mode after all Version 1 neighbors disappear (that 
is, they are shut down or upgraded).

Examples The following example configures the interface to operate in PIM Version 1 mode:

interface ethernet 0 
 ip address 10.0.0.0 255.0.0.0 
 ip pim sparse-dense-mode 
 ip pim version 1

1 (Optional) Configures PIM Version 1.

2 (Optional) Configures PIM Version 2.

Release Modification

11.3 T This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in 
a specific 12.2SX release of this train depends on your feature set, platform, 
and platform hardware.
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ip rgmp
To enable the Router-Port Group Management Protocol (RGMP) on Ethernet, Fast Ethernet, and Gigabit 
Ethernet interfaces, use the ip rgmp command in interface configuration mode. To disable RGMP on the 
interfaces, use the no form of this command.

ip rgmp

no ip rgmp

Syntax Description This command has no arguments or keywords.

Defaults RGMP is not enabled.

Command Modes Interface configuration

Command History

Usage Guidelines RGMP is supported only on Ethernet, Fast Ethernet, and Gigabit Ethernet interfaces.

Before you enable RGMP, the following features must be enabled on your router:

 • IP routing

 • IP multicast

 • PIM in sparse mode, sparse-dense mode, source specific mode, or bidirectional mode

If your router is in a bidirectional group, make sure to enable RGMP only on interfaces that do not 
function as a designated forwarder (DF). If you enable RGMP on an interface that functions as a DF, the 
interface will not forward multicast packets up the bidirectional shared tree to the rendezvous point (RP).

The following features must be enabled on your switch:

 • IP multicast

 • IGMP snooping

Release Modification

12.0(10)S This command was introduced.

12.1(1)E This command was integrated into Cisco IOS Release 12.1(1)E.

12.1(5)T This command was integrated into Cisco IOS Release 12.1(5)T.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Examples The following example enables RGMP on Ethernet interface 1/0:

interface ethernet 1/0
 ip rgmp

Related Commands Command Description

debug ip rgmp Logs debug messages sent by an RGMP-enabled router.

show ip igmp interface Displays multicast-related information about an interface.
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ip sap cache-timeout
To limit how long a Session Announcement Protocol (SAP) cache entry stays active in the cache, use the 
ip sap cache-timeout command in global configuration mode. To restore the default value, use the no 
form of this command. 

ip sap cache-timeout minutes

no ip sap cache-timeout

Syntax Description

Defaults By default, session announcements remain for 1440 minutes (24 hours) in the cache.

Command Modes Global configuration

Command History

Usage Guidelines This command defines how long session announcements are cached by the router. Active session 
announcements are periodically re-sent by the originating site, refreshing the cached state in the router. 
The minimum interval between announcements for a single group is 5 minutes. Setting the cache timeout 
to a value less than 30 minutes is not recommended. Set the cache timeout to 0 to keep entries in the 
cache indefinitely.

Examples The following example causes SAP cache entries to remain in the cache for 30 minutes:

ip sap cache-timeout 30

Related Commands

minutes Time (in minutes) that a SAP cache entry is active in the cache.

Release Modification

11.2 The ip sdr cache-timeout command was introduced.

12.2 The ip sdr cache-timeout command was replaced by the ip sap cache-timeout 
command.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in 
a specific 12.2SX release of this train depends on your feature set, platform, 
and platform hardware.

Command Description

clear ip sap Deletes a SAP cache entry or the entire SAP cache.

show ip sap Displays the SAP cache.
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ip sap listen
To enable the Cisco IOS software to listen to session directory announcements, use the ip sap listen 
command in interface configuration mode. To disable the function, use the no form of this command. 

ip sap listen

no ip sap listen

Syntax Description This command has no arguments or keywords.

Defaults The command is disabled.

Command Modes Interface configuration

Command History

Usage Guidelines Cisco IOS software can receive and store Session Description Protocol (SDP) and Session 
Announcement Protocol (SAP) session announcements. When the ip sap listen command is configured 
on an interface, the well-known session directory groups on that interface can receive and store session 
announcements. The announcements can be displayed with the show ip sap command. The ip multicast 
rate-limit command uses stored session announcements. To configure the period of time after which 
received announcements will expire, use the ip sap cache-timeout command.

When the no ip multicast routing command is configured, announcements are only stored if they are 
received on an interface configured with the ip sap listen command. When a system is configured as a 
multicast router, it is sufficient to configure the ip sap listen command on only a single 
multicast-enabled interface. The well-known session directory groups are handled as local joined groups 
after the ip sap listen command is first configured (see the L flag of the show ip mroute command). 
This configuration causes announcements received from all multicast-enabled interfaces to be routed 
and stored within the system.

Release Modification

11.1 The ip sdr listen command was introduced.

12.2 The ip sdr listen command was replaced by the ip sap listen command.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Examples The following example shows how to enable a router to listen to session directory announcements:

ip routing
interface loopback 0
 ip address 10.0.0.51 255.255.255.0
 ip pim sparse-dense mode
 ip sap listen

Related Commands Command Description

clear ip sap Deletes a SAP cache entry or the entire SAP cache.

ip multicast rate-limit Controls the rate a sender from the source list can send to a multicast group 
in the group list.

ip multicast-routing Enables IP multicast routing or multicast distributed switching.

ip sap cache-timeout Limits how long a SAP cache entry stays active in the cache.

show ip mroute Displays the contents of the IP mroute routing table.

show ip sap Displays the SAP cache.
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ip sdr cache-timeout
The ip sdr cache-timeout command is replaced by the ip sap cache-timeout command. See the 
description of the ip sap cache-timeout command for more information.
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ip sdr listen
The ip sdr listen command is replaced by the ip sap listen command. See the description of the ip sap 
listen command for more information.
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ip urd
To enable interception of TCP packets sent to the reserved URL Rendezvous Directory (URD) port 465 
on an interface and processing of URD channel subscription reports, use the ip urd command in 
interface configuration mode. To disable URD on an interface, use the no form of this command.

ip urd [proxy]

no ip urd [proxy]

Syntax Description

Defaults The command is disabled.

Command Modes Interface configuration

Command History

Usage Guidelines To use this command, you must first define a Source Specific Multicast (SSM) range of IP addresses 
using the ip pim ssm global configuration command. When URD is enabled, it is supported in the SSM 
range of addresses only. We recommend that you not enable URD on backbone interfaces, but only on 
interfaces connecting to hosts.

URD functionality is available for multicast process switching, fast switching, and distributed 
fast-switching paths.

Examples The following example shows how to configure URD on Ethernet interface 3/3:

interface ethernet 3/3
 ip urd

proxy (Optional) Allows an interface to accept URL requests from any TCP 
connection sent to that interface. If the proxy keyword is not configured, the 
interface will accept URL requests from TCP connections only if the 
requests originated from directly connected hosts.

The proxy option must be enabled on an interface if it is unnumbered or if 
it has downstream routers configured with Internet Group Management 
Protocol (IGMP) proxy routing. To prevent users on the backbone from 
creating URD state on your router, do not enable the proxy option on a 
backbone interface of your router.

Release Modification

12.1(3)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Related Commands Command Description

ip pim ssm Defines the SSM range of IP multicast addresses.
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manager
To specify that an interface is the Manager for Multicast Routing Monitor (MRM), and to specify the 
multicast group address the Test Receiver will listen to, use the manager command in MRM manager 
configuration mode. To remove the Manager or group address, use the no form of this command.

manager interface-type interface-number group ip-address

no manager interface-type interface-number group ip-address

Syntax Description

Command Default There is no MRM Manager configured.

Command Modes MRM manager configuration

Command History

Usage Guidelines This command identifies the interface that acts as the Manager, and therefore is required in order to run 
MRM.

Examples The following example shows how to configure Ethernet interface 0 as the Manager and the Test 
Receiver to listen to multicast group 239.1.1.1:

ip mrm manager test1
 manager ethernet 0 group 239.1.1.1

interface-type 
interface-number

Interface type and number of the Manager. The IP address associated 
with this interface is the source address of the Manager. 

group ip-address Specifies the IP multicast group address that the Test Receiver will 
listen to.

Release Modification

12.0(5)S This command was introduced.

12.0(5)T This command was integrated into Cisco IOS Release 12.0(5)T.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Related Commands Command Description

beacon (multicast 
routing monitor)

Changes the frequency, duration, or scope of beacon messages that the 
Manager sends to Test Senders and Test Receivers during an MRM test.

ip mrm accept-manager Configures a Test Sender or Test Receiver to accept requests only from 
Managers that pass an access list.

show ip mrm manager Displays test information for MRM.
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mdt data
To configure the multicast group address range for data multicast distribution tree (MDT) groups, use 
the mdt data command in VRF configuration mode. To disable this function, use the no form of this 
command.

mdt data group-address-range wildcard-bits [threshold threshold-value] [list access-list]

no mdt data group-address-range wildcard-bits [threshold threshold-value] [list access-list]

Syntax Description

Defaults The command is disabled.

Command Modes VRF configuration

Command History

Usage Guidelines A data MDT group can include a maximum of 256 multicast groups per Virtual Private Network (VPN). 
Multicast groups used to create the data MDT group are dynamically chosen from a pool of configured 
IP addresses.

This command configures a range of alternative multicast destination addresses for the tunnel header. 
The destination address chosen depends on the traffic profile (that is, the source and destination match 
the specified access list and the rate of the traffic has exceeded the bandwidth threshhold value).

group-address-range Multicast group address range. The range is from 224.0.0.1 to 
239.255.255.255.

wildcard-bits Wildcard bits to be applied to the multicast group address range.

threshold threshold-value (Optional) Defines the bandwidth threshold value. The range is from 1 
through 4294967.

list access-list (Optional) Defines the access list name or number.

Release Modification

12.0(23)S This command was introduced.

12.2(13)T This command was integrated into Cisco IOS Release 12.2(13)T.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Examples In the following example, Protocol Independent Multicast (PIM) Source Specific Multicast (SSM) is 
configured in the backbone. Therefore, the default and data MDT groups are configured within the SSM 
range of IP addresses. Inside the VPN, PIM sparse mode (PIM-SM) is configured and only Auto-RP 
announcements are accepted.

!
ip vrf vrf1
 rd 1:1
 route-target export 1:1
 route-target import 1:1
 mdt default 232.0.0.1
 mdt data 232.0.1.0 0.0.0.255 threshold 500 list 101
!
.
.
.
!
ip pim ssm default
ip pim vrf vrf1 accept-rp auto-rp
!

Related Commands Command Description

mdt default Configures a default MDT group for a VPN VRF.
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mdt default
To configure a default multicast distribution tree (MDT) group for a Virtual Private Network (VPN) 
routing and forwarding (VRF) instance, use the mdt default command in VRF configuration mode. To 
disable this function, use the no form of this command.

mdt default group-address

no mdt default group-address

Syntax Description

Defaults The command is disabled.

Command Modes VRF configuration

Command History

Usage Guidelines The default MDT group must be the same group configured on all PE routers that belong to the same 
VPN.

If Source Specific Multicast (SSM) is used as the protocol for the default MDT, the source IP address 
will be the address used to source the Border Gateway Protocol (BGP) sessions.

A tunnel interface is created as a result of this command. By default, the destination address of the tunnel 
header is the group-address argument.

Examples In the following example, Protocol Independent Multicast (PIM) SSM is configured in the backbone. 
Therefore, the default and data MDT groups are configured within the SSM range of IP addresses. Inside 
the VPN, PIM sparse mode (PIM-SM) is configured and only Auto-RP announcements are accepted.

!
ip vrf vrf1
 rd 1:1
 route-target export 1:1

group-address IP address of the default MDT group. This address serves as an identifier 
for the community in that provider-edge (PE) routers configured with 
the same group address become members of the group, allowing them to 
receive packets sent by each other.

Release Modification

12.0(23)S This command was introduced.

12.2(13)T This command was integrated into Cisco IOS Release 12.2(13)T.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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 route-target import 1:1
 mdt default 232.0.0.1 
 mdt data 232.0.1.0 0.0.0.255 threshold 500 list 101
!
.
.
.
!
ip pim ssm default
ip pim vrf vrf1 accept-rp auto-rp
!

Related Commands Command Description

mdt data Configures the multicast group address range for data MDT groups.
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mdt log-reuse
To enable the recording of data multicast distribution tree (MDT) reuse, use the mdt log-reuse command 
in VRF configuration mode. To disable this function, use the no form of this command.

mdt log-reuse

no mdt log-reuse

Syntax Description This command has no arguments or keywords.

Defaults The command is disabled.

Command Modes VRF configuration

Command History

Usage Guidelines The mdt log-reuse command generates a syslog message whenever a data MDT is reused.

Examples The following example shows how to enable MDT log reuse:

mdt log-reuse

Related Commands

Release Modification

12.0(23)S This command was introduced.

12.2(13)T This command was integrated into Cisco IOS Release 12.2(13)T.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Command Description

mdt data Configures the multicast group address range for data MDT groups.

mdt default Configures a default MDT group for a VPN VRF.
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mls ip multicast (global configuration)
To enable MLS IP and configure the hardware switching globally, use the mls ip multicast command in 
global configuration mode. To disable MLS IP, use the no form of this command.

mls ip multicast [capability]

mls ip multicast [vrf name] [connected | egress local | mfd | refresh-state | shared-tree-mfd | 
threshold ppsec]

no mls ip multicast [vrf]

Syntax Description

Defaults The defaults are as follows:

 • Multicast is disabled.

 • Hardware switching is allowed for all eligible multicast routes.

 • connected is enabled.

 • egress local is disabled.

 • mfd is enabled.

 • refresh-state is enabled.

 • shared-tree-mfd is enabled.

Command Modes Global configuration

capability (Optional) Exports the information about the egress capability from the switch 
processor to the route processor.

vrf name (Optional) Specifies the VRF name.

connected (Optional) Installs the interface/mask entries for bridging directly connected 
sources to the internal router.

egress local (Optional) Populates the multicast expansion table with local Layer 3-routed 
interfaces.

mfd (Optional) Enables complete hardware switching.

refresh-state (Optional) Refreshes the expiration time of the (S,G) entry or the (*,G) entry 
with NULL OIF.

shared-tree-mfd (Optional) Enables the complete shortcut for (*,G) flows.

threshold ppsec (Optional) Sets the minimum traffic rate; below this rate, the flow is 
software-switched instead of hardware-switched. Valid values are from 10 to 
10000 seconds.
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Command History

Usage Guidelines

Note After you enter the mls ip multicast egress local command, you must perform a system reset for the 
configuration to take effect. 

Egress multicast replication is not supported on Cisco 7600 series routers that are configured with a 
Supervisor Engine 32.

When entering the mls ip multicast egress local command, ensure that IPv6 multicast is not enabled. 
Since the egress multicast replication performance enhancement feature cannot separately turn on or turn 
off IPv4 and IPv6, you cannot have IPv4 and IPv6 multicast enabled when this feature is turned on.

These optional keywords are supported only on Cisco 7600 series routers that are configured with a 
Supervisor Engine 720 with a PFC3 or a DFC2 with a PFC3:

 • threshold

 • connected

 • refresh-state

 • shared-tree-mfd

 • mfd

The threshold ppsec optional keyword and argument do not impact flows that are already populated in 
the hardware cache.

The expiration time refresh is updated when flow statistics are received from the Cisco 7600 series 
router (indicating that the traffic is received from the RPF interface). 

Examples This example shows how to enable the MLS IP shortcuts:

Router(config)# mls ip multicast

This example shows how to enable the hardware switching on a specific multicast route:

Router(config)# mls ip multicast vrf test1

This example shows how to export the information about egress capability from the switch processor to 
the route processor:

Router(config)# mls ip multicast capability

This example shows how to populate the multicast expansion table with local Layer 3-routed interfaces:

Router(config)# mls ip multicast egress local

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(17a)SX This command was changed to include the capability keyword.

12.2(17d)SXB Support for this command on the Supervisor Engine 2 was extended to 
Release 12.2(17d)SXB.

12.2(18)SXF This command was changed to include the egress local keywords. 

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Related Commands Command Description

mls rp ip (global 
configuration mode)

Enables external systems to establish IP shortcuts to the MSFC.

show mls ip multicast Displays the MLS IP information.
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mls ip multicast (interface configuration)
To enable MLS IP shortcuts on the interface, use the mls ip multicast command in interface 
configuration mode. To disable MLS IP shortcuts on the interface, use the no form of this command.

mls ip multicast 

no mls ip multicast

Syntax Description This command has no arguments or keywords.

Defaults Multicast is disabled.

Command Modes Interface configuration

Command History

Examples This example shows how to enable the MLS IP shortcuts:

Router(config-if)# mls ip multicast

Related Commands

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(17d)SXB Support for this command on the Supervisor Engine 2 was extended to 
Release 12.2(17d)SXB.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Command Description

show mls ip multicast Displays the MLS IP information.
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mls ip multicast bidir gm-scan-interval
To set the RPF scan interval for the Bidir rendevous point, use the mls ip multicast bidir 
gm-scan-interval command in global configuration mode. To disable the RPF scan interval for the Bidir 
rendevous point, use the no form of this command.

mls ip multicast bidir gm-scan-interval interval

no mls ip multicast bidir gm-scan-interval

Syntax Description

Defaults 10 seconds

Command Modes Global configuration

Command History

Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor 
Engine 2.

When you set the RPF scan interval for the Bidir rendevous point, you set the time that the periodic scan 
timer updates the RPF in the DF table for all Bidir rendevous points in the hardware.

Examples This example shows how to set the RPF scan interval for the Bidir rendevous point:

Router(config)# mls ip multicast bidir gm-scan-interval 30

Related Commands

interval RPF scan interval for the Bidir rendevous point; valid values are from 
1 to 1000 seconds.

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Command Description

show mls ip multicast 
bidir

Displays the Bidir hardware-switched entries.
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mls ip multicast connected
To enable the downloading of directly connected subnets globally, use the mls ip multicast connected 
command in global configuration mode. To disable the downloading of directly connected subnets 
globally, use the no form of this command.

mls ip multicast connected

no mls ip multicast connected

Syntax Description This command has no arguments or keywords.

Defaults Disabled

Command Modes Global configuration

Command History

Usage Guidelines Do not create directly connected subnets for the following cases:

 • To make more room available in the FIB TCAM

 • The switch is the first-hop router for a source

 • The entries are for Bidir, SSM, and DM mode groups

In these cases, if you enable the downloading of directly connected subnets, the directly connected 
source hits the MMLS (*,G) entry and is switched using the MMLS (*,G) entry. The registers are not 
sent to the route processor (in the case of PIM-SM), and the (S,G) state is not created on the first hop (in 
the case of PIM-DM). 

The subnet entry is installed in the TCAM entries with a shorter mask to catch directly connected sources 
before they hit such entries. You can punt traffic from directly connected sources to the MSFC. Once the 
MSFC sees this traffic, it can install an MMLS (S,G) entry for this source, which gets installed before 
the subnet entry in the TCAM. New packets from this source are now switched with the (S,G) entry.

Examples This example shows how to enable the downloading of directly connected subnets:

Router(config)# mls ip multicast connected

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(17d)SXB Support for this command on the Supervisor Engine 2 was extended to 
Release12.2(17d)SXB.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Related Commands Command Description

mls ip multicast 
(global configuration)

Enables MLS IP and configures the hardware switching globally.

show mls ip multicast Displays the MLS IP information.
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mls ip multicast consistency-check
To enable and configure the hardware-shortcut consistency checker, use the mls ip multicast 
consistency-check command in global configuration mode. To disable the consistency checkers, use the 
no form of this command. 

mls ip multicast consistency-check [settle-time seconds | type scan-mroute 
[count count-number] | settle-time seconds | period seconds] 

no mls ip multicast consistency-check 

Syntax Description

Defaults The defaults are as follows:

 • Consistency check is enabled.

 • count count-number is 20.

 • period seconds is 2 seconds.

 • settle-time seconds is 60 seconds.

Command Modes Global configuration

Command History

Usage Guidelines The consistency checker scans the mroute table and assures that the multicast-hardware entries are 
consistent with the mroute table. Whenever an inconsistency is detected, the inconsistency is 
automatically corrected.

To display the inconsistency error, use the show mls ip multicast consistency-check command. 

settle-time 
seconds

(Optional) Specifies the settle time for the consistency checker; valid 
values are from 2 to 3600 seconds.

type 
scan-mroute

(Optional) Specifies the type of consistency check as a scan check of the 
mroute table.

count 
count-number

(Optional) Specifies the maximum number of prefixes to check per scan; 
valid values are from 2 to 500.

period seconds (Optional) Specifies the period between scans; valid values are from 2 
to 3600 seconds.

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(17d)SXB Support for this command on the Supervisor Engine 2 was extended to 
Release 12.2(17d)SXB.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Examples This example shows how to enable the hardware-shortcut consistency checker:

Router(config)# mls ip multicast consistency-check

This example shows how to enable the hardware-shortcut consistency checker and configure the scan 
check of the mroute table:

Router(config)# mls ip multicast consistency-check type scan-mroute count 20 period 35

This example shows how to enable the hardware-shortcut consistency checker and specify the period 
between scans:

Router(config)# mls ip multicast consistency-check type scan-mroute period 35

Related Commands Command Description

show mls ip multicast 
consistency-check

Displays the MLS IP information.
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mls ip multicast flow-stat-timer
To set the time interval between two consecutive batches of flow-statistics messages from the switch 
processor to the route processor, use the mls ip multicast flow-stat-timer command in global 
configuration mode. To return to the default settings, use the no form of this command.

mls ip multicast flow-stat-timer num

no mls ip multicast flow-stat-timer

Syntax Description

Defaults 25 seconds

Command Modes Global configuration

Command History

Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor 
Engine 2.

Examples This example shows how to configure the time interval between two consecutive batches of flow-statistics 
messages from the switch processor to the route processor:

Router(config)# mls ip multicast flow-stat-timer 10 

Related Commands

num Time interval between two consecutive batches of flow-statistics 
messages from the switch processor to the route processor.

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Command Description

show mls ip multicast Displays the MLS IP information.
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mls ip multicast replication-mode
To enable and specify the replication mode, use the mls ip multicast replication-mode command in 
global configuration mode. To restore the system to automatic detection mode, use the no form of this 
command.

mls ip multicast replication-mode {egress | ingress}

no mls ip multicast replication-mode {egress | ingress}

Syntax Description

Defaults The Supervisor Engine 720 automatically detects the replication mode based on the module types that 
are installed in the system. If all modules are capable of egress replication, the system uses 
egress-replication mode. If the supervisor engine detects the modules that are not capable of egress 
replication, the replication mode automatically switches to ingress replication.

If the system is functioning in the automatic-detection egress mode, and you install a module that cannot 
perform egress replication, the following occurs:

 • The Cisco 7600 series router reverts to ingress mode.

 • A system log is generated.

 • A system reload occurs to revert to the old configuration. 

Command Modes Global configuration

Command History

Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor 
Engine 32.

This command is not supported on Cisco 7600 series routers that are configured with a Supervisor 
Engine 2.

Note During the change from egress- to ingress-replication mode, traffic interruptions may occur because the 
shortcuts are purged and reinstalled. To avoid interruptions in traffic forwarding, enter the mls ip 
multicast replication-mode ingress command. 

If you enter the no mls ip multicast replication-mode egress command, only the forced-egress mode 
resets and not the forced-ingress mode.

egress Forces the system to the egress mode of replication.

ingress Forces the system to the ingress mode of replication.

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(18)SXF Thic command was changed to support the egress keyword. 

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.



 

IP Multicast Commands
mls ip multicast replication-mode

IMC-313
Cisco IOS IP Multicast Command Reference

January 2008

If you enter the no mls ip multicast replication-mode ingress command, only the forced-ingress mode 
resets and not the forced-egress mode.

Examples This example shows how to enable the ingress-replication mode:

Router(config)# mls ip multicast replication-mode ingress

This example shows how to enable the egress-replication mode:

Router(config)# mls ip multicast replication-mode egress

This example shows how to disable the current egress-replication mode and return to automatic detection 
mode:

Router(config)# no mls ip multicast replication-mode egress

Related Commands Command Description

show mls ip multicast 
capability

Displays the MLS IP information.
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mls ip multicast sso
To configure the stateful switchover (SSO) parameters, use the mls ip multicast sso command in global 
configuration mode. To return to the default settings, use the no form of this command.

mls ip multicast sso {convergence-time time | leak {interval seconds | percent percentage}}

no mls ip multicast sso {convergence-time time | leak {interval seconds | percent percentage}}

Syntax Description

Command Default The defaults are as follows:

 • convergence-time time—20 seconds

 • leak interval—60 seconds

 • leak percentage—10 percent

Command Modes Global configuration

Command History

Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor 
Engine 2.

Examples This example shows how to set the maximum time to wait for protocol convergence to 300 seconds:

Router(config)# mls ip multicast sso convergence-time 300
Router(config)# 

This example shows how to set the packet-leak interval to 200 seconds:

Router(config)# mls ip multicast sso leak interval 200
Router(config)# 

convergence-time time Specifies the maximum time to wait for protocol 
convergence; valid values are from 0 to 3600 seconds.

leak interval seconds Specifies the packet-leak interval; valid values are from 0 to 
3600 seconds.

leak percent percentage Specifies the percentage of multicast packets leaked to the 
router during switchover so that protocol convergence can 
take place; valid values are from 1 to 100 percent.

Release Modification

12.2(18)SXD Support for this command was introduced on the Supervisor Engine 720.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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This example shows how to set the packet-leak percentage to 55 percent:

Router(config)# mls ip multicast sso leak percent 55
Router(config)# 

Related Commands Command Description

show mls ip multicast sso Displays information about multicast high-availability 
SSO.
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mls ip multicast stub
To enable the support for non-RPF traffic drops for PIM sparse-mode stub networks, use the mls ip 
multicast stub command in interface configuration mode. To disable support for non-RPF traffic drops 
for PIM sparse-mode stub networks, use the no form of this command. 

mls ip multicast stub

no mls ip multicast stub

Syntax Description This command has no arguments or keywords.

Defaults Multicast is disabled.

Command Modes Interface configuration

Command History

Usage Guidelines When you enable the ACL-based method of filtering RPF failures by entering the mls ip multicast stub 
command on the redundant router, the following ACLs automatically download to the PFC and are 
applied to the interface that you specify: 

 • access-list 100 permit ip A.B.C.0 0.0.0.255 any

 • access-list 100 permit ip A.B.D.0 0.0.0.255 any

 • access-list 100 permit ip any 224.0.0.0 0.0.0.255

 • access-list 100 permit ip any 224.0.1.0 0.0.0.255

 • access-list 100 deny ip any 224.0.0.0 15.255.255.255

The ACLs filter the RPF failures and drop them in the hardware so that they are not forwarded to the 
router. 

Use the ACL-based method of filtering the RPF failures only in sparse-mode stub networks where there 
are no downstream routers. For dense-mode groups, the RPF failure packets have to be seen on the router 
for the PIM-assert mechanism to function properly. Use CEF-or NetFlow-based rate limiting to rate limit 
the RPF failures in dense-mode networks and sparse-mode transit networks.

Examples This example shows how to enable the support for the non-RPF traffic drops for the PIM sparse-mode 
stub networks:

Router(config-if)# mls ip multicast stub

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(17d)SXB Support for this command on the Supervisor Engine 2 was extended to Release 
12.2(17d)SXB.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Related Commands Command Description

show mls ip multicast Displays the MLS IP information.
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mls ip multicast threshold
To configure a threshold rate for installing hardware shortcuts, use the mls ip multicast threshold 
command in global configuration mode. To deconfigure the threshold rate, use the no form of this 
command.

mls ip multicast threshold pps

no mls ip multicast threshold

Syntax Description

Defaults This command has no default settings.

Command Modes Global configuration

Command History

Usage Guidelines Use this command to prevent creation of MLS entries for short-lived multicast flows such as join 
requests.

If multicast traffic drops below the configured multicast rate threshold, all multicast traffic is routed by 
the MSFC.

This command does not affect already installed routes. For example, if you enter this command and the 
shortcuts are already installed, the shortcuts are not removed if they are disqualified. To apply the 
threshold to existing routes, clear the route and let it reestablish.

Examples This example shows how to configure the IP MLS threshold to 10 packets per second:

Router(config)# mls ip multicast threshold 10 

Related Commands

pps Threshold in packets per seconds. Valid values are from 10 to 10000.

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(17d)SXB Support for this command on the Supervisor Engine 2 was extended to 
Release 12.2(17d)SXB.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Command Description

mls rp ip (global 
configuration)

Enables external systems to establish IP shortcuts to the MSFC.

show mls ip multicast Displays the MLS IP information. 
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mrinfo
To query which neighboring multicast routers are “peering” with the local router, use the mrinfo 
command in user EXEC or privileged EXEC mode.

mrinfo [host-name | host-address] [source-address | interface]

Syntax Description

Defaults The command is disabled.

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines The mrinfo command is the original tool of the multicast backbone (MBONE) to determine which 
neighboring multicast routers are peering with a multicast router. Cisco routers have supported 
responding to mrinfo requests since Cisco IOS Release 10.2.

Now you can query a multicast router using this command. The output format is identical to the multicast 
routed version of Distance Vector Multicast Routing Protocol (DVMRP). (The mrouted software is the 
UNIX software that implements DVMRP.)

Examples The following is sample output from the mrinfo command:

Router# mrinfo

192.31.7.37 (barrnet-gw.cisco.com) [version cisco 11.1] [flags: PMSA]:
  192.31.7.37 -> 192.31.7.34 (sj-wall-2.cisco.com) [1/0/pim]
  192.31.7.37 -> 192.31.7.47 (dirtylab-gw-2.cisco.com) [1/0/pim]
  192.31.7.37 -> 192.31.7.44 (dirtylab-gw-1.cisco.com) [1/0/pim]
  131.119.26.10 -> 131.119.26.9 (su-pr2.bbnplanet.net) [1/32/pim]

host-name | host-address (Optional) The Domain Name System (DNS) name or IP address of the 
multicast router to query. If omitted, the router queries itself.

source-address (Optional) Source address used on multicast routing information 
(mrinfo) requests. If omitted, the source is based on the outbound 
interface for the destination.

interface (Optional) Source interface used on mrinfo requests. If omitted, the 
source is based on the outbound interface for the destination.

Release Modification

11.0 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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The flags indicate the following:

 • P: prune-capable

 • M: mtrace-capable

 • S: SNMP-capable

 • A: Auto-RP-capable



 

IP Multicast Commands
mrm

IMC-321
Cisco IOS IP Multicast Command Reference

January 2008

mrm
To start or stop a Multicast Routing Monitor (MRM) test, use the mrm command in privileged EXEC 
mode.

mrm test-name {start | stop}

Syntax Description

Command Modes Privileged EXEC

Command History

Usage Guidelines You must use this command to run an MRM test. When the test runs, the Test Sender sends User 
Datagram Protocol (UDP) or UDP/Real-Time Transport Protocol (RTP) packets (depending on the 
senders command) to the Test Receiver.

Examples The following example shows how to start an MRM test. In this example, the MRM test named test1 is 
started.

Router# mrm test1 start

Related Commands

test-name Name of the MRM test to start or stop.

start Starts the MRM test specified for the test-name argument.

stop Stops the MRM test specified for the test-name argument.

Release Modification

12.0(5)S This command was introduced.

12.0(5)T This command was integrated into Cisco IOS Release 12.0(5)T.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.

Command Description

ip mrm manager Identifies an MRM test and enters the mode in which you specify the 
test parameters.

senders Configures Test Sender parameters used in MRM.

show ip mrm status-report Displays the status reports in the MRM status report cache.
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mstat
To display IP multicast packet rate and loss information, use the mstat command in user EXEC or 
privileged EXEC mode.

mstat {source-name | source-address} [destination-name | destination-address] [group-name | 
group-address]

Syntax Description

Defaults The command is disabled.

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines If no arguments are entered, the router will interactively prompt you for them.

This command is a form of UNIX mtrace that reports packet rate and loss information.

Examples The following is sample output from the mstat command in user EXEC mode:

Router> mstat lwei-home-ss2 172.16.0.1 224.0.255.255

Type escape sequence to abort.
Mtrace from 172.16.0.0 to 172.16.0.10 via group 224.0.255.255
>From source (lwei-home-ss2.cisco.com) to destination (lwei-ss20.cisco.com)
Waiting to accumulate statistics......
Results after 10 seconds:

  Source        Response Dest    Packet Statistics For    Only For Traffic
172.16.0.0      172.16.0.10 All Multicast Traffic     From 172.16.0.0
     |       __/  rtt 48   ms   Lost/Sent = Pct  Rate     To 224.0.255.255
     v      /     hop 48   ms   ---------------------     --------------------

source-name | 
source-address

Domain Name System (DNS) name or the IP address of the multicast-capable 
source.

destination-name | 
destination-address

(Optional) DNS name or address of the destination. If omitted, the command 
uses the system at which the command is typed.

group-name | 
group-address

(Optional) DNS name or multicast address of the group to be displayed. Default 
address is 224.2.0.1 (the group used for multicast backbone [MBONE] Audio).

Release Modification

11.0 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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172.16.0.1      lwei-cisco-isdn.cisco.com  
     |     ^      ttl   1   
     v     |      hop 31   ms    0/12 = 0%      1 pps    0/1 = --%  0 pps
172.16.0.2 
172.16.0.3      eng-frmt12-pri.cisco.com  
     |     ^      ttl   2   
     v     |      hop -17  ms    -735/12 = --%      1 pps    0/1 = --%  0 pps
172.16.0.4    
172.16.0.5      eng-cc-4.cisco.com  
     |     ^      ttl   3   
     v     |      hop -21  ms    -678/23 = --%      2 pps    0/1 = --%  0 pps
172.16.0.6 
172.16.0.7      eng-ios-2.cisco.com  
     |     ^      ttl   4   
     v     |      hop 5    ms    605/639 = 95%      63 pps    1/1 = --%  0 pps
172.16.0.8 
172.16.0.9      eng-ios-f-5.cisco.com  
     |      \__   ttl   5   
     v         \  hop 0    ms        4         0 pps           0    0 pps
172.16.0.0      172.16.0.10 
  Receiver      Query Source

Table 9 describes the significant fields shown in the display.

Related Commands

Table 9 mstat Field Descriptions 

Field Description

Source Traffic source of packet.

Response Dest Place where the router sends the results of the mstat command.

  ttl Number of hops required from the traffic source to the current hop.

  hop Number of milliseconds of delay.

Only For Traffic From 0 packets dropped out of 2 packets received. If, for example, –2/2 was 
indicated, then there are 2 extra packets, which could indicate a loop 
condition.

Command Description

mtrace Traces the path from a source to a destination branch for a multicast 
distribution tree.
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mtrace
To trace the path from a source to a destination branch for a multicast distribution tree, use the mtrace 
user command in user EXEC or privileged EXEC mode.

mtrace {source-name | source-address} [destination-name | destination-address] [group-name | 
group-address]

Syntax Description

Defaults The command is disabled.

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines The trace request generated by the mtrace command is multicast to the multicast group to find the last 
hop router to the specified destination. The trace then follows the multicast path from destination to 
source by passing the mtrace request packet via unicast to each hop. Responses are unicast to the 
querying router by the first hop router to the source. This command allows you to isolate multicast 
routing failures.

If no arguments are entered, the router will interactively prompt you for them.

This command is identical in function to the UNIX version of mtrace.

Examples The following is sample output from the mtrace command in user EXEC mode:

Router> mtrace 172.16.0.0 172.16.0.10 239.254.254.254

source-name | 
source-address

Domain Name System (DNS) name or the IP address of the multicast-capable 
source. This is a unicast address of the beginning of the path to be traced.

destination-name | 
destination-address

(Optional) DNS name or address of the unicast destination. If omitted, the 
mtrace starts from the system at which the command is typed.

group-name | 
group-address

(Optional) DNS name or multicast address of the group to be traced. Default 
address is 224.2.0.1 (the group used for multicast backbone [MBONE] Audio). 
When address 0.0.0.0 is used, the software invokes a weak mtrace. A weak 
mtrace is one that follows the RPF path to the source, regardless of whether any 
router along the path has multicast routing table state.

Release Modification

11.0 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Type escape sequence to abort.
Mtrace from 172.16.0.0 to 172.16.0.10 via group 239.254.254.254
From source (?) to destination (?)
Querying full reverse path... 
 0  172.16.0.10
-1  172.16.0.8 PIM  thresh^ 0  0 ms  
-2  172.16.0.6 PIM  thresh^ 0  2 ms  
-3  172.16.0.5 PIM  thresh^ 0  894 ms  
-4  172.16.0.3 PIM  thresh^ 0  893 ms  
-5  172.16.0.2 PIM  thresh^ 0  894 ms  
-6  172.16.0.1 PIM  thresh^ 0  893 ms 

Table 10 describes the significant fields shown in the display.

Related Commands

Table 10 mtrace Field Descriptions 

Field Description

Mtrace from 172.16.0.0 to 
172.16.0.10 via group 
239.254.254.254

Name and address of source, destination, and group for which routes 
are being traced.

-3  172.16.0.5 Hops away from destination (–3) and address of intermediate router.

PIM thresh^ 0 Multicast protocol in use on this hop, and time-to-live (TTL) 
threshold.

893 ms Time taken for trace to be forwarded between hops.

Command Description

mstat Displays IP multicast packet rate and loss information.
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receivers
To establish Test Receivers for Multicast Routing Monitor (MRM) tests or modify the parameters of Test 
Receivers, use the receivers command in MRM manager configuration mode. To restore the default 
values, use the no form of this command.

Form of the Command to Establish Test Receivers

receivers access-list sender-list access-list [packet-delay]

no receivers access-list

Form of the Command to Modify the Parameters of Test Receivers

receivers access-list [window seconds] [report-delay seconds] [loss percentage] [no-join] 
[monitor | poll]

no receivers access-list 

Syntax Description access-list IP named or numbered access list that establishes the Test Receivers. 
Only these Test Receivers are subject to the other keywords and 
arguments specified in this command.

sender-list access-list Specifies the sources that the Test Receiver should monitor. If the 
named or numbered access list matches any access list specified in the 
senders command, the associated packet-delay milliseconds keyword 
and argument of that senders command are used in this command. 
Otherwise, the packet-delay argument is required in this receivers 
command.

packet-delay (Optional) Specifies the delay between test packets (in milliseconds). 
The range is from 50 to 10000. If the sender-list access list matches any 
access list specified in a senders command, the associated 
packet-delay milliseconds keyword and argument of that senders 
command are used in this command. Otherwise, the packet-delay 
argument is required in this receivers command.

window seconds (Optional) Specifies the duration (in seconds) of a test period. This is a 
sliding window of time in which the packet count is collected, so that 
the loss percentage can be calculated. The range is from 1 to 10. The 
default is 5 seconds.

report-delay seconds (Optional) Specifies the delay (in seconds) between status reports. The 
delay prevents multiple Test Receivers from sending status reports to 
the Manager at the same time for the same failure. This value is relevant 
only if there are multiple Test Receivers. The range is from 1 to 60. The 
default is 1 second.

loss percentage (Optional) Specifies the threshold percentage of packet loss required 
before a status report is triggered. The range is from 0 to 100. The 
default is 0 percent, which means that a status report is sent for any 
packet loss. (This value is not applied to packet duplication; a fault 
report is sent for any duplicated packets.) Loss percentage calculation 
is explained in the “Usage Guidelines” section of this command.
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Command Default No Test Receivers are configured for MRM tests.

Command Modes MRM manager configuration

Command History

Usage Guidelines This command is required for MRM to work; the receivers access-list and sender-list access-list 
keyword-argument pairs must be specified. 

Note The Cisco IOS CLI parser accepts the command entered without the required sender-list access-list 
keyword-argument pair. This keyword-argument pair, however, is not optional. For an MRM test to 
work, you must specify the sources that the Test Receiver should monitor using the sender-list keyword 
and access-list argument.

Optionally, you can use the receivers command to modify the parameters for Test Receivers. 

Loss percentage is calculated based on the packet-delay value of the senders command, which defaults 
to 200 milliseconds, or 5 packets per second. If the window keyword defaults to 5 seconds, then the Test 
Receiver expects 5 packets per second for 5 seconds = 25 packets. If the Test Receiver receives only 15 
packets, then 25 – 15 = 10 lost packets. Lost packets divided by packets expected equals loss percentage; 
10/25 equals a loss percentage of 40 percent.

no-join (Optional) Specifies that the Test Receiver does not join the monitored 
group. The default is that the Test Receiver joins the monitored group.

monitor | poll (Optional) Specifies whether the Test Receiver monitors the test group 
or polls for receiver statistics. The monitor keyword means the Test 
Receiver reports only if the test criteria are met. The poll keyword 
means the Test Receiver sends status reports regularly, whether test 
criteria are met or not. The default is the behavior set with the monitor 
keyword.

Release Modification

12.0(5)S This command was introduced.

12.0(5)T This command was integrated into Cisco IOS Release 12.0(5)T.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Examples The following example shows how to establish a Test Receiver for an MRM test:

ip mrm manager test1
 manager Ethernet0/0 group 239.1.1.1
 senders 1
 receivers 2 sender-list 1
!
access-list 1 permit 10.1.1.2
access-list 2 permit 10.1.4.2
!

Related Commands Command Description

senders Establishes Test Senders for MRM.
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router-guard ip multicast
To enable the router guard for switch ports that are connected to multicast routers, use the router-guard 
ip multicast command in interface configuration mode. To disable the router guard on switch ports that 
are connected to multicast routers, use the no form of this command.

router-guard ip multicast [vlan vlan-id] 

no router-guard ip multicast [vlan vlan-id] 

Syntax Description

Command Default The router guard for switch ports that are connected to multicast routers is disabled by default.

Command Modes Interface configuration (config-if)

Command History

Usage Guidelines You can enter the vlan vlan-id keyword and argument if the port is a trunk port.

You cannot enter a range or multiple VLANs in a single command.

For the router guard to work on switch ports, you must enter the router-guard ip multicast switchports 
global configuration command before entering the router-guard ip multicast interface configuration 
command.

Examples This example shows how to enable the router guard on an interface:

Router(config-if)# router-guard ip multicast

This example shows how to disable router guard on an interface:

Router(config-if)# no router-guard ip multicast vlan 100

Related Commands

vlan vlan-id (Optional) Specifies the Layer 2 VLAN identification.

Release Modification

12.2(33)SXH This command was introduced.

Command Description

clear router-guard ip 
multicast statistics

Clears the router guard statistical information.

router-guard ip multicast 
switchports

Enables or disables the router guard on all switch ports.
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router-guard ip multicast switchports
To enable the router guard on all switch ports, use the router-guard ip multicast switchports command 
in global configuration mode. To disable the router guard on all switch ports, use the no form of this 
command.

router-guard ip multicast switchports

no router-guard ip multicast switchports

Syntax Description This command has no arguments or keywords.

Command Default The router guard is disabled on all switch ports.

Command Modes Global configuration (config)

Command History

Usage Guidelines If received on a port that has router guard enabled, the following packet types are discarded and the 
statistics are updated indicating that packets are being dropped by the router guard:

 • Internet Group Management Protocol (IGMP) query messages

 • IPv4 Peripheral Interface Manager version 2 messages

 • IGMP PIM messages (PIMv1)

 • IGMP Distance Vector Multicast Routing Protocol (DVMRP) messages

 • Router-port Group Management Protocol (RGMP)messages

 • Cisco Group Multicast Protocol (CGMP)messages

Examples This example shows how to enable the router guard on all switch ports:

Router(config)# router-guard ip multicast switchports

This example shows how to disable the router guard on all switch ports:

Router(config)# no router-guard ip multicast switchports

Release Modification

12.2(33)SXH This command was introduced.
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Related Commands Command Description

clear router-guard ip 
multicast statistics

Clears the router guard statistical information.

router-guard ip multicast Enables or disables the router guard for switch ports that are 
connected to multicast routers.

show router-guard Displays the router guard status and configuration information.
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senders
To configure Test Sender parameters used for a Multicast Routing Monitor (MRM) test, use the senders 
command in MRM manager configuration mode. To restore the default settings, use the no form of this 
command.

senders access-list [packet-delay milliseconds] [rtp | udp] [target-only | all-multicasts | 
all-test-senders] [proxy-src]

no senders access-list 

Syntax Description

Command Default No test senders are configured to be involved in MRM tests.

Command Modes MRM manager configuration

Command History

access-list IP named or numbered access list that defines which Test Senders are 
involved in the test and which Test Senders these parameters apply to.

packet-delay milliseconds (Optional) Specifies the delay between test packets (in milliseconds). 
The range is from 50 to 10000. The default is 200 milliseconds, which 
results in 5 packets per second.

rtp | udp (Optional) Specifies the encapsulation of test packets, either Real-Time 
Transport Protocol (RTP)-encapsulated or User Datagram Protocol 
(UDP)-encapsulated. By default, test packets are RTP-encapsulated.

target-only (Optional) Specifies that test packets are sent out on the targeted 
interface only (that is, the interface with the IP address that is specified 
in the Test Sender request target field). By default, test packets are sent 
out on all interfaces that are enabled with IP multicast.

all-multicasts (Optional) Specifies that the test packets are sent out on all interfaces 
that are enabled with IP multicast. This is the default method for 
sending test packets.

all-test-senders (Optional) Specifies that test packets are sent out on all interfaces that 
have test-sender mode enabled. By default, test packets are sent out on 
all interfaces that are enabled with IP multicast.

proxy-src (Optional) Source IP address for which the Test Sender will proxy test 
packets. Enter an address if you want to test, for a specific source, 
whether the multicast distribution tree is working.

Release Modification

12.0(5)S This command was introduced.

12.0(5)T This command was integrated into Cisco IOS Release 12.0(5)T.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Usage Guidelines Use this command to specify which Test Senders are involved in the test and are affected by these 
parameters.

Examples The following example shows how to configure a Test Sender for an MRM test:

ip mrm manager test1
 manager Ethernet0/0 group 239.1.1.1
 senders 1
 receivers 2 sender-list 1
!
access-list 1 permit 10.1.1.2
access-list 2 permit 10.1.4.2

Related Commands Command Description

receivers Establishes Test Receivers for MRM.
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show ip dvmrp route

Note Support for DVMRP has been removed from 12.2SR releases beginning in Cisco IOS Release 
12.2(33)SRB. This command is no longer available in Cisco IOS Release 12.2(33)SRB and subsequent 
12.2SR releases.

To display the contents of the Distance Vector Multicast Routing Protocol (DVMRP) routing table, use 
the show ip dvmrp route command in user EXEC or privileged EXEC mode.

show ip dvmrp route [name | ip-address | interface-type interface-number]

Syntax Description

Command Modes User EXEC 
Privileged EXEC

Command History

Examples The following is sample output from the show ip dvmrp route command:

Router# show ip dvmrp route

DVMRP Routing Table - 1 entry
172.16.0.0/16 [100/11] uptime 07:55:50, expires 00:02:52
    via 192.168.0.0, Tunnel3

Table 11 describes the significant fields shown in the display.

name (Optional) Name of an entry in the DVMRP routing table.

ip-address (Optional) IP address of an entry in the DVMRP routing table.

interface-type 
interface-number

(Optional) Interface type and number.

Release Modification

10.3 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SRB This command was removed.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.

Table 11 show ip dvmrp route Field Descriptions 

Field Description

1 entry Number of entries in the DMVRP routing table.

172.16.0.0/16 Source network.

[100/11] Administrative distance/metric.
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Related Commands

uptime How long (in hours, minutes, and seconds) that the route has been in 
the DVMRP routing table.

expires How long (in hours, minutes, and seconds) until the entry is removed 
from the DVMRP routing table.

via 192.168.0.0 Next hop router to the source network.

Tunnel3 Interface to the source network.

Table 11 show ip dvmrp route Field Descriptions (continued)

Field Description

Command Description

ip dvmrp accept-filter Configures an acceptance filter for incoming DVMRP reports.
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show ip igmp groups
To display the multicast groups with receivers that are directly connected to the router and that were 
learned through Internet Group Management Protocol (IGMP), use the show ip igmp groups command 
in user EXEC or privileged EXEC mode.

show ip igmp [vrf vrf-name] groups [group-name | group-address | interface-type 
interface-number] [detail]

Syntax Description 

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines If you omit all optional arguments and keywords, the show ip igmp groups command displays by group 
address, interface type, and interface number all directly connected multicast groups.

vrf vrf-name (Optional) Supports the multicast VPN routing and forwarding (VRF) 
instance and indicates the name assigned to the VRF.

group-name (Optional) Name of the multicast group, as defined in the Domain Name 
System (DNS) hosts table.

group-address (Optional) Address of the multicast group. This is a multicast IP address in 
four-part, dotted-decimal notation.

interface-type 
interface-number

(Optional) Interface type and Interface number.

detail (Optional) Provides a detailed description of the sources known through 
IGMP Version 3 (IGMPv3), IGMPv3lite, or URL Rendezvous Directory 
(URD).

Release Modification

10.0 This command was introduced.

12.1(3)T Fields were added to the output of this command to support the Source 
Specific Multicast (SSM) feature.

12.1(5)T The detail keyword was added.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.3(2)T A field was added to the output of this command to support the SSM 
mapping feature.

12.2(18)S A field was added to the output of this command to support the SSM 
mapping feature.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Examples The following is sample output from the show ip igmp groups command:

Router# show ip igmp groups

IGMP Connected Group Membership
Group Address     Interface         Uptime      Expires     Last Reporter
239.255.255.254   Ethernet3/1       1w0d        00:02:19    172.21.200.159
224.0.1.40        Ethernet3/1       1w0d        00:02:15    172.21.200.1
224.0.1.40        Ethernet3/3       1w0d        never       172.16.214.251
224.0.1.1         Ethernet3/1       1w0d        00:02:11    172.21.200.11
224.9.9.2         Ethernet3/1       1w0d        00:02:10    172.21.200.155
232.1.1.1         Ethernet3/1       5d21h       stopped     172.21.200.206

The following is sample output from the show ip igmp groups command with the group-address 
argument and detail keyword:

Router# show ip igmp groups 192.168.1.1 detail

Interface:      Ethernet3/2
Group:          192.168.1.1
Uptime:         01:58:28
Group mode:     INCLUDE
Last reporter:  10.0.119.133
CSR Grp Exp:    00:02:38
Group source list: (C - Cisco Src Report, U - URD, R - Remote 
                    S- Static, M - SSM Mapping)
  Source Address   Uptime    v3 Exp    CSR Exp   Fwd  Flags
  172.16.214.1     01:58:28  stopped   00:02:31  Yes  C

Table 12 describes the significant fields shown in the displays.

Table 12 show ip igmp groups Field Descriptions  

Field Description

Group Address Address of the multicast group.

Interface Interface through which the group is reachable.

Uptime Time in weeks, days, hours, minutes, and seconds that this multicast 
group has been known. 

Expires Time in weeks, days, hours, minutes, and seconds until the entry 
expires. If an entry expires, then the entry (for a short period) shows 
“now” before it is removed.

“never” indicates that the entry will not time out, because a local 
receiver is on this router for this entry.

“stopped” indicates that timing out of this entry is not determined by 
this expire timer. If the router is in INCLUDE mode for a group, then 
the whole group entry times out after the last source entry has timed 
out (unless the mode is changed to EXCLUDE mode before it times 
out).

Last Reporter Last host to report being a member of the multicast group. Both IGMP 
v3lite and URD require a v2-report. 

Group mode: Either INCLUDE or EXCLUDE. The group mode is based on the type 
of membership reports that are received on the interface for the group. 
In the output for the show ip igmp groups detail command, the 
EXCLUDE mode also shows the Expires: field for the group entry 
(not shown in the output).
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Related Commands

CSR Grp Exp Shown for multicast groups in the SSM range. It indicates the time (in 
hours, minutes, and seconds) since the last received group 
membership report was received. Cisco IOS software needs to use 
these reports for the operation of URD and IGMP v3lite, but they do 
not indicate group membership by themselves.

Group source list: Details of which sources have been requested by the multicast group.

Source Address IP address of the source.

Uptime Time since the source state was created.

v3 Exp Time in hours, minutes, and seconds until the membership for the 
source times out according to IGMP operations. “stopped” displays if 
no member uses IGMPv3 (but only IGMP v3lite or URD).

CSR Exp Time in hours, minutes, and seconds until the membership for the 
source times out according to IGMP v3lite or URD reports. “stopped” 
displays if members use only IGMPv3.

Fwd Status of whether the router is forwarding multicast traffic due to this 
entry.

Flags Information about the entry. The Remote flag indicates that an 
IGMPv3 report has been received by this source. The C flag indicates 
that an IGMP v3lite or URD report was received by this source. The 
U flag indicates that a URD report was received for this source.

Table 12 show ip igmp groups Field Descriptions (continued) 

Field Description

Command Description

ip igmp query-interval Configures the frequency at which the Cisco IOS software sends 
IGMP host query messages.

ip igmp ssm-map enable Enables SSM mapping for groups in a configured SSM range.

show ip igmp ssm-mapping Displays information about SSM mapping or displays the sources that 
SSM mapping uses for a particular group.
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show ip igmp interface
To display multicast-related information about an interface, use the show ip igmp interface command 
in user EXEC or privileged EXEC mode. 

show ip igmp [vrf vrf-name] interface [interface-type interface-number]

Syntax Description

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines If you omit the optional arguments, the show ip igmp interface command displays information about 
all interfaces.

This command also displays information about dynamically learned Distance Vector Multicast Routing 
Protocol (DVMRP) routers on the interface.

Examples The following is sample output from the show ip igmp interface command:

Router# show ip igmp interface

Ethernet0 is up, line protocol is up
  Internet address is 192.168.37.6, subnet mask is 255.255.255.0
  IGMP is enabled on interface
  IGMP query interval is 60 seconds
  Inbound IGMP access group is not set
  Multicast routing is enabled on interface
  Multicast TTL threshold is 0
  Multicast designated router (DR) is 192.168.37.33
  No multicast groups joined

vrf (Optional) Supports the multicast VPN routing and forwarding (VRF) 
instance.

vrf-name (Optional) Name assigned to the VRF.

interface-type (Optional) Interface type. 

interface-number (Optional) Interface number.

Release Modification

10.0 This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Ethernet1 is up, line protocol is up
  Internet address is 192.168.36.129, subnet mask is 255.255.255.0
  IGMP is enabled on interface
  IGMP query interval is 60 seconds
  Inbound IGMP access group is not set
  Multicast routing is enabled on interface
  Multicast TTL threshold is 0
  Multicast designated router (DR) is 192.168.36.131
  Multicast groups joined: 225.2.2.2 226.2.2.2
Tunnel0 is up, line protocol is up
  Internet address is 10.1.37.2, subnet mask is 255.255.0.0
  IGMP is enabled on interface
  IGMP query interval is 60 seconds
  Inbound IGMP access group is not set
  Multicast routing is enabled on interface
  Multicast TTL threshold is 0
  No multicast groups joined

Table 13 describes the significant fields shown in the display.

Related Commands

Table 13 show ip igmp interface Field Descriptions 

Field Description

Ethernet0 is up, line protocol is 
up

Interface type, number, and status.

Internet address is..., 
subnet mask is...

Internet address of the interface and subnet mask being applied to 
the interface, as specified with the ip address command.

IGMP is enabled on interface Indicates whether IGMP has been enabled on the interface with the 
ip pim command.

IGMP query interval is 
60 seconds

Interval at which the Cisco IOS software sends Protocol 
Independent Multicast (PIM) router query messages, as specified 
with the ip igmp query-interval command.

Inbound IGMP access group is 
not set

Indicates whether an IGMP access group has been configured with 
the ip igmp access-group command.

Multicast routing is enabled on 
interface

Indicates whether multicast routing has been enabled on the 
interface with the ip pim command.

Multicast TTL threshold is 0 Packet time-to-live threshold, as specified with the ip multicast 
ttl-threshold command.

Multicast designated router 
(DR) is...

IP address of the designated router for this LAN segment (subnet).

No multicast groups joined Indicates whether this interface is a member of any multicast groups 
and, if so, lists the IP addresses of the groups.

Command Description

ip address Sets a primary or secondary IP address for an interface.

ip igmp access-group Controls the multicast groups that hosts on the subnet serviced by 
an interface can join.

ip igmp query-interval Configures the frequency at which the Cisco IOS software sends 
IGMP host query messages.
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ip multicast ttl-threshold Configures the TTL threshold of packets being forwarded out an 
interface.

ip pim Enables PIM on an interface.

Command Description
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show ip igmp membership
To display Internet Group Management Protocol (IGMP) membership information for multicast groups 
and (S, G) channels, use the show ip igmp membership command in user EXEC or privileged EXEC 
mode.

show ip igmp membership [group-address | group-name] [tracked] [all]

Syntax Description

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines Unlike the show ip igmp groups command, this command allows you to display detailed information 
about multicast channels and explicit tracking.

Examples The following is sample output from the show ip igmp membership user EXEC command. Each entry 
in the output shows the aggregate membership information (indicated by the A flag) for a particular 
multicast group or channel from the IGMP cache. If the entry is prepended with a forward slash (“/”) 
flag, the entry is a filtering entry that is blocking the data forwarding of the multicast group or channel.

Router> show ip igmp membership

Flags:A  - aggregate, T - tracked
       L  - Local, S - static, V - virtual, R - Reported through v3
       I - v3lite, D - Urd, M - SSM (S,G) channel
       1,2,3 - The version of IGMP, the group is in

group-address (Optional) The IP address of the multicast group for which to display IGMP 
membership information.

group-name (Optional) The name of the multicast group, as defined in the Domain Name 
System (DNS) hosts table, for which to display IGMP membership 
information.

tracked (Optional) Displays the multicast groups with the explicit tracking feature 
enabled.

all (Optional) Displays the detailed information about the multicast groups 
with and without the explicit tracking feature enabled.

Release Modification

12.0(19)S This command was introduced.

12.2(8)T This command was integrated into Cisco IOS Release 12.2(8)T.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Channel/Group-Flags:
       / - Filtering entry (Exclude mode (S,G), Include mode (*,G))
Reporter:
       <ip-address> - last reporter if group is not explicitly tracked
       <n>/<m>      - <n> reporter in include mode,<m> reporter in exclude

 Channel/Group                  Reporter        Uptime   Exp.  Flags  Interface
 *,224.0.1.40                   10.10.0.1       00:01:34 02:41 2LA   Et2/0
 *,239.1.1.1                    2/0             00:00:10 stop  3AT    Et2/0

The following is sample output from the show ip igmp membership user EXEC command with the 
multicast group address 239.1.1.1 and the tracked keyword specified:

Router> show ip igmp membership 239.1.1.1 tracked

Flags:A  - aggregate, T - tracked
       L  - Local, S - static, V - virtual, R - Reported through v3
       I - v3lite, D - Urd, M - SSM (S,G) channel
       1,2,3 - The version of IGMP, the group is in
Channel/Group-Flags:
       / - Filtering entry (Exclude mode (S,G), Include mode (*,G))
Reporter:
       <ip-address> - last reporter if group is not explicitly tracked
       <n>/<m>      - <n> reporter in include mode,<m> reporter in exclude

 Channel/Group                  Reporter        Uptime   Exp.  Flags  Interface
 *,239.1.1.1                    2/0             00:00:11 stop  3AT    Et2/0
 10.30.0.100,239.1.1.1          10.10.0.10      00:00:11 02:48 RT     Et2/0
 10.30.0.101,239.1.1.1          10.10.0.20      00:00:03 02:56 RT     Et2/0
 10.30.0.101,239.1.1.1          10.10.0.10      00:00:11 02:48 RT     Et2/0
 10.30.0.102,239.1.1.1          10.10.0.20      00:00:03 02:56 RT     Et2/0

Table 14 describes the significant fields shown in the displays.

Table 14 show ip igmp membership Field Descriptions 

Field Description

Channel/Group (S, G) channel or multicast group filtering entry.

Reporter Displays information about the hosts reporting membership with the 
(S, G) channel or multicast group entry.

Uptime The Uptime timer is how long (in hours, minutes, and seconds) the 
entry has been known.

Exp. The Exp. timer is how long (in minutes and seconds) until the entry 
expires.
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Related Commands

Flags Provides information about the entry:

 • A—aggregate. Indicates that the aggregate information for the 
(S, G) channel or multicast group is being displayed.

 • T—tracked—Indicates that the multicast group is configured 
with the explicit tracking feature.

 • L—local. Indicates that the router itself is interested in 
receiving the traffic for this multicast group or channel. In order 
for the application to receive this traffic, the packets are sent to 
the process level of the router. When the ip igmp join-group 
command is configured for a multicast group, the L flag is set.

 • S—static. Indicates that the multicast group or channel is 
forwarded on the interface. When the ip igmp static-group 
command is configured on the interface, the S flag is set.

 • V—virtual. Indicates that service such as Hoot and Holler is 
running on the router requesting the traffic for the multicast 
group or channel. These services can process IP multicast 
traffic in the fast switching path. The L flag will not be set by 
these applications.

 • R—reported through v3. Indicates that an IGMP Version 3 
(IGMPv3) report was received for this entry.

 • I—v3lite. Indicates that an IGMP Version 3 lite (IGMP v3lite) 
report was received for this entry.

 • D—URD. Indicates that a URL Rendezvous Directory (URD) 
report was received for this entry.

 • M—SSM (S, G) channel. Indicates that the multicast group 
address is in the Source Specific Multicast (SSM) range.

 • 1, 2, 3—The version of IGMP. The version of IGMP that the 
multicast group is running.

Interface Interface type and number.

Table 14 show ip igmp membership Field Descriptions (continued)

Field Description

Command Description

ip igmp explicit-tracking Enables explicit tracking of hosts, groups, and channels for IGMP 
Version 3.

ip igmp version Configures the version of IGMP that the router uses.

show ip igmp groups Displays the multicast groups with receivers that are directly connected 
to the router and that were learned through IGMP.
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show ip igmp snooping
To display the Internet Group Management Protocol (IGMP) snooping configuration of a device, use the 
show ip igmp snooping command in privileged EXEC mode.

show ip igmp snooping [groups [count] | mrouter | querier] [vlan vlan-id] 

Syntax Description

Command Modes Privileged EXEC (#)

Command History

Usage Guidelines You can also use the show mac-address-table multicast command to display entries in the MAC 
address table for a VLAN that has IGMP snooping enabled.

Examples The following is sample output from the show ip igmp snooping command:

Router# show ip igmp snooping

Global IGMP Snooping configuration:
-----------------------------------
IGMP snooping              : Enabled
IGMPv3 snooping (minimal)  : Enabled

groups (Optional) Displays group information.

count (Optional) Displays the number of multicast groups learned by IGMP 
snooping.

mrouter (Optional) Displays information about dynamically learned and manually 
configured multicast router ports.

querier (Optional) Displays IGMP querier information.

vlan vlan-id (Optional) Specifies a VLAN. Valid values are 1 to 1001. If this keyword is 
not configured, information is displayed for all VLANs. 

Release Modification

12.0(5.2)WC(1) This command was introduced.

12.2(15)ZJ This command was implemented on the following platforms: Cisco 2600 
series, Cisco 3600 series, and Cisco 3700 series routers.

12.3(4)T This command was integrated into Cisco IOS Release 12.3(4)T on the 
following platforms: Cisco 2600 series, Cisco 3600 series, and Cisco 3700 
series routers.

12.4(4)XC This command was integrated into Cisco IOS Release 12.4(4)XC on 
Cisco 870 series Integrated Services Routers (ISRs). The groups and 
querier keywords were added.

12.4(15)T The groups and count keywords were added on the Cisco 87x and the Cisco 
1800 series Integrated Services Routers (ISRs) and on EtherSwitch 
high-speed WAN interface cards (HWICs) and EtherSwitch network 
modules running on the Cisco 1841, 2800, and 3800 series ISRs. 
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Report suppression         : Enabled
TCN solicit query          : Disabled
TCN flood query count      : 2
Last Member Query Interval : 1000
 
Vlan 1:
--------
IGMP snooping                       : Enabled
IGMPv2 immediate leave              : Enabled
Explicit host tracking              : Enabled
Multicast router learning mode      : pim-dvmrp
Last Member Query Interval          : 1000
CGMP interoperability mode          : IGMP_ONLY
 
Vlan 11:
--------
IGMP snooping                       : Enabled
IGMPv2 immediate leave              : Disabled
Explicit host tracking              : Enabled
Multicast router learning mode      : pim-dvmrp
Last Member Query Interval          : 1000
CGMP interoperability mode          : IGMP_ONLY

The information in the output display is self-explanatory.

The following is sample output from the show ip igmp snooping command using the vlan keyword:

Router# show ip igmp snooping vlan 1

vlan 1
----------
  IGMP snooping is globally enabled
  IGMP snooping is enabled on this Vlan
  IGMP snooping immediate-leave is enabled on this Vlan
  IGMP snooping mrouter learn mode is pim-dvmrp on this Vlan

The information in the output display is self-explanatory.

The following is sample output from the show ip igmp snooping command using the mrouter keyword:

Note In this example, Fa0/3 is a dynamically learned router port, and Fa0/2 is a configured static router port.

Router# show ip igmp snooping mrouter vlan 1

Vlan    ports
----    -----
   1    Fa0/2(static), Fa0/3(dynamic)

The information in the output display is self-explanatory.

The following is sample output from the show ip igmp snooping command using the groups keyword:

Router #show ip igmp snooping groups 
Vlan      Group          Version     Port List
---------------------------------------------------------
1         192.168.1.2      v2          Fa0/1/0
11        192.168.1.2      v2          Fa0/1/1

The information in the output display is self-explanatory.

The following is sample output from the show ip igmp snooping groups command with the count 
keyword specified:
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Router# show ip igmp snooping groups count 

Total number of groups:   2

The information in the output is self-explanatory.

Related Commands Command Description

ip igmp snooping Globally enables IGMP snooping. IGMP snooping must be 
globally enabled in order to be enabled on a VLAN.

ip igmp snooping vlan Enables IGMP snooping on the VLAN interface.

ip igmp snooping vlan 
immediate-leave

Enables IGMP Immediate-Leave processing.

ip igmp snooping vlan mrouter Configures a Layer 2 port as a multicast router port.

show mac-address-table multicast Displays the Layer 2 multicast entries for a VLAN.
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show ip igmp snooping explicit-tracking
To display the information about the explicit host-tracking status for IGMPv3 hosts, use the show ip 
igmp snooping explicit-tracking command in user EXEC or privileged EXEC mode. 

show ip igmp snooping explicit-tracking vlan vlan-id

Syntax Description

Defaults If you do not specify a VLAN, information for VLAN 1 is displayed.

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor 
Engine 2.

Explicit host tracking is supported only with IGMPv3 hosts.

Examples This example shows how to display the information about the explicit host-tracking status for IGMPv3 
hosts:

Router# show ip igmp snooping explicit-tracking vlan 25

Source/Group       Interface Reporter Filter_mode 
------------------------------------------------------------------------ 
10.1.1.1/226.2.2.2 Vl25:1/2 10.27.2.3 INCLUDE 
10.2.2.2/226.2.2.2 Vl25:1/2 10.27.2.3 INCLUDE 
Router#

Related Commands

vlan vlan-id Specifies the VLAN to display.

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.

Command Description

ip igmp snooping 
explicit-tracking

Enables explicit host tracking.
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show ip igmp snooping filter
To display the Internet Group Management Protocol (IGMP) filtering rules, use the show ip igmp 
snooping filter command in privileged EXEC mode.

show ip igmp snooping filter interface type mod/port [statistics]

Syntax Description

Command Default This command has no default settings.

Command Modes Privileged EXEC (#)

Command History

Usage Guidelines IGMP filtering allows you to configure filters on a per-port basis, a per-switch virtual interface (SVI) 
basis, or both.

The mod/port is not supported when you enter the vlan vlan-id keyword and argument.

IGMP filtering is supported for IPv4 only.

IGMP filters is not supported on routed ports.

If the port is in the shutdown state, the system cannot determine if the port is in trunk mode or access 
mode, and you will not be able to display the filter status by entering the show ip igmp snooping filter 
command. In this case, you can enter the show running-config interface command to display the 
configuration.

IGMP filtering statistics are maintained for the following only:

 • A specific switch port in an SVI.

 • A specific VLAN in a trunk.

Examples The following example displays the default filters configured on the SVI:

Router# show ip igmp snooping filter interface vlan 20

Access-Group: Channel1-Acl 
Groups/Channels Limit: 100 (Exception List: Channel6-Acl) 
IGMP Minimum-Version: Not Configured
Router#

interface type Interface type; possible valid values are fastethernet, gigabitethernet, 
tengigabitethernet, port-channel num, and vlan vlan-id.

mod/port Module and port number

statistics (Optional) Displays IGMP filtering statistics.

Release Modification

12.2(33)SXH This command was introduced.
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The following example displays the output on a switch port that is in access mode:

Router# show ip igmp snooping filter interface gigabitethernet3/48

Access-Group: Channel4-Acl 
Groups/Channels Limit: 10 (Exception List: Channel3-Acl)
Router#

The following example displays the filters configured for all switch ports in access mode under this SVI:

Router# show ip igmp snooping filter interface vlan 20 detail
VLAN20 :

Access-Group: Not Configured 
Groups/Channels Limit: Not Configured 
VLAN20 :
Access-Group: Channel4-ACL 
Groups/Channels Limit: 10 (Exception-list: Channel3-Acl)
Router#

The following example displays the default trunk port filters:

Router# show ip igmp snooping filter interface gigabitethernet3/46

Access-Group: Channel1-Acl 
Groups/Channels Limit: 10 (Exception List: Channel3-Acl)
Router#

The following example displays the per-VLAN filters for all VLANs on this trunk:

Router# show ip igmp snooping filter interface gigabitethernet3/46 detail

Vlan 10 :
Access-Group: Not Configured 
Groups/Channels Limit: Not Configured 
Vlan 20 :
Access-Group: Not Configured 
Groups/Channels Limit: 8 (Exception List: Channel4-Acl)
Router#

The following example displays the output on a trunk port for a specific VLAN:

Router# show ip igmp snooping filter interface gigabitethernet3/46 vlan 20

Access-Group: Not Configured
Groups/Channels Limit: 8 (Exception List: Channel4-Acl)
Router#

The following example displays the statistics for each switch port in access mode under the SVI:

Router# show ip igmp snooping filter interface vlan 20 statistics

GigabitEthernet3/47 :
IGMP Filters are not configured 
GigabitEthernet3/48 :
Access-group denied : 0 
Limit denied : 2 
Limit status : 0 active out of 2 max
Minimum-version denied : 0 

Table 15 describes the significant fields shown in the displays.
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Related Commands

Table 15 show ip igmp snooping Field Descriptions

Field Description

Access-Group: Channel1-Acl Name of the access group.

Groups/Channels Limit: 100 (Exception List: 
Channel6-Acl) 

Number of IGMP groups or channels allowed on 
an interface is set to 100, with the exception of 
group Channel1-Acl.

IGMP Minimum-Version: Not Configured Minimum version not configured (ip igmp 
snooping minimum-version command).

IGMP Filters are not configured Filtering on the IGMP protocol is disabled.

Access-group denied : 0 Number of access groups denied.

Limit denied : 2 

Limit status : 0 active out of 2 max Number of active groups.

Minimum-version denied : 0 

Command Description

ip igmp snooping access-group Configures an IGMP group access group.

ip igmp snooping limit Limits the number of IGMP groups or channels allowed on an 
interface.

ip igmp snooping 
minimum-version

Filters on the IGMP protocol.
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show ip igmp snooping mrouter

Note The documentation for this command has been integrated into the documentation for the show ip igmp 
snooping command. Please see the show ip igmp snooping command for complete and up-to-date 
information about displaying information for dynamically learned and manually configured multicast 
router ports.

To display information on dynamically learned and manually configured multicast router ports, use the 
show ip igmp snooping mrouter command in privileged EXEC mode.

show ip igmp snooping mrouter [vlan vlan-id]

Syntax Description

Command Modes Privileged EXEC 

Command History

Usage Guidelines You can also use the show mac-address-table multicast command to display entries in the MAC 
address table for a VLAN that has Internet Group Management Protocol (IGMP) snooping enabled.

Examples The following is sample output from the show ip igmp snooping mrouter vlan 1 command:

Note In this example, Fa0/3 is a dynamically learned router port, and Fa0/2 is a configured static router port.

Router# show ip igmp snooping mrouter vlan 1

Vlan    ports
----    -----
   1    Fa0/2(static), Fa0/3(dynamic) 

vlan vlan-id (Optional) Specifies a VLAN. Valid values are 1 to 1001.

Release Modification

12.0(5.2)WC(1) This command was introduced.

12.2(15)ZJ This command was implemented on the following platforms: Cisco 2600 
series, Cisco 3600 series, and Cisco 3700 series routers.

12.3(4)T This command was integrated into Cisco IOS Release 12.3(4)T on the 
following platforms: Cisco 2600 series, Cisco 3600 series, and Cisco 3700 
series routers.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. 
Support in a specific 12.2SX release of this train depends on your feature 
set, platform, and platform hardware.
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Related Commands Command Description

ip igmp snooping Globally enables IGMP snooping. IGMP snooping must be 
globally enabled in order to be enabled on a VLAN.

ip igmp snooping vlan Enables IGMP snooping on the VLAN interface.

ip igmp snooping vlan 
immediate-leave

Enables IGMP Immediate-Leave processing.

ip igmp snooping vlan mrouter Configures a Layer 2 port as a multicast router port.

show mac-address-table multicast Displays the Layer 2 multicast entries for a VLAN.
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show ip igmp snooping rate-limit
To display the information about the IGMP-snooping rate limit, use the show ip igmp snooping 
rate-limit command in user EXEC or privileged EXEC mode.

show ip igmp snooping rate-limit [statistics | vlan vlan-id]

Syntax Description

Defaults This command has no default settings.

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor 
Engine 2.

Examples This example shows how to display the statistics for IGMP-snooping rate limiting:

Router# show ip igmp snooping rate-limit statistics

Max IGMP messages incoming rate : Not configured
Vlan   Incoming rate  Rate-limiting ON  Disable count  Time to Enable
-----+---------------+----------------+---------------+---------------+
222   1000            No               0 
111   5999            Yes              3               185

This example shows how to display IGMP-snooping rate-limit information for a specific VLAN:

Router# show ip igmp snooping rate-limit vlan 19

Max IGMP messages incoming rate : 200 pps
Vlan       Incoming IGMP rate (in pps)    
--------+---------------------------------
19       200

Related Commands

statistics (Optional) Displays IGMP-snooping statistics.

vlan vlan-id (Optional) Specifies a VLAN; valid values are from 1 to 4094.

Release Modification

12.2(17a)SX Support for this command was introduced on the Supervisor Engine 720.

Command Description

ip igmp snooping rate Sets the rate limit for IGMP-snooping packets.
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show ip igmp snooping statistics
To display IGMPv3 statistics, use the show ip igmp snooping statistics command in user EXEC or 
privileged EXEC mode. 

show ip igmp snooping statistics [interface type [number]} | port-channel number | vlan vlan-id]

Syntax Description

Defaults This command has no default settings. 

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor 
Engine 2.

The show ip igmp snooping statistics command displays the following statistics:

 • List of ports that are members of a group

 • Filter mode

 • Reporter-address behind the port

 • Additional information (such as the last-join and last-leave collected since the previous time that a  
clear ip igmp snooping statistics command was issued)

The number argument designates the module and port number. Valid values for number depend on the 
specified interface type and the chassis and module that are used. For example, if you specify a Gigabit 
Ethernet interface and have a 48-port 10/100BASE-T Ethernet module that is installed in a 13-slot 
chassis, valid values for the module number are from 1 to 13 and valid values for the port number are 
from 1 to 48.

The port-channel number values from 257 to 282 are supported on the CSM and the FWSM only.

The #hosts behind the VLAN is displayed only if you define the max-hosts policy on the specified 
VLAN and enable the log policy for the specified VLAN.

interface type (Optional) Displays IGMP statistics for the specified interface type; possible 
valid values are ethernet, fastethernet, and gigabitethernet.

number (Optional) Multicast-related statistics for the specified module and port; see 
the “Usage Guidelines” section for valid values.

port-channel number (Optional) Displays multicast-related statistics for the specified 
port-channel; valid values are from 1 to 282.

vlan vlan-id (Optional) Displays multicast-related statistics for the specified VLAN; valid 
values for vlan-id are from 1 to 4094.

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.
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Examples This example shows how to display IGMPv3 statistics:

Router# show ip igmp snooping statistics interface FastEthernet5/1

IGMP Snooping statistics
Service-policy: Policy1policy tied with this interface
#Channels: 3 
#hosts : 3
Query Rx: 2901 GS Query Rx: 0 V3 Query Tot Rx: 0 
Join Rx: 8686 Leave Rx: 0 V3 Report Rx: 2300
Join Rx from router ports: 8684 Leave Rx from router ports: 0 
Total Rx: 11587
Channel/Group         Interface  Reporter    Uptime     Last-Join  Last-Leave
10.7.20.1,239.1.1.1   F5/1       10.5.20.1   00:12:00   1:10:00    -
10.7.30.1,239.1.1.1   F5/1       10.5.30.1   00:50:10   1:10:02    0:30:02
10.7.40.1,239.1.1.1   F5/1       10.5.40.1   00:10:10   1:10:03    -

Table 16 describes the fields that are shown in the example.

Related Commands

Table 16 show ip igmp snooping statistics Field Descriptions 

Field Description

Service-policy: Policy1 Policy tied to this interface.

#Channels: 3 Number of channels behind the specified interface.

#hosts Number of hosts behind the specified interface. This 
field is displayed only if max-hosts policy is used.

Command Description

clear ip igmp snooping 
statistics

Clears the IGMP-snooping statistics.
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show ip igmp ssm-mapping
To display information about Source Specific Multicast (SSM) mapping or to display the sources that 
SSM mapping uses for a particular group, use the show ip igmp ssm-mapping command in user EXEC 
or privileged EXEC mode.

show ip igmp [vrf vrf-name] ssm-mapping [group-address]

Syntax Description

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines Use this command to display the sources that SSM mapping is using for a particular group, or would use 
for a group if SSM mapping were configured. If no SSM mapping is known for the specified group, and 
Domain Name System (DNS)-based SSM mapping is enabled, this command sends out a DNS query for 
the group. The DNS query initiates DNS-based SSM mapping for this group. If no SSM mapping group 
is specified by the group-address argument, this command displays the configured SSM mapping state.

Use the vrf vrf-name keyword and argument to displays SSM mapping information for a particular VRF.

Examples The following example shows how to display information about the configured SSM mapping state:

Router# show ip igmp ssm-mapping

SSM Mapping  : Enabled
DNS Lookup   : Enabled
Mcast domain : ssm-map.cisco.com
Name servers : 10.0.0.0
               10.0.0.1

Table 17 describes the significant fields shown in the display.

vrf (Optional) Supports the multicast Virtual Private Network (VPN) routing 
and forwarding (VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

group-address (Optional) Address of the group about which to display SSM mapping 
information.

Release Modification

12.3(2)T This command was introduced.

12.2(18)S This command was integrated into Cisco IOS Release 12.2(18)S.

12.2(18) SXD3 This command was integrated into Cisco IOS Release 12.2(18)SXD3.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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The following example shows how to display information about the configured DNS-based SSM 
mapping:

Router# show ip igmp ssm-mapping 232.1.1.4

Group address: 232.1.1.4
Database     : DNS
DNS name     : 4.1.1.232.ssm-map.cisco.com
Expire time  : 860000
Source list  : 172.16.8.5
             :172.16.8.6

Table 18 describes the significant fields shown in the display.

The following example shows how to display information about the configured static SSM mapping:

Router# show ip igmp ssm-mapping 232.1.1.4

Group address: 232.1.1.4
Database     : Static
Source list  : 172.16.8.5
             : 172.16.8.6

Table 19 describes the significant fields shown in the display.

Table 17 show ip igmp ssm-mapping Field Descriptions 

Field Description

SSM Mapping  : Enabled The SSM Mapping feature is enabled.

DNS Lookup   : Enabled DNS-based SSM mapping is enabled.

Mcast domain : ssm-map.cisco.com Multicast domain.

Name servers : 10.0.0.0

                        10.0.0.1

Addresses of the configured named servers.

Table 18 show ip igmp ssm-mapping Field Descriptions 

Field Description

Group address: 232.1.1.4 The router has mapped group 232.1.1.4.

Database     : DNS Group mapping is performed via DNS.

DNS name     : 
4.1.1.232.ssm-map.cisco.com

Name of the DNS that performs group mapping.

Expire time  : 860000 Cache time of the DNS registration record on the DNS server, 
in milliseconds.

Source list  : 172.16.8.5

               :172.16.8.6

The group address is mapped via DNS to these source 
addresses.
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The following is sample output from the show ip igmp ssm-mapping command when no SSM mappings 
can be found:

Router# show ip igmp ssm-mapping 232.1.1.4

Can’t resolve %i to source-mapping

Related Commands

Table 19 show ip igmp ssm-mapping Field Descriptions 

Field Description

Group address: 232.1.1.4 The address of the group with SSM mapping to the router.

Database     : Static Static SSM mapping is configured.

Source list  : 172.16.8.5

                  : 172.16.8.6

Source addresses configured for static SSM mapping.

Command Description

ip igmp ssm-map 
enable

Enables SSM mapping for groups in a configured SSM range.

show ip igmp group Displays the multicast groups with receivers that are directly connected to 
the router and that were learned through IGMP.
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show ip igmp static-group class-map
To display the contents of Internet Group Management Protocol (IGMP) static group class map 
configurations and the interfaces using class maps, use the show ip igmp static-group class-map 
command in user EXEC or privileged EXEC mode. 

show ip igmp static-group class-map [interface [type number]]

Syntax Description

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines Use this command to display the contents of IGMP static group class map configurations and the 
interfaces using class maps. 

Use this command with the optional interface keyword to filter the output to display only the interfaces 
using class maps.

Use this command with the optional interface keyword and type number arguments to filter the output 
to display only the class map attached to a particular interface.

Examples The following is sample output from the show ip igmp static-group class-map command. The output 
is self-explanatory:

Router# show ip igmp static-group class-map

Class-map static1
  Group address range 228.8.8.7 to 228.8.8.9
  Group address 232.8.8.7, source address 10.1.1.10
  Interfaces using the classmap:
    Loopback0

Class-map static
  Group address range 232.7.7.7 to 232.7.7.9, source address 10.1.1.10
  Group address 227.7.7.7
  Group address range 227.7.7.7 to 227.7.7.9
  Group address 232.7.7.7, source address 10.1.1.10
  Interfaces using the classmap:
    Ethernet3/1

The following is sample output from the show ip igmp static-group command with the interface 
keyword. The output is self-explanatory.

interface (Optional) Filters the output to display only the interfaces using class maps. 

type number (Optional) Interface type and number entered to filter the output to display 
only the class map attached to a particular interface.

Release Modification

12.2(18)SXF5 This command was introduced.
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Router# show ip igmp static-group class-map interface 

Loopback0
  Class-map attached: static1

Ethernet3/1
  Class-map attached: static

The following is sample output from the show ip igmp static-group command with the interface 
keyword and type number arguments. The output is self-explanatory.

Router# show ip igmp static-group class-map interface Ethernet 3/1

Ethernet3/1
  Class-map attached: static

Related Commands Command Description

class-map type 
multicast-flows

Enters multicast-flows class-map configuration mode to create or modify 
IGMP static group class maps.

group (multicast-flows) Defines the group entries to be associated with a IGMP static group class 
map.

ip igmp static-group Configures static group membership entries on an interface.



 

IP Multicast Commands
show ip igmp udlr

IMC-362
Cisco IOS IP Multicast Command Reference

January 2008

show ip igmp udlr
To display unidirectional link routing (UDLR) information for directly connected multicast groups on 
interfaces that have a unidirectional link (UDL) helper address configured, use the show ip igmp udlr 
command in user EXEC or privileged EXEC mode.

show ip igmp udlr [group-name | group-address | interface-type interface-number] 

Syntax Description

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines This command displays which groups are being forwarded and received over the UDL.

On the upstream router, this command shows which interface is a UDL interface and which IP multicast 
groups are being forwarded out that interface. The UDL Reporter is the IP address of the downstream 
interface on the receiving router. If there is more than one downstream router, this field shows which 
downstream router forwarded the IGMP host report to the upstream router over the ground-based 
network. This report is forwarded over the UDL so that all downstream routers know which groups have 
already been requested by other downstream routers and additional IGMP host reports are suppressed.

On the downstream router, this command (in the Interface field) shows which local interface received an 
IGMP host report (from a directly connected host for a specific group). The UDL Reporter is the IP 
address of the router that had forwarded the IGMP host report to the upstream router over the 
ground-based network. The UDL Interfaces column shows the interface on which IP multicast packets 
are being received.

Examples The following is sample output of the show ip igmp udlr command on an upstream router:

upstream-rtr# show ip igmp udlr

IGMP UDLR Status, UDL Interfaces: Serial0
Group Address    Interface            UDL Reporter     Reporter Expires
224.2.127.254    Serial0              10.0.0.2         00:02:12
224.0.1.40       Serial0              10.0.0.2         00:02:11
225.7.7.7        Serial0              10.0.0.2         00:02:15

The following is sample output of the show ip igmp udlr command on a downstream router:

group-name | group-address (Optional) Name or address of the multicast group for which 
to show UDLR information.

interface-type interface-number (Optional) Interface type and number for which to show 
UDLR information.

Release Modification

12.0(3)T This command was introduced.

12.2(17d)SXB1 Support for this command was introduced on the Supervisor Engine 720.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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downstream-rtr# show ip igmp udlr

IGMP UDLR Status, UDL Interfaces: Serial0
Group Address    Interface            UDL Reporter     Reporter Expires
224.2.127.254    Serial0              10.0.0.2         00:02:49
224.0.1.40       Serial0              10.0.0.2         00:02:48
225.7.7.7        Serial0              10.0.0.2         00:02:52

Table 20 describes the significant fields shown in the first display.

Table 20 show ip igmp udlr Field Descriptions 

Field Description

Group Address All groups helpered by the UDL Reporter on the interface.

Interface Interface type and number to which the group is connected.

UDL Reporter IP address of the router on the UDL network that is IGMP 
helpering for the group.

Reporter Expires How soon the UDL Reporter will become inactive, in 
hours:minutes:seconds. This can occur under the following 
conditions:

 • The UDL Reporter has become nonoperational.

 • The link or network to the reporter has become nonoperational.

 • The group member attached to the UDL Reporter has left the 
group.
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show ip mcache
To display the contents of the IP fast-switching cache, use the show ip mcache command in user EXEC 
or privileged EXEC mode. 

show ip mcache [vrf vrf-name] [group-address | group-name] [source-address | source-name]

Syntax Description 

Command Modes User EXEC 
Privileged EXEC

Command History

Examples The following is sample output from the show ip mcache user EXEC command. This entry shows a 
specific source (group1-source 239.1.1.1) sending to the group1 group (239.2.2.2).

Router> show ip mcache group1 group1-source

IP Multicast Fast-Switching Cache 
(239.1.1.1/32, 239.2.2.2), Fddi0, Last used: 00:00:00
  Ethernet0       MAC Header: 01005E028F1800000C1883D30800
  Ethernet1       MAC Header: 01005E028F1800000C1883D60800
  Ethernet2       MAC Header: 01005E028F1800000C1883D40800
  Ethernet3       MAC Header: 01005E028F1800000C1883D70800

The following is sample output from the show ip mcache privileged EXEC command when multicast 
distributed switching (MDS) is in effect:

Router# show ip mcache

IP Multicast Fast-Switching Cache
(*, 239.2.3.4), Fddi3/0/0, Last used: mds

vrf (Optional) Supports the multicast VPN routing and forwarding (VRF) 
instance.

vrf-name (Optional) Name assigned to the VRF.

group-address | 
group-name

(Optional) The address or name of the group for which to display the 
fast-switching cache. Can be either a Class D IP address or a Domain Name 
System (DNS) name.

source-address | 
source-name

(Optional) The specified source address or name for which to display a single 
multicast cache entry. Can be either a unicast IP address or a DNS name.

Release Modification

11.0 This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720 only.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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  Tunnel3         MAC Header: 5000602F9C150000603E473F60AAAA030000000800 (Fddi3/0/0)
  Tunnel0         MAC Header: 5000602F9C150000603E473F60AAAA030000000800 (Fddi3/0/0)
  Tunnel1         MAC Header: 5000602F9C150000603E473F60AAAA030000000800 (Fddi3/0/0)

Table 21 describes the significant fields shown in the display.

Table 21 show ip mcache Field Descriptions 

Field Description

239.1.1.1/32 and * Source address.

239.2.2.2 and 239.2.3.4 Destination address.

Fddi0 Incoming or expected interface on which the packet should be received.

Last used: Latest time the entry was accessed for a packet that was successfully fast 
switched. The word “Semi-fast” indicates that the first part of the outgoing 
interface list is fast switched and the rest of the list is process level switched.

Ethernet0

MAC Header:

Outgoing interface list and respective MAC header that is used when 
rewriting the packet for output. If the interface is a tunnel, the MAC header 
will show the real next hop MAC header and then, in parentheses, the real 
interface name.
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show ip mpacket
To display the contents of the circular cache-header buffer, use the show ip mpacket command in 
privileged EXEC mode.

show ip mpacket [vrf vrf-name] [group-address | group-name] [source-address | source-name] 
[detail]

Syntax Description

Command Modes Privileged EXEC

Command History

Usage Guidelines This command is applicable only when the ip multicast cache-headers command is in effect.

Each time this command is entered, a new buffer is allocated. The summary display (when the detail 
keyword is omitted) shows the IP packet identifier, time-to-live (TTL) value, source and destination IP 
addresses, and a local time stamp when the packet was received. 

The three arguments and two keywords can be used in the same command in any combination.

vrf (Optional) Supports the multicast VPN routing and forwarding (VRF) 
instance.

vrf-name (Optional) Name assigned to the VRF.

group-address | 
group-name

(Optional) The specified group address or group name for which matching 
cache headers are displayed.

source-address | 
source-name

(Optional) The specified source address or source name for which matching 
cache headers are displayed.

detail (Optional) Displays summary information and displays the rest of the IP 
header fields on an additional line, plus the first 8 bytes after the IP header 
(usually the User Datagram Protocol [UDP] port numbers).

Release Modification

11.1 This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720 
only.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.



 

IP Multicast Commands
show ip mpacket

IMC-367
Cisco IOS IP Multicast Command Reference

January 2008

Examples The following is sample output from the show ip mpacket command with the group-name argument:

Router# show ip mpacket smallgroup

IP Multicast Header Cache - entry count:6, next index: 7
Key: id/ttl timestamp (name) source group

D782/117 206416.908 (company1.company.com) 192.168.228.10 224.5.6.7
7302/113 206417.908 (school.edu) 172.16.2.17 224.5.6.7
6CB2/114 206417.412 (company2.company.com) 172.16.19.40 224.5.6.7
D782/117 206417.868 (company1.company.com) 192.168.228.10 224.5.6.7
E2E9/123 206418.488 (company3.com) 239.1.8.10 224.5.6.7
1CA7/127 206418.544 (company4.company.com) 192.168.6.10 224.5.6.7

Table 22 describes the significant fields shown in the display.

Related Commands

Table 22 show ip mpacket Field Descriptions 

Field Description

entry count Number of packets cached (one packet for each line in the display). The cache 
has lines numbered from 0 to 1024.

next index The index for the next element in the cache.

id Identification number of the IP packet.

ttl Current TTL of the packet.

timestamp Time-stamp sequence number of the packet.

(name) Domain Name System (DNS) name of the source sending to the group. Name 
appears in parentheses.

source IP address of the source sending to the group.

group Multicast group address to which the packet is sent. In this example, the group 
address is the group name smallgroup.

Command Description

ip multicast cache-headers Allocates a circular buffer to store IP multicast packet headers that the 
router receives.
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show ip mrm interface
To display Multicast Routing Monitor (MRM) information related to interfaces, use the show ip mrm 
interface command in user EXEC or privileged EXEC mode. 

show ip mrm interface [type number]

Syntax Description

Command Default If no interface is specified for the type and number arguments, information about all interfaces 
participating in MRM is displayed.

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines Use this command to display which interfaces are participating in MRM, in which roles, and whether 
the interfaces are up or down.

Examples The following is sample output from the show ip mrm interface command:

Router# show ip mrm interface

Interface           Address          Mode                  Status
Ethernet0           10.0.0.1         Test-Sender           Up
Ethernet1           10.0.0.10        Test-Receiver         Up

Table 23 describes the fields shown in the display.

type number (Optional) Interface type and number for which to display MRM 
interface information. 

Release Modification

12.0(5)S This command was introduced.

12.0(5)T This command was integrated into Cisco IOS Release 12.0(5)T.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.

Table 23 show ip mrm interface Field Descriptions  

Field Description

Interface List of interfaces on this router that serve as a Test Sender or Test Receiver.

Address IP address of the interface.
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Related Commands

Mode Role that the interface plays in MRM, either Test Sender or Test Receiver.

Status Status of the interface.

Table 23 show ip mrm interface Field Descriptions  (continued)

Field Description

Command Description

ip mrm Configures an interface to operate as a Test Sender or Test Receiver, or both, 
for MRM.
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show ip mrm manager
To display information about a Multicast Routing Monitor (MRM) test, use the show ip mrm manager 
command in user EXEC or privileged EXEC mode.

show ip mrm manager [test-name]

Syntax Description

Command Default If no test name is specified for the test-name argument, information about all Managers is displayed.

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines Use this command to display status information and the parameters configured for an MRM test.

Examples The following is sample output from the show ip mrm manager command executed at two different 
times:

Router# show ip mrm manager test

Manager:test/10.0.0.0 is running, expire:1d00h
  Beacon interval/holdtime/ttl:60/86400/32
  Group:239.1.2.3, UDP port test-packet/status-report:16384/65535
  Test senders: 
    10.0.0.1 /Ack
  Test receivers: 
    10.0.0.2 /Ack

Router# show ip mrm manager test

Manager:test/10.0.0.0 is not running
  Beacon interval/holdtime/ttl:60/86400/32
  Group:239.1.2.3, UDP port test-packet/status-report:16384/65535
  Test senders: 
    10.0.0.1
  Test receivers: 
    10.0.0.2

test-name (Optional) Name of the MRM test for which to display information.

Release Modification

12.0(5)S This command was introduced.

12.0(5)T This command was integrated into Cisco IOS Release 12.0(5)T.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Table 24 describes the fields shown in the display.

Related Commands

Table 24 show ip mrm manager Field Descriptions

Field Description

Manager Status of the test.

Beacon interval/holdtime/ttl The interval at which beacon messages are sent (Beacon 
interval), the duration of the test period (holdtime), and the 
time-to-live value of beacon messages. 

Note Beacon parameters are controlled with the beacon 
command. By default, beacon messages are sent at an 
interval of 60 seconds; the duration of the test period is 
86400 seconds (1 day); and the time-to-live of beacon 
messages is 32 hops.

Group IP multicast group that the Test Receiver will listen to, as 
configured by the manager command.

UDP port test-packet/status-report User Datagram Protocol (UDP) port number to which test 
packets are sent by a Test Sender and status reports are sent by 
a Test Receiver. 

Note The UDP port numbers to which test packets are sent by 
a Test Sender and status reports are sent by a Test 
Receiver are controlled with the udp-port command. 
By default, the Test Sender uses UDP port number 
16834 to send test packets, and the Test Receiver uses 
UDP port number 65535 to send status reports.

Test senders IP address of Test Senders.

Test receivers IP address of Test Receivers.

Command Description

beacon Changes the frequency, duration, or scope of beacon messages that the 
Manager sends to the Test Sender and Test Receiver.

ip mrm manager Specifies the name of an MRM test to be created or modified, and enters 
MRM manager configuration mode. 

manager Specifies that an interface is the Manager for MRM, and specifies the 
multicast group address the Test Receiver will listen to.

udp-port Changes the UDP port numbers to which the Test Sender sends test packets 
or the Test Receiver sends status reports. 
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show ip mrm status-report
To display the status reports in the Multicast Routing Monitor (MRM) status report cache, use the show 
ip mrm status-report command in user EXEC or privileged EXEC mode.

show ip mrm status-report [ip-address]

Syntax Description

Command Default If no IP address is specified for the optional ip-address argument, all status reports in the MRM status 
report cache are displayed.

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines Use the show ip mrm status-report command during your MRM test period to learn if any errors are 
reported. The Manager immediately displays error reports and sends error reports, if any, to the circular 
status report cache. The cache holds up to 1024 lines, with one line for each error report. 

No errors reported indicates that the Test Receiver is receiving test packets without loss or duplicates 
from the Test Sender.

Use the show ip mrm status-report command with the optional ip-address argument to restrict the 
output to display only status reports sent by the Test Receiver at the specified IP address. If no IP address 
is specified for the optional ip-address argument, all status reports in the MRM status report cache are 
displayed.

Use the clear ip mrm status-report command to clear the MRM status report cache.

Examples The following is sample output from the show ip mrm status-report command:

Router# show ip mrm status-report

IP MRM status report cache:
Timestamp        Manager         Test Receiver   Pkt Loss/Dup (%)      Ehsr
*Apr 20 07:36:08 10.0.0.0        10.0.0.1        5            (20%)    0

ip-address (Optional) IP address of a Test Receiver for which to display status 
reports. 

Release Modification

12.0(5)S This command was introduced.

12.0(5)T This command was integrated into Cisco IOS Release 12.0(5)T.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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*Apr 20 07:36:09 10.0.0.0        10.0.0.1        10           (40%)    0
*Apr 20 07:36:10 10.0.0.0        10.0.0.1        15           (60%)    0

Table 25 describes the fields shown in the display.

Related Commands

Table 25 show ip mrm status-report Field Descriptions 

Field Description

Timestamp Time when the status report arrived in the cache. Month 
and date, hours:minutes:seconds.

Manager IP address of the Manager.

Test Receiver IP address of the Test Receiver.

Pkt Loss/Dup Number of packets lost or duplicated.

(%) Percentage of packets lost or duplicated. Loss percentage is 
calculated based on the packet-delay value of the senders 
command, which defaults to 200 milliseconds (or 5 packets 
per second). If the default for the window keyword (5 
seconds) is not changed, then the Test Receiver expects 5 
packets per second for 5 seconds = 25 packets. If the Test 
Receiver receives only 15 packets, then 25 – 15 = 10 lost 
packets. Lost packets divided by packets expected equals 
loss percentage; 10/25 equals a loss percentage of 40 
percent.

A negative percentage indicates duplicate packets were 
received.

If the packet loss reaches 100 percent, the Test Receiver 
will not send periodic reports until the packet loss 
decreases to less than 100 percent.

Ehsr Extended highest sequence number received from 
Real-Time Transport Protocol (RTP).

Command Description

clear ip mrm status-report Clears the MRM status report cache.
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show ip mroute
To display the contents of the multicast routing (mroute) table, use the show ip mroute command in user 
EXEC or privileged EXEC mode.

show ip mroute [vrf vrf-name] [[active [kbps] [interface type number] | bidirectional | count 
[terse] | dense | interface type number | proxy | pruned | sparse | ssm | static | summary] | 
[group-address [source-address]] [count [terse] | interface type number | proxy | pruned | 
summary] | [source-address group-address] [count [terse] | interface type number | proxy | 
pruned | summary] | [group-address] active [kbps] [interface type number]]

Syntax Description 

Command Default If you omit all optional arguments and keywords, the show ip mroute command displays all entries in 
the mroute table.

vrf vrf-name (Optional) Filters the output to display only the contents of the mroute table 
that pertain to the Multicast Virtual Private Network (MVPN) routing and 
forwarding (MVRF) instance specified for the vrf-name argument.

active kbps (Optional) Displays the rate that active sources are sending to multicast groups, 
in kilobits per second (kbps). Active sources are those sending at the kbps value 
or higher. The range is from 1 to 4294967295. The kbps default is 4 kbps.

interface type 
number

(Optional) Filters the output to display only mroute table information related 
to the interface specified for the type number arguments.

bidirectional (Optional) Filters the output to display only information about bidirectional 
routes in the mroute table.

count (Optional) Displays statistics about the group and source, including number of 
packets, packets per second, average packet size, and bytes per second.

terse (Optional) Filters the output to display a subset of mroute statistics, excluding 
source and group statistics for each mroute entry in the mroute table.

dense (Optional) Filters the output to display only information about dense mode 
routes in the mroute table.

proxy (Optional) Displays information about Reverse Path Forwarding (RPF) vector 
proxies received on a multicast router.

pruned (Optional) Filters the output to display only information about pruned routes 
in the mroute table.

sparse (Optional) Filters the output to display only information about sparse mode 
routes in the mroute table.

ssm (Optional) Filters the output to display only the Source Specific Multicast 
(SSM) routes in the mroute table.

static (Optional) Filters the output to display only the static routes in the mroute 
table.

summary (Optional) Filters the output to display a one-line, abbreviated summary of 
each entry in the mroute table.

group-address (Optional) IP address or Domain Name System (DNS) name of a multicast 
group.

source-address (Optional) IP address or DNS name of a multicast source.
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Command Modes User EXEC (>) 
Privileged EXEC (#)

Command History

Usage Guidelines Use the show ip mroute command to display information about mroute entries in the mroute table. The 
Cisco IOS software populates the multicast routing table by creating (S, G) entries from (*, G) entries. 
The asterisk (*) refers to all source addresses, the “S” refers to a single source address, and the “G” is 
the destination multicast group address. In creating (S, G) entries, the software uses the best path to that 
destination group found in the unicast routing table (that is, through Reverse Path Forwarding [RPF]).

Use the clear ip mroute command to delete entries from the mroute table.

Examples The following is sample output from the show ip mroute command for a router operating in sparse 
mode:

Router# show ip mroute

IP Multicast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,
       L - Local, P - Pruned, R - RP-bit set, F - Register flag,
       T - SPT-bit set, J - Join SPT, M - MSDP created entry,

Release Modification

10.0 This command was introduced.

12.0(5)T The H flag for multicast multilayer switching (MMLS) was added in the output 
display.

12.1(3)T The U, s, and I flags for Source Specific Multicast (SSM) were introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.0(30)S The proxy keyword, and the v and V flags were added for the Multicast VPN 
Inter-AS Support feature. 

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S. The vrf 
keyword and vrf-name argument were added

12.3 The Z, Y, and y flags were introduced.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.4(6)T The terse keyword was added.

12.4(7) The terse keyword was added.

12.2(18)SXF2 The terse keyword was added.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA. The terse 
keyword was added. The proxy keyword, and the v and V flags were added for 
the Multicast VPN Inter-AS Support feature. 

12.2(31)SB2 The E flag for the Multicast VPN Extranet Support feature was introduced. The 
proxy keyword, and the v and V flags were added for the Multicast VPN 
Inter-AS Support feature. The terse keyword was added.

12.2(33)SXH The proxy keyword, and the v and V flags were added for the Multicast VPN 
Inter-AS Support feature. 

12.2(33)SRC The E flag for the Multicast VPN Extranet Support feature was introduced. 
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       X - Proxy Join Timer Running, A - Candidate for MSDP Advertisement,
       U - URD, I - Received Source Specific Host Report, Z - Multicast Tunnel,
       Y - Joined MDT-data group, y - Sending to MDT-data group
Timers: Uptime/Expires
Interface state: Interface, Next-Hop, State/Mode

(*, 224.0.255.3), uptime 5:29:15, RP is 192.168.37.2, flags: SC
  Incoming interface: Tunnel0, RPF neighbor 10.3.35.1, Dvmrp
  Outgoing interface list:
    Ethernet0, Forward/Sparse, 5:29:15/0:02:57

(192.168.46.0/24, 224.0.255.3), uptime 5:29:15, expires 0:02:59, flags: C
  Incoming interface: Tunnel0, RPF neighbor 10.3.35.1
  Outgoing interface list:
    Ethernet0, Forward/Sparse, 5:29:15/0:02:57

The following is sample output from the show ip mroute command with the IP multicast group address 
232.6.6.6 specified:

Router# show ip mroute 232.6.6.6

IP Multicast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,
       L - Local, P - Pruned, R - RP-bit set, F - Register flag,
       T - SPT-bit set, J - Join SPT, M - MSDP created entry,
       X - Proxy Join Timer Running, A - Candidate for MSDP Advertisement,
       U - URD, I - Received Source Specific Host Report, Z - Multicast Tunnel,
       Y - Joined MDT-data group, y - Sending to MDT-data group
Outgoing interface flags:H - Hardware switched
Timers:Uptime/Expires
Interface state:Interface, Next-Hop or VCD, State/Mode
 
(*, 232.6.6.6), 00:01:20/00:02:59, RP 224.0.0.0, flags:sSJP
  Incoming interface:Null, RPF nbr 224.0.0.0
  Outgoing interface list:Null
 
(10.2.2.2, 232.6.6.6), 00:01:20/00:02:59, flags:CTI
  Incoming interface:Ethernet3/3, RPF nbr 224.0.0.0
  Outgoing interface list:
    Ethernet3/1, Forward/Sparse-Dense, 00:00:36/00:02:35

The following is sample output from the show ip mroute command for a router operating in dense mode. 
This output displays the contents of the IP multicast routing table for the multicast group named 
cbone-audio.

Router# show ip mroute cbone-audio

IP Multicast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,
       L - Local, P - Pruned, R - RP-bit set, F - Register flag,
       T - SPT-bit set, J - Join SPT, M - MSDP created entry,
       X - Proxy Join Timer Running, A - Candidate for MSDP Advertisement,
       U - URD, I - Received Source Specific Host Report, Z - Multicast Tunnel,
       Y - Joined MDT-data group, y - Sending to MDT-data group
Timers: Uptime/Expires
Interface state: Interface, Next-Hop, State/Mode

(*, 224.0.255.1), uptime 0:57:31, expires 0:02:59, RP is 224.0.0.0, flags: DC
  Incoming interface: Null, RPF neighbor 224.0.0.0, Dvmrp
  Outgoing interface list:
    Ethernet0, Forward/Dense, 0:57:31/0:02:52
    Tunnel0, Forward/Dense, 0:56:55/0:01:28

(192.168.37.100/32, 224.0.255.1), uptime 20:20:00, expires 0:02:55, flags: C
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  Incoming interface: Tunnel0, RPF neighbor 10.20.37.33, Dvmrp
  Outgoing interface list:
    Ethernet0, Forward/Dense, 20:20:00/0:02:52

The following is sample output from the show ip mroute command that shows the virtual circuit 
descriptor (VCD) value, because an ATM interface with Protocol Independent Multicast (PIM) 
multipoint signaling is enabled:

Router# show ip mroute 224.1.1.1

IP Multicast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,
       L - Local, P - Pruned, R - RP-bit set, F - Register flag,
       T - SPT-bit set, J - Join SPT, M - MSDP created entry,
       X - Proxy Join Timer Running, A - Candidate for MSDP Advertisement,
       U - URD, I - Received Source Specific Host Report, Z - Multicast Tunnel,
       Y - Joined MDT-data group, y - Sending to MDT-data group
Timers: Uptime/Expires
Interface state: Interface, Next-Hop or VCD, State/Mode

(*, 224.1.1.1), 00:03:57/00:02:54, RP 172.16.0.0, flags: SJ
  Incoming interface: Null, RPF nbr 224.0.0.0224.0.0.0
  Outgoing interface list:
    ATM0/0, VCD 14, Forward/Sparse, 00:03:57/00:02:53

The following is sample output from the show ip mroute command with the summary keyword:

Router# show ip mroute summary

IP Multicast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,
       L - Local, P - Pruned, R - RP-bit set, F - Register flag,
       T - SPT-bit set, J - Join SPT, M - MSDP created entry,
       X - Proxy Join Timer Running, A - Candidate for MSDP Advertisement,
       U - URD, I - Received Source Specific Host Report, Z - Multicast Tunnel,
       Y - Joined MDT-data group, y - Sending to MDT-data group
Timers: Uptime/Expires
Interface state: Interface, Next-Hop, State/Mode

(*, 224.255.255.255), 2d16h/00:02:30, RP 172.16.10.13, flags: SJPC

(*, 224.2.127.253), 00:58:18/00:02:00, RP 172.16.10.13, flags: SJC

(*, 224.1.127.255), 00:58:21/00:02:03, RP 172.16.10.13, flags: SJC

(*, 224.2.127.254), 2d16h/00:00:00, RP 172.16.10.13, flags: SJCL
  (172.16.160.67/32, 224.2.127.254), 00:02:46/00:00:12, flags: CLJT
  (172.16.244.217/32, 224.2.127.254), 00:02:15/00:00:40, flags: CLJT
  (172.16.8.33/32, 224.2.127.254), 00:00:25/00:02:32, flags: CLJT
  (172.16.2.62/32, 224.2.127.254), 00:00:51/00:02:03, flags: CLJT
  (172.16.8.3/32, 224.2.127.254), 00:00:26/00:02:33, flags: CLJT
  (172.16.60.189/32, 224.2.127.254), 00:03:47/00:00:46, flags: CLJT

The following is sample output from the show ip mroute command with the active keyword:

Router# show ip mroute active 4

Active IP Multicast Sources - sending >= 4 kbps

Group: 224.2.127.254, (sdr.cisco.com)
   Source: 192.168.28.69 (mbone.ipd.anl.gov)
     Rate: 1 pps/4 kbps(1sec), 4 kbps(last 1 secs), 4 kbps(life avg)
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Group: 224.2.201.241, ACM 97
   Source: 192.168.52.160 (webcast3-e1.acm97.interop.net)
     Rate: 9 pps/93 kbps(1sec), 145 kbps(last 20 secs), 85 kbps(life avg)

Group: 224.2.207.215, ACM 97
   Source: 192.168.52.160 (webcast3-e1.acm97.interop.net)
     Rate: 3 pps/31 kbps(1sec), 63 kbps(last 19 secs), 65 kbps(life avg)

Table 26 describes the significant fields shown in the displays.

Table 26 show ip mroute Field Descriptions 

Field Description

Flags: Provides information about the entry.

 • D—Dense. Entry is operating in dense mode.

 • S—Sparse. Entry is operating in sparse mode.

 • B—Bidir Group. Indicates that a multicast group is operating in 
bidirectional mode.

 • s—SSM Group. Indicates that a multicast group is within the 
SSM range of IP addresses. This flag is reset if the SSM range 
changes.

 • C—Connected. A member of the multicast group is present on 
the directly connected interface.

 • L—Local. The router itself is a member of the multicast group. 
Groups are joined locally by the ip igmp join-group command 
(for the configured group), the ip sap listen command (for the 
well-known session directory groups), and rendezvous point 
(RP) mapping (for the well-known groups 224.0.1.39 and 
224.0.1.40). Locally joined groups are not fast switched.

 • P—Pruned. Route has been pruned. The Cisco IOS software 
keeps this information so that a downstream member can join the 
source.

 • R—RP-bit set. Indicates that the (S, G) entry is pointing toward 
the RP. This flag typically indicates a prune state along the 
shared tree for a particular source.

 • F—Register flag. Indicates that the software is registering for a 
multicast source.

 • T—SPT-bit set. Indicates that packets have been received on the 
shortest path source tree.

 • J—Join SPT. For (*, G) entries, indicates that the rate of traffic 
flowing down the shared tree is exceeding the SPT-Threshold set 
for the group. (The default SPT-Threshold setting is 0 kbps.) 
When the J - Join shortest path tree (SPT) flag is set, the next 
(S, G) packet received down the shared tree triggers an (S, G) 
join in the direction of the source, thereby causing the router to 
join the source tree.
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Flags: (continued) For (S, G) entries, indicates that the entry was created because 
the SPT-Threshold for the group was exceeded. When the J - Join 
SPT flag is set for (S, G) entries, the router monitors the traffic 
rate on the source tree and attempts to switch back to the shared 
tree for this source if the traffic rate on the source tree falls below 
the SPT-Threshold of the group for more than 1 minute.

Note The router measures the traffic rate on the shared tree and 
compares the measured rate to the SPT-Threshold of the 
group once every second. If the traffic rate exceeds the 
SPT-Threshold, the J - Join SPT flag is set on the (*, G) entry 
until the next measurement of the traffic rate. The flag is 
cleared when the next packet arrives on the shared tree and a 
new measurement interval is started. 
 
If the default SPT-Threshold value of 0 kbps is used for the 
group, the J - Join SPT flag is always set on (*, G) entries and 
is never cleared. When the default SPT-Threshold value is 
used, the router immediately switches to the shortest path 
source tree when traffic from a new source is received.

 • M—MSDP created entry. Indicates that a (*, G) entry was 
learned through a Multicast Source Discovery Protocol (MSDP) 
peer. This flag is applicable only for an RP running MSDP.

 • E—Extranet source mroute entry. Indicates that a (*, G) or (S, G) 
entry in the VRF routing table is a source Multicast VRF 
(MVRF) entry and has extranet receiver MVRF entries linked to 
it.

 • X—Proxy Join Timer Running. Indicates that the proxy join 
timer is running. This flag is set only for (S, G) entries of an RP 
or “turnaround” router. A “turnaround” router is located at the 
intersection of a shared path (*, G) tree and the shortest path 
from the source to the RP.

 • A—Candidate for MSDP Advertisement. Indicates that an (S, G) 
entry was advertised through an MSDP peer. This flag is 
applicable only for an RP running MSDP.

 • U—URD. Indicates that a URL Rendezvous Directory (URD) 
channel subscription report was received for the (S, G) entry.

Table 26 show ip mroute Field Descriptions (continued)

Field Description
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Flags: (continued)  • I—Received Source Specific Host Report. Indicates that an 
(S, G) entry was created by an (S, G) report. This (S, G) report 
could have been created by Internet Group Management Protocol 
Version 3 (IGMPv3), URD, or IGMP v3lite. This flag is set only 
on the designated router (DR).

 • Z—Multicast Tunnel. Indicates that this entry is an IP multicast 
group that belongs to the Multicast Distribution Tree (MDT) 
tunnel. All packets received for this IP multicast state are sent to 
the MDT tunnel for decapsulation.

 • Y—Joined MDT-data group. Indicates that the traffic was 
received through an MDT tunnel that was set up specifically for 
this source and group. This flag is set in Virtual Private Network 
(VPN) mroute tables only.

 • y—Sending to MDT-data group. Indicates that the traffic was 
sent through an MDT tunnel that was set up specifically for this 
source and group. This flag is set in VPN mroute tables only.

Outgoing interface flags: Provides information about the entry.

 • H—Hardware switched. Indicates that a multicast Multilayer 
Switching (MMLS) forwarding path has been established for this 
entry.

Timers:Uptime/Expires “Uptime” indicates per interface how long (in hours, minutes, and 
seconds) the entry has been in the IP multicast routing table. 
“Expires” indicates per interface how long (in hours, minutes, and 
seconds) until the entry will be removed from the IP multicast routing 
table.

Interface state: Indicates the state of the incoming or outgoing interface.

 • Interface. Indicates the type and number of the interface listed in 
the incoming or outgoing interface list.

 • Next-Hop or VCD. “Next-hop” specifies the IP address of the 
downstream neighbor. “VCD” specifies the virtual circuit 
descriptor number. “VCD0” means the group is using the static 
map virtual circuit.

 • State/Mode. “State” indicates that packets will either be 
forwarded, pruned, or null on the interface depending on whether 
there are restrictions due to access lists or a time-to-live (TTL) 
threshold. “Mode” indicates whether the interface is operating in 
dense, sparse, or sparse-dense mode.

(*, 224.0.255.1) and 
(192.168.37.100/32, 
224.0.255.1)

Entry in the IP multicast routing table. The entry consists of the IP 
address of the source router followed by the IP address of the 
multicast group. An asterisk (*) in place of the source router indicates 
all sources.

Entries in the first format are referred to as (*, G) or “star comma G” 
entries. Entries in the second format are referred to as (S, G) or “S 
comma G” entries. (*, G) entries are used to build (S, G) entries.

Table 26 show ip mroute Field Descriptions (continued)

Field Description
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The following is sample output from the show ip mroute command with the count keyword:

Router# show ip mroute count

IP Multicast Statistics
4045 routes using 2280688 bytes of memory
41 groups, 97.65 average sources per group
Forwarding Counts:Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts:Total/RPF failed/Other drops(OIF-null, rate-limit etc)

Group:239.0.18.1, Source count:200, Packets forwarded:348232, Packets received:348551
  RP-tree:Forwarding:12/0/218/0, Other:12/0/0
  Source:10.1.1.1/32, Forwarding:1763/1/776/9, Other:1764/0/1
  Source:10.1.1.2/32, Forwarding:1763/1/777/9, Other:1764/0/1
  Source:10.1.1.3/32, Forwarding:1763/1/783/10, Other:1764/0/1
  Source:10.1.1.4/32, Forwarding:1762/1/789/10, Other:1763/0/1
  Source:10.1.1.5/32, Forwarding:1762/1/768/10, Other:1763/0/1
  Source:10.1.1.6/32, Forwarding:1793/1/778/10, Other:1794/0/1
  Source:10.1.1.7/32, Forwarding:1793/1/763/10, Other:1794/0/1
  Source:10.1.1.8/32, Forwarding:1793/1/785/10, Other:1794/0/1
  Source:10.1.1.9/32, Forwarding:1793/1/764/9, Other:1794/0/1
  Source:10.1.1.10/32, Forwarding:1791/1/774/10, Other:1792/0/1
  Source:10.1.2.1/32, Forwarding:1689/1/780/10, Other:1691/0/2
  Source:10.1.2.2/32, Forwarding:1689/1/782/10, Other:1691/0/2
  Source:10.1.2.3/32, Forwarding:1689/1/776/9, Other:1691/0/2
.
.
.
 
Group:239.0.18.132, Source count:0, Packets forwarded:8810, Packets received:8810
  RP-tree:Forwarding:8810/7/780/49, Other:8810/0/0

Group:239.0.17.132, Source count:0, Packets forwarded:704491, Packets received:704491
  RP-tree:Forwarding:704491/639/782/4009, Other:704491/0/0

Group:239.0.17.133, Source count:0, Packets forwarded:704441, Packets received:704441
  RP-tree:Forwarding:704441/639/782/3988, Other:704441/0/0

Group:239.0.18.133, Source count:0, Packets forwarded:8810, Packets received:8810
  RP-tree:Forwarding:8810/8/786/49, Other:8810/0/0

RP Address of the RP router. For routers and access servers operating in 
sparse mode, this address is always 224.0.0.0.

flags: Information about the entry.

Incoming interface: Expected interface for a multicast packet from the source. If the 
packet is not received on this interface, it is discarded.

RPF neighbor or RPF nbr IP address of the upstream router to the source. Tunneling indicates 
that this router is sending data to the RP encapsulated in register 
packets. The hexadecimal number in parentheses indicates to which 
RP it is registering. Each bit indicates a different RP if multiple RPs 
per group are used. If an asterisk (*) appears after the IP address in 
this field, the RPF neighbor has been learned through an assert.

Outgoing interface list: Interfaces through which packets will be forwarded. When the ip pim 
nbma-mode command is enabled on the interface, the IP address of 
the Protocol Independent Multicast (PIM) neighbor is also displayed.

Table 26 show ip mroute Field Descriptions (continued)

Field Description
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Group:239.0.18.193, Source count:0, Packets forwarded:0, Packets received:0

Group:239.0.17.193, Source count:0, Packets forwarded:0, Packets received:0

Group:239.0.18.134, Source count:0, Packets forwarded:8803, Packets received:8803
  RP-tree:Forwarding:8803/8/774/49, Other:8803/0/0

Note The RP-tree field is displayed only for non-SSM groups that have a (*, G) entry and a positive packet 
received count.

The following is sample output from the show ip mroute command with the count and terse keywords:

Router# show ip mroute count terse

IP Multicast Statistics
4 routes using 2610 bytes of memory
3 groups, 0.33 average sources per group

Table 27 describes the significant fields shown in the displays.

Table 27 show ip mroute count Field Descriptions 

Field Description

Group: Summary statistics for traffic on an IP multicast group G. This row is 
displayed only for non-SSM groups.

Forwarding Counts: Statistics on the packets that are received and forwarded to at least 
one interface. 

Note There is no specific command to clear only the forwarding 
counters; you can clear only the actual multicast forwarding 
state with the clear ip mroute command. Issuing this 
command will cause interruption of traffic forwarding. 

Pkt Count/ Total number of packets received and forwarded since the multicast 
forwarding state to which this counter applies was created. 

Pkts per second/ Number of packets received and forwarded per second. On an IP 
multicast fast-switching platform, this number is the number of 
packets during the last second. Other platforms may use a different 
approach to calculate this number. Please refer to the platform 
documentation for more information.

Avg Pkt Size/ Total number of bytes divided by the total number of packets for this 
multicast forwarding state. There is no direct display for the total 
number of bytes. You can calculate the total number of bytes by 
multiplying the average packet size by the packet count. 

Kilobits per second Bytes per second divided by packets per second divided by 1000. On 
an IP multicast fast-switching platform, the number of packets per 
second is the number of packets during the last second. Other 
platforms may use a different approach to calculate this number. 
Please refer to the platform documentation for more information.

Other counts: Statistics on the received packets. These counters include statistics 
about the packets received and forwarded and packets received but 
not forwarded.
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Related Commands

Total/ Total number of packets received.

RPF failed/ Number of packets not forwarded due to a failed RPF or acceptance 
check (when bidir-PIM is configured).

Other drops (OIF-null, 
rate-limit etc)

Number of packets not forwarded for reasons other than an RPF or 
acceptance check (such as the OIF list was empty or because the 
packets were discarded because of a configuration, such as 
ip multicast rate-limit, was enabled). 

Group: Summary information about counters for (*, G) and the range of 
(S, G) states for one particular group G. The following RP-tree: and 
Source: output fields contain information about the individual states 
belonging to this group.

Note For SSM range groups, the groups displayed after the Group 
output field are statistical. All SSM range (S, G) states are 
individual, unrelated SSM channels.

Source count: Number of (S, G) states for this group G. Individual (S, G) counters 
are detailed in the output field rows.

Packets forwarded: The sum of the packets detailed in the Forwarding Counts fields for 
this IP multicast group G. This field is the sum of the RP-tree and all 
Source fields for this group G.

Packets received: The sum of packets detailed in the Other counts fields for this IP 
multicast group G. This field is the sum of the Other counts and Pkt 
Count fields of the RP-tree and Source rows for this group G.

RP-tree: Counters for the (*, G) state of this group G. These counters are 
displayed only for groups that have a forwarding mode that do not 
forward packets on the shared tree. These (*, G) groups are bidir-PIM 
and PIM sparse mode (PIM-SM) groups. There are no RP-tree 
displays for PIM dense mode (PIM-DM) and SSM range groups.

Source: Counters for an individual (S, G) state of this group G. There are no 
(S, G) states for bidir-PIM groups.

Table 27 show ip mroute count Field Descriptions (continued)

Field Description

Command Description

clear ip mroute Deletes entries from the mroute table.
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show ip mroute bidirectional
To display Bidir information from the IP-multicast routing table, use the show ip mroute bidirectional 
command in user EXEC or privileged EXEC mode. 

show ip mroute bidirectional [interface interface-number | null interface-number | 
port-channel number | vlan vlan-id | host-name | host-address [source] | active [kbps | 
interface-type number] | {count | pruned | static | summary] 

Syntax Description 

Defaults This command has no default settings. 

Command Modes User EXEC 
Privileged EXEC

Command History

interface (Optional) Interface type; possible valid values are ethernet, 
fastethernet, gigabitethernet, tengigabitethernet, pos, atm, and 
ge-wan.

interface-number (Optional) Module and port number.

null 
interface-number

Specifies the null interface; the valid value is 0.

port-channel 
number

Specifies the channel interface; valid values are a maximum of 
64 values ranging from 1 to 282.

vlan vlan-id Specifies the VLAN; valid values are from 1 to 4094.

host-name | 
host-address

(Optional) Name or IP address as defined in the DNS hosts table.

source (Optional) IP address or name of a multicast source.

active (Optional) Displays the rate that active sources are sending to multicast 
groups.

kbps (Optional) Minimum rate at which active sources are sending to 
multicast groups; active sources sending at this rate or greater are 
displayed. Valid values are from 1 to 4294967295 kbps.

count (Optional) Displays the route and packet count.

pruned (Optional) Displays the pruned routes.

static (Optional) Displays the static multicast routes.

summary (Optional) Displays a one-line, abbreviated summary of each entry in 
the IP-multicast routing table.

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor 
Engine 720. 
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Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor 
Engine 2.

If you omit all optional arguments and keywords, the show ip mroute bidirectional command displays 
all entries in the IP-multicast routing table.

Examples This example shows how to display the information in the IP-multicast routing table that is related to 
bidirectional PIM: 

Router# show ip mroute bidirectional 

(*, 225.1.3.0), 00:00:02/00:02:57, RP 10.3.3.3, flags:BC 
Bidir-Upstream:GigabitEthernet2/1, RPF nbr 10.53.1.7, RPF-MFD 
Outgoing interface list: 
GigabitEthernet2/1, Bidir-Upstream/Sparse-Dense, 00:00:02/00:00:00,H 
Vlan30, Forward/Sparse-Dense, 00:00:02/00:02:57, H 
(*, 225.1.2.0), 00:00:04/00:02:55, RP 10.3.3.3, flags:BC 
Bidir-Upstream:GigabitEthernet2/1, RPF nbr 10.53.1.7, RPF-MFD 
Outgoing interface list: 
GigabitEthernet2/1, Bidir-Upstream/Sparse-Dense, 00:00:04/00:00:00,H 
Vlan30, Forward/Sparse-Dense, 00:00:04/00:02:55, H 
(*, 225.1.4.1), 00:00:00/00:02:59, RP 10.3.3.3, flags:BC 
Bidir-Upstream:GigabitEthernet2/1, RPF nbr 10.53.1.7, RPF-MFD 
Outgoing interface list: 
GigabitEthernet2/1, Bidir-Upstream/Sparse-Dense, 00:00:00/00:00:00,H 
Vlan30, Forward/Sparse-Dense, 00:00:00/00:02:59, H 
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show ip msdp count
To display the number of sources and groups originated in Multicast Source Discovery Protocol (MSDP) 
Source-Active (SA) messages and the number of SA messages from an MSDP peer in the SA cache, use 
the show ip msdp count command in user EXEC or privileged EXEC mode.

show ip msdp [vrf vrf-name] count [as-number]

Syntax Description

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines The ip msdp cache-sa-state command must be configured for this command to have any output.

Examples The following is sample output from the show ip msdp count command:

Router# show ip msdp count

SA State per Peer Counters, <Peer>: <# SA learned>
 224.135.250.116: 24
 172.16.240.253: 3964
 172.16.253.19: 10
 172.16.170.110: 11

SA State per ASN Counters, <asn>: <# sources>/<# groups>
 Total entries: 4009
 ?: 192/98, 9: 1/1, 14: 107/57, 17: 7/5

vrf (Optional) Supports the multicast VPN routing and forwarding 
(VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

as-number (Optional) The number of sources and groups originated in SA 
messages from the specified autonomous system number.

Release Modification

12.0(7)T This command was introduced.

12.1(7) This command was modified to display information about the number of SA 
messages from each MSDP peer in the SA cache.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720 
only.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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 18: 4/3, 25: 23/17, 26: 39/27, 27: 2/2
 32: 19/7, 38: 2/1, 52: 4/4, 57: 1/1
 68: 4/4, 73: 12/8, 81: 19/1, 87: 9/6
 .
 .
 .

Table 28 describes the significant fields shown in the display.

Related Commands

Table 28 show ip msdp count Field Descriptions 

Field Description

224.135.250.116: 24 MSDP peer with IP address 224.135.250.116: 24 SA messages 
from the MSDP peer in the SA cache.

Total entries Total number of SA entries in the SA cache.

9: 1/1 Autonomous system 9: 1 source/1 group.

Command Description

ip msdp cache-sa-state Enables the router to create SA state.



 

IP Multicast Commands
show ip msdp peer

IMC-388
Cisco IOS IP Multicast Command Reference

January 2008

show ip msdp peer
To display detailed information about Multicast Source Discovery Protocol (MSDP) peers, use the show 
ip msdp peer command in user EXEC or privileged EXEC mode.

show ip msdp [vrf vrf-name] peer [peer-address | peer-name] [accepted-sas | advertised-sas]

Syntax Description

Command Modes User EXEC (>) 
Privileged EXEC (#)

Command History

Examples The following is sample output from the show ip msdp peer command:

Router# show ip msdp peer 224.135.250.116

MSDP Peer 224.135.250.116 (rtp5-rp1.cisco.com), AS 109 (configured AS)
Description:
 Connection status:
   State: Up, Resets: 9, Connection source: Loopback2 (228.69.199.17)
   Uptime(Downtime): 1d10h, Messages sent/received: 436765/429062
   Output messages discarded: 0

vrf vrf-name (Optional) Displays information about MSDP peers associated with 
the Multicast Virtual Private Network (MVPN) routing and 
forwarding (MVRF) instance specified for the vrf-name argument.

peer-address | peer-name (Optional) Domain Name System (DNS) name or IP address of the 
MSDP peer for which information is displayed.

accepted-sas (Optional) Displays information about Source-Active (SA) messages 
received by the MSDP peer.

advertised-sas (Optional) Displays information about SA messages advertised to the 
MSDP peer.

Release Modification

12.0(7)T This command was introduced.

12.1(7) This command was modified to display information about the Source Active 
(SA) message limit configured using the ip msdp sa-limit command.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720 
only.

12.4(2)T This command was modified to display whether an MSDP peer has message 
digest 5 (MD5) password authentication enabled.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SXH This command was integrated into Cisco IOS Release 12.2(33)SXH.
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   Connection and counters cleared 1w2d     ago
 SA Filtering:
   Input (S,G) filter: none, route-map: none
   Input RP filter: none, route-map: none
   Output (S,G) filter: none, route-map: none
   Output RP filter: none, route-map: none
 SA-Requests:
   Input filter: none
   Sending SA-Requests to peer: disabled
 Peer ttl threshold: 0
 SAs learned from this peer: 32, SAs limit: 500
 Input queue size: 0, Output queue size: 0

Table 29 describes the significant fields shown in the display.

Related Commands

Table 29 show ip msdp peer Field Descriptions 

Field Description

MSDP Peer IP address of the MSDP peer.

AS Autonomous system to which the MSDP peer belongs.

State: State of the MSDP peer.

Connection source: Interface used to obtain the IP address for the TCP local connection 
address.

Uptime (Downtime): Days and hours the MSDP peer is up or down. If the time is less than 
24 hours, it is shown in terms of hours:minutes:seconds.

Messages sent/received: Number of SA messages sent to the MSDP peer/number of SA 
messages received from the MSDP peer.

SA Filtering: Information regarding access list filtering of SA input and output, if 
any.

SA-Requests: Information regarding access list filtering of SA requests, if any.

SAs learned from this peer: Number of SA messages from the MSDP peer in the SA cache.

SAs limit: SA message limit for this MSDP peer.

Command Description

ip msdp peer Configures an MSDP peer.
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show ip msdp rpf-peer
To display the unique Multicast Source Discovery Protocol (MSDP) peer information from which a 
router will accept Source-Active (SA) messages originating from the specified rendezvous point (RP), 
use the show ip msdp rpf-peer command in user EXEC or privileged EXEC mode.

show ip msdp [vrf vrf-name] rpf-peer rp-address

Syntax Description

Command Modes User EXEC (>) 
Privileged EXEC (#)

Command History

Usage Guidelines Use this command when you need MSDP information about a peer from which the router will accept SA 
messages that originated from an RP. The ip msdp rfc-3618 rpf-rules command must be configured for 
the show ip msdp rpf-peer command to generate output.

Examples The following is sample output for the show ip msdp rpf-peer command:

Router# show ip msdp rpf-peer 10.0.0.0

RPF peer information for ? (25.8.8.8) 
RPF peer: ? (2.2.2.3) 
RPF route/mask: 0.0.0.0/0 
RPF rule: Peer is IGP next hop of best route 
RPF type: unicast (rip) 

Table 30 describes the significant fields shown in the display.

vrf vrf-name (Optional) Displays MSDP information about a peer from which the router 
will accept SA messages that originated from an RP associated with 
Multicast Virtual Private Network (MVPN) routing and forwarding (MVRF) 
instance specified for the vrf-name argument.

rp-address Address of the rendezvous point (RP).

Release Modification

12.3(4)T This command was introduced.

12.0(27)S This command was integrated into Cisco IOS Release 12.0(27)S.

12.2(25)S This command was integrated into Cisco IOS Release 12.2(25)S.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SXH This command was integrated into Cisco IOS Release 12.2(33)SXH.
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Related Commands

Table 30 show ip msdp rpf Field Descriptions 

Field Description

RPF peer information for Reverse Path Forwarding (RPF) peer address for the specified RP 
address. The question mark (?) indicates that the system does not find 
a name for that particular address.

RPF peer: Peer address from which this device would accept MSDP SAs 
originated by the specified RP address. The question mark (?) 
indicates that the system does not find a name for that particular 
address.

RPF route/mask: Network and mask of the RP address that the system determines from 
the route lookups that it used to choose the RPF peer.

RPF rule: Rule used to determine the RPF peer for the specified RP address.

RPF type: Route lookup or protocol used to choose the RPF peer for the specified 
RP address.

Command Description

ip msdp rpf rfc3618 Enables IETF RFC 3618-compliant MSDP peer-RPF forwarding rules.
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show ip msdp sa-cache
To display the (S,G) state learned from Multicast Source Discovery Protocol (MSDP) peers, use the 
show ip msdp sa-cache command in user EXEC or privileged EXEC mode.

show ip msdp [vrf vrf-name] sa-cache [group-address | source-address | group-name | 
source-name] [group-address | source-address | group-name | source-name] [as-number] 
[rejected-sa [detail] [read-only]]

Syntax Description

Command Modes User EXEC 
Privileged EXEC 

Command History

vrf (Optional) Supports the multicast VPN routing and forwarding 
(VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

group-address | 
source-address | group-name | 
source-name

(Optional) Group address, source address, group name, or source 
name of the group or source about which (S, G) state information is 
displayed. If two addresses or names are specified, an (S, G) entry 
corresponding to those addresses is displayed. If only one group 
address is specified, all sources for that group are displayed.

If no options are specified, the entire Source-Active (SA) cache is 
displayed.

as-number (Optional) Autonomous system (AS) number from which the SA 
message originated.

rejected-sa (Optional) Displays the most recently received and rejected MSDP 
SA messages. 

detail (Optional) Displays detailed information about the IP address of the 
MSDP peer that sent the SA message and the reason that the SA 
message was rejected.

read-only (Optional) Checkpoints the rejected SA cache. Once checkpointed, 
the rejected SA cache is emptied.

Release Modification

12.0(7)T This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Usage Guidelines By default, (S,G) state is cached.

Rejected SA messages are cached only if the ip msdp cache-rejected-sa command is configured. 

Use the show ip msdp sa-cache with the optional rejected-sa keyword to display SA messages stored 
in the rejected SA cache. When the detail keyword is added to the command string, the output includes 
the IP address of the MSDP peer router that sent the SA message and the reason that the SA message 
was rejected. 

When the optional read-only keyword is added to the command string, the router checkpoints the 
rejected SA cache, which ensures that a consistent snapshot of the rejected SA cache is displayed in the 
output. After being checkpointed, the rejected SA cache is cleared.

Note Checkpointing the rejected SA cache requires that the router make a second copy of the rejected SA 
cache, which could cause the command to fail if the router is low on memory.

When the optional read-only keyword is not added to the command string, the router displays rejected 
MSDP SA messages out of the active rejected SA cache, which could result in inconsistent display 
output if rejected SA message entries are overwritten by rejected SA message entries that are captured 
as the output is being processed for display. 

Examples The following is sample output from the show ip msdp sa-cache command:

Router# show ip msdp sa-cache

MSDP Source-Active Cache - 2398 entries
(172.16.41.33, 238.105.148.0), RP 172.16.3.111, MBGP/AS 704, 2d10h/00:05:33
(172.16.112.8, 224.2.0.1), RP 192.168.200.65, MBGP/AS 10888, 00:03:21/00:02:38
(172.16.10.13, 227.37.32.1), RP 192.168.3.92, MBGP/AS 704, 05:22:20/00:03:32
(172.16.66.18, 233.0.0.1), RP 192.168.3.111, MBGP/AS 704, 2d10h/00:05:35
(172.16.66.148, 233.0.0.1), RP 192.168.3.111, MBGP/AS 704, 2d10h/00:05:35
(172.16.10.13, 227.37.32.2), RP 192.168.3.92, MBGP/AS 704, 00:44:30/00:01:31
(172.16.70.203, 224.2.236.2), RP 192.168.253.7, MBGP/AS 3582, 02:34:16/00:05:49
(172.18.42.104, 236.195.56.2), RP 192.168.3.92, MBGP/AS 704, 04:21:13/00:05:22
(172.16.10.13, 227.37.32.3), RP 192.168.3.92, MBGP/AS 704, 00:44:30/00:02:31
(172.18.15.43, 224.0.92.3), RP 192.168.200.65, MBGP/AS 10888, 6d09h/00:05:35
(172.18.15.111, 224.0.92.3), RP 192.168.200.65, MBGP/AS 10888, 16:18:08/00:05:35
(172.18.21.45, 224.0.92.3), RP 192.168.200.65, MBGP/AS 10888, 16:18:08/00:05:35
(172.18.15.75, 224.0.92.3), RP 192.168.200.65, MBGP/AS 10888, 08:40:52/00:05:35
(172.18.15.100, 224.0.92.3), RP 192.168.200.65, MBGP/AS 10888, 08:40:52/00:05:35
(172.16.10.13, 227.37.32.6), RP 192.168.3.92, MBGP/AS 704, 00:45:30/00:05:31
(172.18.41.33, 224.247.228.10), RP 192.168.3.111, MBGP/AS 704, 2d10h/00:05:35
(172.18.222.210, 224.2.224.13), RP 192.168.3.92, MBGP/AS 704, 01:51:53/00:05:22
(172.18.41.33, 229.231.124.13), RP 192.168.3.111, MBGP/AS 704, 2d10h/00:05:33
(172.18.32.138, 224.2.200.23), RP 192.168.253.7, MBGP/AS 3582, 21:33:40/00:05:49
(172.18.75.244, 224.2.200.23), RP 192.168.253.7, MBGP/AS 3582, 21:33:40/00:05:49

Table 31 describes the significant fields shown in the display.
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The following is sample output from the show ip msdp sa-cache command with the rejected, detail, 
and read-only keywords specified:

Router# show ip msdp sa-cache rejected detail read-only

MSDP Rejected SA Cache
 35 rejected SAs received over 02:50:01, cache size: 50 entries
 Timestamp (source, group)
 2832.248, (10.10.10.4, 227.7.7.12), RP: 10.10.10.4, Peer: 10.10.10.4,
     Reason: sa-limit-exceeded
 2915.232, (10.10.10.8, 224.1.1.1), RP: 10.11.11.11, Peer: 10.10.10.8,
     Reason: in-filter
 3509.584, (10.12.12.2, 225.5.5.5), RP: 10.15.15.1, Peer: 10.12.12.2,
            Reason: rpf-fail
 .
 .
 .

Table 32 describes the significant fields shown in the display.

Table 31 show ip msdp sa-cache Field Descriptions 

Field Description

(172.16.41.33, 238.105.148.0) Indicates that the first address (source) is sending to the second 
address (group).

RP 172.16.3.111 IP address of the Rendezvous point (RP) where the SA message 
originated.

MBGP/AS 704 Indicates that the RP from which the SA message originated is in 
AS 704 according to multiprotocol Border Gateway Protocol 
(BGP).

2d10h/00:05:33 The route has been cached for 2 days and 10 hours. If no SA 
message is received in 5 minutes and 33 seconds, the route will be 
removed from the SA cache.

Table 32 show ip msdp sa-cache rejected detail read-only Field Descriptions 

Field Description

35 rejected SAs received over 
02:50:01

The number of rejected SA message entries received in the length 
of time indicated in HH:MM:SS.

cache size: Indicates the size of the rejected SA cache. This field is controlled 
by the ip msdp rejected-sa-cache command. If the rejected SA 
cache overflows, entries are overwritten, starting from the first 
entry.

Timestamp Indicates the router uptime in seconds.milliseconds.

(source, group) The (S, G) information advertised in the rejected SA message.

RP: Indicates the IP address of the Rendezvous Point (RP) that 
originated the SA message.
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Related Commands

Peer: Indicates the IP address of the MSDP peer that sent the rejected 
SA message.

Reason: Indicates the reason that the router rejected the SA message. 

The possible reasons are as follows:

 • autorp-group—Indicates that the SA message was rejected 
because it included one of the two AutoRP groups 
(224.0.1.39 and 224.0.1.40).

 • in-filter—Indicates that the SA message was rejected because 
it was filtered by a configured incoming filter list (configured 
by the ip msdp sa-filter in command).

 • no-memory—Indicates that the SA message was rejected 
because the router ran out of memory while allocating storage 
for the MSDP SA message. 

 • rpf-fail—Indicates that the SA message was rejected because 
it failed the Reverse Path Forwarding (RPF) check.

 • rp-filter—Indicates that the SA message was rejected 
because it was filtered by a configured incoming RP filter list 
(configured by the ip msdp sa-filter in command).

 • sa-limit-exceeded—Indicates that the SA message was 
rejected because the maximum number of SA cache entries 
(controlled by the ip msdp sa-limit command) was already 
exhausted when the SA message was received.

 • ssm-range—Indicates that the SA message was rejected 
because it indicated a group in the SSM range. 

Table 32 show ip msdp sa-cache rejected detail read-only Field Descriptions (continued)

Field Description

Command Description

clear ip msdp sa-cache Clears MSDP SA cache entries.

ip msdp cache-sa-state Enables the router to create SA state.



 

IP Multicast Commands
show ip msdp summary

IMC-396
Cisco IOS IP Multicast Command Reference

January 2008

show ip msdp summary
To display Multicast Source Discovery Protocol (MSDP) peer status, use the show ip msdp summary 
command in user EXEC or privileged EXEC mode.

show ip msdp [vrf vrf-name] summary

Syntax Description

Command Modes User EXEC 
Privileged EXEC

Command History

Examples The following is sample output from the show ip msdp summary command:

Router# show ip msdp summary

MSDP Peer Status Summary
Peer Address     AS    State    Uptime/  Reset SA    Peer Name
                                Downtime Count Count
224.135.250.116  109   Up       1d10h    9     111   rtp5-rp1
*172.20.240.253 1239  Up       14:24:00 5     4010  sl-rp-stk
172.16.253.19    109   Up       12:36:17 5     10    shinjuku-rp1
172.16.170.110   109   Up       1d11h    9     12    ams-rp1

Table 33 describes the significant fields shown in the display.

vrf (Optional) Supports the multicast VPN routing and forwarding 
(VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

Release Modification

12.0(7)T This command was introduced.

12.1(7) This command was modified to display information about the number of 
Source-Active (SA) messages from each MSDP peer in the SA cache.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720 
only.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

Table 33 show ip msdp summary Field Descriptions 

Field Description

Peer Address IP address of the MSDP peer.

AS Autonomous system to which the MSDP peer belongs.
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State State of the MSDP peer.

Uptime/Downtime Days and hours the MSDP peer is up or down, per state shown in the 
previous column. If the time is less than 24 hours, it is shown in terms of 
hours:minutes:seconds.

SA Count Number of SA messages from this MSDP peer in the SA cache.

Peer Name Name of the MSDP peer.

Table 33 show ip msdp summary Field Descriptions (continued)

Field Description
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show ip multicast 
To display general information about IP multicast, including information about interfaces configured for 
IP multicast and information about mroute state limits configured on interfaces, use the show ip 
multicast command in user EXEC or privileged EXEC mode.

show ip multicast [vrf vrf-name] [interface | limit] [type number]

Syntax Description 

Command Modes User EXEC (>) 
Privileged EXEC (#)

Command History

Usage Guidelines Use the show ip multicast command with no optional keywords or arguments to display general 
information about the state of IP multicast on the router.

Use the show ip multicast command with the interface keyword to display information about interfaces 
configured for IP multicast.

Use the show ip multicast command with the limit keyword to display counters related to mroute state 
limiters configured on an interface. When mroute state limiters are configured on interfaces, each time 
the state for an mroute is created or deleted and each time an outgoing interface list (olist) member is 
added or removed, the counters that are displayed in the output of the show ip multicast limit command 
are increased or decreased accordingly. The output for this command also accounts for each time an 
mroute is denied due to an mroute state limit being reached. 

Use the clear ip multicast limit command to clear mroute state limit exceeded counters.

vrf vrf-name (Optional) Restricts the output to the Multicast Virtual Private Network 
(MVPN) routing and forwarding (MVRF) instance specified for the vrf-name 
argument.

interface (Optional) Displays IP multicast-related information about interfaces 
configured for IP multicast.

limit (Optional) Displays information about mroute state limiters configured on 
interfaces.

type number (Optional) Interface type and number for which to display IP multicast 
information.

Release Modification

12.3(14)T This command was introduced.

12.2(33)SRB This command was integrated into Cisco IOS Release 12.2(33)SRB.
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Examples The following is sample output from the show ip multicast command. The output is self-explanatory.

Router# show ip multicast

   Multicast Routing: enabled
   Multicast Multipath: disabled
   Multicast Route limit: No limit
   Multicast Triggered RPF check: enabled

The following is sample output from the show ip multicast command with the interface keyword and 
type number arguments. The output is self-explanatory.

Router# show ip multicast interface ethernet 1/0 

Ethernet1/0 is up, line protocol is up
  Internet address is 10.1.1.1/24
  Multicast routing: enabled
  Multicast switching: fast
  Multicast packets in/out: 0/0
  Multicast TTL threshold: 0
  Multicast Tagswitching: disabled

The following is sample output from show ip multicast command with the limit keyword and type 
number arguments. In this example, information about mroute state limits configured on Ethernet 
interface 1/0 are displayed. 

Router# show ip multicast limit ethernet 1/0

Interface Ethernet1/0
 Multicast Access Limits
out acl out-list (1 < max 32) exceeded 0
rpf acl rpf-list (6 < max 32) exceeded 0
con acl conn-list (0 < max 32) exceeded 0

The following is sample output from the show ip multicast command with the limit keyword and type 
number arguments. In this example, the output displays information about the mroute state limits 
configured on Ethernet interface 0/2. The “exceeded” counter indicates that the state for 36 mroutes has 
been denied due to the mroute limit being reached for a configured mroute state limit.

Router# show ip multicast limit ethernet 0/2

Interface Ethernet0/2

 Multicast Access Limits
i+o acl std-list (15 < max 16) exceeded 36

Related Commands Command Description

clear ip multicast 
limit

Resets exceeded counters for mroute state limiters.

debug ip mrouting 
limits

Displays debugging information for mroute state limiters configured on 
interfaces.

ip multicast limit Configures mroute state limiters on an interface.

ip multicast limit cost Applies costs to mroute state limiters.
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show ip pgm host defaults

Note Support for the PGM Host feature has been removed. Use of this command is not recommended.

To display the default values for Pragmatic General Multicast (PGM) Host traffic, use the show ip pgm 
host defaults command in user EXEC or privileged EXEC mode.

show ip pgm host defaults

Syntax Description This command has no arguments or keywords.

Defaults No default behavior or values

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines The default values displayed in the show ip pgm host defaults command output are applied to every 
new host connection that is opened. 

Examples The following is sample output from the show ip pgm host defaults user EXEC command:

Router> show ip pgm host defaults

Source Session Default Values :
 
    spm-ambient-ivl (6000), txw-adv-secs (6000)
    txw-adv-timeout-max (3600000), txw-rte (16384), txw-secs (30000)
    ncf-max (infinite), spm-rpt-ivl (3000), ihb-min (1000)
    ihb-max (10000), join (0), tpdu-size (16384)
    txw-adv-method (time), tx-buffer-mgmt (return)
 
Receiver Session Default Values :
 
    nak-gen-ivl (60000), nak-rb-ivl (500), nak-rdata-ivl (2000)
    nak-rpt-ivl (2000), rx-buffer-mgmt (minimum), rx-local-retrans (none)
 
Common Default Values:

Release Modification

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.1(1)T This command was introduced.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. 
Support in a specific 12.2SX release of this train depends on your 
feature set, platform, and platform hardware.
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    stream-type (apdu), ttl (255)

Address used to source packets:(10.1.1.1)

Table 34 describes the fields and default values in the sample output.

Table 34 show ip pgm host defaults Field Descriptions 

Field Description

Source Session Default Values Displays the values for source-specific PGM Host traffic 
defaults.

spm-ambient-ivl (6000) Amount of time, in milliseconds, the PGM Host waits for a 
PGM source path message (SPM) ambient data packet. The 
default is 6000 ms.

txw-adv-secs (6000) Amount of time, in milliseconds, of the advanced transmit 
window for the PGM Host. The default is 6000 ms.

txw-adv-timeout-max (3600000) Amount of time, in milliseconds, the PGM Host waits for 
data packets, even if the PGM Host receives PGM NAK data 
packets. The default is 3600000 ms.

txw-rte (16384) The data transmit rate, in bytes-per-second, for the PGM 
Host. The default is 16384 bytes per second.

txw-secs (30000) Data transmit window size, in milliseconds, for the PGM 
Host. The default is 30000 ms.

ncf-max (infinite) Maximum number of PGM NAK confirmation data packets 
(NAK NCFs), in packets per second, the PGM Host sends per 
second. The default is infinite.

spm-rpt-ivl (3000) Amount of time, in milliseconds, the PGM Host waits for a 
PGM SPM repeat data packet. The default is 3000 ms.

ihb-min (1000) SPM interheartbeat timer minimum, in milliseconds. The 
default is 1000 ms.

ihb-max (10000) SPM interheartbeat timer maximum, in milliseconds. The 
default is 10000 milliseconds (ms).

join (0) Amount of time, in milliseconds, the PGM Host waits, when 
running in router mode, for client requests. The default is 
0 ms.

tpdu-size (16384) Size of the source transport data unit (TPDU) for the PGM 
Host. The available range is 41 through 16384 bytes. The 
default is 1400 bytes.

tx-adv-method (time) Type of advanced transmit window method (data or time) for 
the PGM Host. The default is time. 

tx-buffer-mgmt (return) Type of transmit data buffers (keep or return) for the PGM 
Host. The default is return.

Receiver Session Default Values Displays the values for receiver-specific PGM Host traffic 
defaults.

nak-gen-ivl (60000) Amount of time, in milliseconds, the PGM Host waits for a 
PGM negative acknowledgment (NAK) data packet. The 
default is 60000 ms.
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Related Commands

nak-rb-ivl (500) Amount of time, in milliseconds, the PGM Host waits before 
sending a PGM NAK data packet. The default is 500 ms.

nak-rdata-ivl (2000) Amount of time, in milliseconds, the PGM Host waits for a 
re-sent PGM NAK (NAK RDATA) data packet. The default is 
2000 ms.

nak-rpt-ivl (2000) Amount of time, in milliseconds, the PGM Host waits for a 
PGM NAK confirmation (NAK NCF) data packet. The 
default is 2000 ms.

rx-buffer-mgmt (minimum) Type of receive data buffers (full or minimum) for the PGM 
Host. The default is minimum.

rx-local-retrans (none) Specifies whether a receiver has to do local retransmissions 
or not if it sees NAKs.

Common Default Values Displays the values for PGM Host traffic defaults that are 
common between a source and a receiver.

stream-type (apdu) Data stream type (apdu or byte) for the PGM Host. The 
default is apdu.

ttl (255) Time-to-live (TTL) value on the PGM Host for sent multicast 
data packets. The default is 255 hops. The TTL value for a 
packet is decremented by 1 as the packet passes through a 
router.

Address used to source packets The unicast IP address that the virtual host is using to 
originate PGM packets.

Table 34 show ip pgm host defaults Field Descriptions (continued)

Field Description

Command Description

clear ip pgm host Resets PGM Host connections to their default values and 
clears traffic statistics.

ip pgm host Enables PGM Host.

show ip pgm host sessions Displays open PGM Host traffic sessions.

show ip pgm host traffic Displays PGM Host traffic statistics.



 

IP Multicast Commands
show ip pgm host sessions

IMC-403
Cisco IOS IP Multicast Command Reference

January 2008

show ip pgm host sessions

Note Support for the PGM Host feature has been removed. Use of this command is not recommended.

To display open Pragmatic General Multicast (PGM) Host traffic sessions, use the show ip pgm host 
sessions command in user EXEC or privileged EXEC mode.

show ip pgm host sessions [session-number | group-address]

Syntax Description

Defaults No default behavior or values

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines If a session number or multicast group address is not specified, all open traffic sessions are displayed. 

Examples The following user EXEC example shows all open traffic sessions:

Router> show ip pgm host sessions

Idx  GSI           Source Port  Type     State   Dest Port  Mcast Address
1    000000000000  0            receiver listen  48059      224.3.3.3
2    9CD72EF099FA  1025         source   conn    48059      224.1.1.1

The following user EXEC example shows traffic information for traffic session number 2:

Router> show ip pgm host sessions 2

Idx  GSI           Source Port  Type     State   Dest Port  Mcast Address
2    9CD72EF099FA  1025         source   conn    48059      224.1.1.1
 
    stream-type (apdu), ttl (255)
 
    spm-ambient-ivl (6000), txw-adv-secs (6000)

session-number (Optional) PGM Host traffic session number.

group-address (Optional) PGM Host multicast group address.

Release Modification

12.1(1)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. 
Support in a specific 12.2SX release of this train depends on your 
feature set, platform, and platform hardware.
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    txw-adv-timeout-max (3600000), txw-rte (16384), txw-secs (30000)
    ncf-max (infinite), spm-rpt-ivl (3000), ihb-min (1000)
    ihb-max (10000), join (0), tpdu-size (16384)
    txw-adv-method (time), tx-buffer-mgmt (return)
 
    ODATA packets sent                       0
          bytes sent                         0
    RDATA packets sent                       0
          bytes sent                         0
    Total bytes sent                         0
    ADPUs sent                               0
    APDU  transmit memory errors             0
    SPM   packets sent                       6
    NCF   packets sent                       0
    NAK   packets received                   0
          packets received in error          0
    General bad packets                      0
    TX window lead                           0
    TX window trail                          0

The following user EXEC example shows traffic information for multicast group address 244.1.1.1:

Router> show ip pgm host sessions 244.1.1.1

Idx  GSI           Source Port  Type     State   Dest Port  Mcast Address
2    9CD72EF099FA  1025         source   conn    48059      224.1.1.1
 
    stream-type (apdu), ttl (255)
 
    spm-ambient-ivl (6000), txw-adv-secs (6000)
    txw-adv-timeout-max (3600000), txw-rte (16384), txw-secs (30000)
    ncf-max (infinite), spm-rpt-ivl (3000), ihb-min (1000)
    ihb-max (10000), join (0), tpdu-size (16384)
    txw-adv-method (time), tx-buffer-mgmt (return)
 
    ODATA packets sent                       0
          bytes sent                         0
    RDATA packets sent                       0
          bytes sent                         0
    Total bytes sent                         0
    ADPUs sent                               0
    APDU  transmit memory errors             0
    SPM   packets sent                       6
    NCF   packets sent                       0
    NAK   packets received                   0
          packets received in error          0
    General bad packets                      0
    TX window lead                           0
    TX window trail                          0

Table 35 describes the significant fields shown in the displays.

Table 35 show ip pgm host sessions Field Descriptions 

Field Description

Idx The local index for the traffic session.

GSI The global source identifier for the traffic session.

Source Port The source port for the traffic session.

Type Source or receiver session.

State The state of the session. For example, connected or listening.
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Related Commands

Dest Port The destination port for the traffic session.

Mcast Address The IP multicast address for the traffic session.

ODATA Normal data packet.

RDATA Re-sent data packet.

ADPUs Application data units.

SPM Source path message.

NCF Negative acknowledgment (NAK) confirmation packet.

NAK NAK packet.

Table 35 show ip pgm host sessions Field Descriptions (continued)

Field Description

Command Description

clear ip pgm host Resets PGM Host connections to their default values and 
clears traffic statistics.

ip pgm host Enables PGM Host.

show ip pgm host defaults Displays the default values for PGM Host traffic.

show ip pgm host traffic Displays PGM Host traffic statistics.
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show ip pgm host traffic

Note Support for the PGM Host feature has been removed. Use of this command is not recommended.

To display Pragmatic General Multicast (PGM) Host traffic statistics, use the show ip pgm host traffic 
command in user EXEC or privileged EXEC mode.

show ip pgm host traffic

Syntax Description This command has no arguments or keywords.

Defaults No default behavior or values

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines Use this command to display traffic statistics at the PGM transport layer.

Examples The following is sample output from the show ip pgm host traffic user EXEC command:

Router> show ip pgm host traffic

General Statistics :
 
    Sessions in                              0
             out                             0
    Bytes    in                              0
             out                             0
 

Release Modification

12.1(1)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. 
Support in a specific 12.2SX release of this train depends on your 
feature set, platform, and platform hardware.
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Source Statistics :
 
    ODATA packets sent                       0
          bytes sent                         0
    RDATA packets sent                       0
          bytes sent                         0
    Total bytes sent                         0
    ADPUs sent                               0
    APDU  transmit memory errors             0
    SPM   packets sent                       0
    NCF   packets sent                       0
    NAK   packets received                   0
          packets received in error          0
 
Receiver Statistics :
          
    ODATA packets received                   0
          packets received in error          0
          valid bytes received               0
    RDATA packets received                   0
          packets received in error          0
          valid bytes received               0
    Total valid bytes received               0
    Total bytes received in error            0
    ADPUs received                           0
    SPM   packets received                   0
          packets received in error          0
    NCF   packets received                   0
          packets received in error          0
    NAK   packets received                   0
          packets received in error          0
          packets sent                       0
    Undeliverable packets                    0
    General bad packets                      0
    Bad checksum packets                     0

Table 36 describes the significant fields shown in the display.

Related Commands

Table 36 show ip pgm host traffic Field Descriptions

Field Description

General Statistics Displays statistics that relate to both the traffic source and the 
receiver.

Source Statistics Displays statistics that relate to the traffic source.

Receiver Statistics Displays statistics that relate to the traffic receiver.

Command Description

clear ip pgm host Resets PGM Host connections to their default values and clears 
traffic statistics.

ip pgm host Enables PGM Host.

show ip pgm host defaults Displays the default values for PGM Host traffic.

show ip pgm host sessions Displays open PGM Host traffic sessions.
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show ip pgm router
To display Pragmatic General Multicast (PGM) Reliable Transport Protocol state and statistics, use the 
show ip pgm router command in privileged EXEC mode. 

show ip pgm router [interface [interface-type interface-number] | state [group-address] | [traffic 
[interface-type interface-number]] [verbose]

Syntax Description

Command Modes Privileged EXEC

Command History

Examples The following is sample output from the show ip pgm router command with the interface keyword:

Router# show ip pgm router interface

Address        Interface
10.1.0.2       Ethernet1/0/0 (measured drop rate 0%)
10.3.0.2       Ethernet1/0/4 (measured drop rate 0%)

Table 37 describes the significant fields shown in the display.

interface [interface-type 
interface-number]

(Optional) Displays interfaces on which PGM Router Assist is 
configured.

state [group-address] (Optional) Displays designated local repairer (DLR) information and 
PGM resend state information per transport session identifier (TSI). If 
no group address is specified, resend state for all groups is shown.

traffic [interface-type 
interface-number]

(Optional) Displays PGM packet counters. If no interface type and 
number are specified, traffic on all interfaces is displayed. These 
statistics do not reflect the number of PGM data packets (ODATA) that 
are forwarded in a session, because these are forwarded transparently 
by IP multicast.

verbose (Optional) Displays extended information about outgoing interface 
lists, timers, and Forward Error Connections (FECs).

Release Modification

12.0(5)T This command was introduced.

12.2(13)T The output display for this command was updated to include DLR 
information.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. 
Support in a specific 12.2SX release of this train depends on your 
feature set, platform, and platform hardware.
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The following is sample output from the show ip pgm router command with the traffic keyword. An 
RDATA fragment is a part of an RDATA packet that has been fragmented at the IP layer while in transit. 
The PGM network element has seen two RDATA packets that were each fragmented into three IP 
fragments.

Router# show ip pgm router traffic

FastEthernet0/0
  NAKs received                  2
  NCFs transmitted               2
 RDATA forwarded                 2
 RDATA frags forwarded           6
  SPMs received                  4
       used                      4
  SPMs forwarded                33
Serial0/0
  NAKs forwarded                 2
  NAKs retransmitted             2
  NCFs received                  4
 RDATA received                  2
 RDATA frags received            6
  SPMs received                 33
       used                     33

The following is sample output from the show ip pgm router command with the state and verbose 
keywords. The timer associated with each session is an idle timer; the TSI state is deleted when this timer 
expires. The measured loss rates are indicated as follows:

 • link_lr: worst reported link loss rate

 • path_lr: worst reported path loss rate

 • receiver_lr: worst reported receiver loss rate

 • cr_lead: sequence number associated with worst receiver loss rate

 • cr_worst_rec: IP address that reported worst loss rate

Router# show ip pgm router state verbose

TSI                Group            Neighbor        TGSIZE
0A0700C85555-1000  227.7.7.7        rpf/source       N/A        00:04:25
  (link_lr 7%, path_lr 4%, receiver_lr 10% 
  cr_lead 6256421, cr_worst_rec 134.45.0.126)

The following sample output shows state after receivers have reported loss of certain packets. Negative 
acknowledgments (NAKs) have been received for each of the two sessions in the previous example. After 
the loss, the router has state for the lost packets. The “sqn 1990” indicates that a receiver lost a packet 
with sequence number 1990 and is requesting that it be re-sent.

Router# show ip pgm router state verbose

TSI                Group            Neighbor        TGSIZE
0A0700C85555-1000  227.7.7.7        rpf/source       N/A        00:04:55

Table 37 show ip pgm router Field Descriptions

Field Description

Address IP address of the interface running PGM Router Assist.

Interface Interface type and number on the router that is running PGM Router 
Assist, plus the drop rate measured on the interface.
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   sqn        1990            age   4 ELIM TMR
       Ethernet1/0/0
   sqn        1991            age    5 (anticipated)
0A0700C85555-2000 234.4.3.2         rpf/source       16         00:04:55
   sqn (       125,          7) age   10
       Serial5/0 prty # 7

For the selective TSI, the output shows resend state for sequence number 1990. This state was created 
by a NAK received on Ethernet interface 1/0/0. “ELIM TMR” indicates that the state is eliminating 
duplicates of any NAK that is pending and any new NAKs for this sequence number will not be 
forwarded.

State shown for sequence 1991 is anticipated state, indicating that it was created by a NAK confirmation 
(NCF) for a NAK sent by some other PGM router with the same PGM upstream neighbor as this router.

For the TSI with parity, the state shown was created by a parity NAK for seven packets of the 
Transmission Group 125. This state was received on serial interface 5/0; “# 7” indicates that seven parity 
packets must be forwarded out this interface.

Related Commands Command Description

clear ip pgm router Clears PGM traffic statistics.

ip pgm router Enables PGM Router Assist and thereby allows PGM to operate more 
efficiently on the router.
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show ip pim bsr-router
To display information about a bootstrap router (BSR), use the show ip pim bsr-router command in 
user EXEC or privileged EXEC mode.

show ip pim [vrf vrf-name] bsr-router

Syntax Description 

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines The output includes elected BSR information and information about the locally configured candidate 
rendezvous point (RP) advertisement.

Examples The following is sample output from the show ip pim bsr-router command:

Router# show ip pim bsr-router

PIMv2 Bootstrap information
This system is the Bootstrap Router (BSR)
  BSR address: 172.16.143.28 
  Uptime: 04:37:59, BSR Priority: 4, Hash mask length: 30
  Next bootstrap message in 00:00:03 seconds

Next Cand_RP_advertisement in 00:00:03 seconds. 
  RP: 172.16.143.28(Ethernet0), Group acl: 6

Table 38 describes the significant fields shown in the display.

vrf vrf-name (Optional) Displays information about a BSR associated with the multicast 
VPN (MVPN) routing and forwarding (MVRF) instance specified for the 
vrf-name argument.

Release Modification

11.3 T This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720. 

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Related Commands

Table 38 show ip pim bsr-router Field Descriptions 

Field Description

BSR address IP address of the BSR.

Uptime Length of time that this router has been up (in hours, minutes, 
and seconds).

BSR Priority Priority as configured with the ip pim bsr-candidate 
command. 

Hash mask length Length of a mask (32 bits maximum) that is to be ANDed with 
the group address before the hash function is called. This value 
is configured with the ip pim bsr-candidate command. 

Next bootstrap message in Time (in hours, minutes, and seconds) in which the next 
bootstrap message is due from this BSR.

Next Cand_RP_advertisement in Time (in hours, minutes, and seconds) in which the next 
candidate RP advertisement will be sent.

RP List of RP IP addresses.

Group acl Standard IP access list number that defines the group prefixes 
that are advertised in association with the RP address. This 
value is configured with the ip pim rp-candidate command.

Command Description

ip pim bsr-candidate Configures the router to announce its candidacy as a BSR.

ip pim rp-candidate Configures the router to advertise itself as a PIM Version 2 candidate RP to 
the BSR.

show ip pim rp Displays active RPs that are cached with associated multicast routing entries.

show ip pim rp-hash Displays which RP is being selected for a specified group.



 

IP Multicast Commands
show ip pim interface

IMC-413
Cisco IOS IP Multicast Command Reference

January 2008

show ip pim interface
To display information about interfaces configured for Protocol Independent Multicast (PIM), use the 
show ip pim interface command in user EXEC or privileged EXEC mode. 

show ip pim [vrf vrf-name] interface [interface-type interface-number] [df | count] [rp-address] 
[detail] [stats]

Syntax Description 

Command Default If no interface is specified, all interfaces are displayed.

Command Modes User EXEC 
Privileged EXEC

Command History

vrf (Optional) Supports the multicast VPN routing and forwarding (VRF) 
instance. A space is not required between the values.

vrf-name (Optional) Name assigned to the VRF.

interface-type 
interface-number

(Optional) Interface type and number. A space is not required between the 
values.

df (Optional) When bidirectional PIM (bidir-PIM) is used, displays the IP 
address of the elected designated forwarder (DF) for each rendezvous point 
(RP) of an interface.

count (Optional) Specifies the number of packets received and sent out the 
interface.

rp-address (Optional) RP IP address.

detail (Optional) Displays PIM details of each interface.

stats (Optional) Displays multicast PIM interface octet counts.

Release Modification

10.0 This command was introduced.

11.2(11)GS This command was integrated into Cisco IOS Release 11.2(11)GS.

12.0(5)T The flag “H” was added in the output display to indicate that an outgoing 
interface is hardware-switched in the case of IP multicast Multilayer 
Switching (MMLS).

12.0(18)ST This command was integrated into Cisco IOS Release 12.0(18)ST.

12.1(2)T The df keyword and rp-address argument were added.

12.1(5)T The detail keyword was added.

12.0(22)S The command output changed to show when the query interval is set to 
milliseconds. 

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.
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Usage Guidelines This command works only on interfaces that are configured for PIM.

Use the show ip pim interface count command to display switching counts for Multicast Distributed 
Switching (MDS) and other fast-switching statistics. 

Examples The following is sample output from the show ip pim interface command: 

Router# show ip pim interface

Address          Interface                Ver/   Nbr    Query  DR     DR
                                          Mode   Count  Intvl  Prior
10.1.0.1         GigabitEthernet0/0       v2/SD  0      30     1      10.1.0.1
10.6.0.1         GigabitEthernet0/1       v2/SD  1      30     1      10.6.0.2
10.2.0.1         ATM1/0.1                 v2/SD  1      30     1      0.0.0.0

The following is sample output from the show ip pim interface command when an interface is specified:

Router# show ip pim interface Ethernet1/0

Address          Interface                Ver/   Nbr    Query  DR     DR
                                          Mode   Count  Intvl  Prior
172.16.1.4       Ethernet1/0              v2/S   1      100 ms 1      172.16.1.4

The following is sample output from the show ip pim interface command when the count keyword is 
specified:

Router# show ip pim interface count

Address          Interface          FS  Mpackets In/Out
172.16.121.35    Ethernet0          *   548305239/13744856
172.16.121.35    Serial0.33         *   8256/67052912
192.168.12.73    Serial0.1719       *   219444/862191

The following is sample output from the show ip pim interface command when the count keyword is 
specified and IP MMLS is enabled. The example lists the PIM interfaces that are fast switched and 
process switched, and the packet counts for these interfaces. The H flag is added to interfaces where IP 
MMLS is enabled.

Router# show ip pim interface count

States: FS - Fast Switched, H - Hardware Switched
Address          Interface          FS  Mpackets In/Out
192.168.10.2       Vlan10             * H 40886/0
192.168.11.2       Vlan11             * H 0/40554
192.168.12.2       Vlan12             * H 0/40554
192.168.23.2       Vlan23             *   0/0

12.2(31)S The stats keyword was added.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA. 

12.3(17) The stats keyword was added.

12.4(7) The stats keyword was added.

12.4(6)T The stats keyword was added.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.

Release Modification
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192.168.24.2       Vlan24             *   0/0

The following is sample output from the show ip pim interface command when the stats keyword is 
specified:

Router# show ip pim interface stats

Interface        Mpackets In    Mpackets Out         Octets In        Octets Out

Loopback0                  0               0                 0                 0
Loopback1                  0               0                 0                 0
Ethernet0/0                0               0                 0                 0
Ethernet0/3                0               0                 0                 0
Ethernet1/1                0               0                 0                 0

For all of the count descriptions, a packet is counted as a multicast packet if either of the following two 
conditions are met:

 • The IP address contained in the IP header of the packet specifies a multicast (class D) IP address.

 • The IP address contained in the IP header of the packet specifies an IP address located on this router 
and the packet contains an encapsulated packet for which the IP header of the encapsulated packet 
specifies a multicast (class D) IP address.

Table 39 describes the significant fields shown in the display.

The following are two sample outputs from the show ip pim interface command when the df keyword 
is specified:

Router# show ip pim interface df

Interface          RP               DF Winner        Metric          Uptime
Ethernet3/3        10.10.0.2        10.4.0.2         0               00:03:49
                   10.10.0.3        10.4.0.3         0               00:01:49
                   10.10.0.5        10.4.0.4         409600          00:01:49
Ethernet3/4        10.10.0.2        10.5.0.2         0               00:03:49
                   10.10.0.3        10.5.0.2         409600          00:02:32
                   10.10.0.5        10.5.0.2         435200          00:02:16
Loopback0          10.10.0.2        10.10.0.2        0               00:03:49
                   10.10.0.3        10.10.0.2        409600          00:02:32
                   10.10.0.5        10.10.0.2        435200          00:02:16

Router# show ip pim interface Ethernet3/3 df 10.10.0.3

Designated Forwarder election for Ethernet3/3, 10.4.0.2, RP 10.10.0.3
  State                           Non-DF
  Offer count is                  0

Table 39 show ip pim interface stats Field Descriptions 

Field Description

Mpackets In The number of multicast packets received on each interface listed in the 
output.

Mpackets Out The number of multicast packets sent on each interface listed in the output.

Octets In Cumulative byte count for data bytes (including IP header bytes) contained 
within multicast packets received on each interface listed in the output.

Octets Out Cumulative byte count for data bytes (including IP header bytes) contained 
within multicast packets sent on each interface listed in the output.
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  Current DF ip address           10.4.0.3
  DF winner up time               00:02:33
  Last winner metric preference   0
  Last winner metric              0

Table 40 describes the significant fields shown in the displays.

The following is sample output from the show ip pim interface command with the detail keyword for 
Fast Ethernet interface 0/1:

Router# show ip pim interface fastethernet 0/1 detail

FastEthernet0/1 is up, line protocol is up
  Internet address is 172.16.8.1/24
  Multicast switching:process
  Multicast packets in/out:0/0
  Multicast boundary:not set

Table 40 show ip pim interface Field Descriptions 

Field Description

Address Interface IP address of the next hop router.

Interface Interface type and number that is configured to run PIM.

Ver/Mode PIM version and multicast mode in which the Cisco IOS software is operating. 

Nbr Count Number of PIM neighbors that have been discovered through this interface. If 
the Neighbor Count is 1 for a DVMRP tunnel, the neighbor is active (receiving 
probes and reports).

Query Interval Frequency, in seconds, of PIM hello messages, as set by the ip pim 
query-interval interface configuration command. The default is 30 seconds.

DR IP address of the designated router (DR) on a network. 

Note Point-to-point interfaces do not have designated routers, so the IP 
address would be shown as 0.0.0.0.

FS An asterisk (*) in this column indicates that fast switching is enabled.

Mpackets In/Out Number of packets into and out of the interface since the router has been up.

RP IP address of the RP.

DF Winner IP address of the elected DF.

Metric Unicast routing metric to the RP announced by the DF.

Uptime Length of time the RP has been up, in days and hours. If less than 1 day, time 
is shown in hours:minutes:seconds.

State Indicates whether the specified interface is an elected DF.

Offer count is Number of PIM DF election offer messages that the router has sent out the 
interface during the current election interval.

Current DF ip address IP address of the current DF.

DF winner up time Length of time the current DF has been up, in days and hours. If less than 
1 day, time is shown in hours:minutes:seconds.

Last winner metric 
preference

The preference value used for selecting the unicast routing metric to the RP 
announced by the DF.

Last winner metric Unicast routing metric to the RP announced by the DF.
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  Multicast TTL threshold:0
  PIM:enabled
    PIM version:2, mode:dense
    PIM DR:172.16.8.1 (this system)
    PIM neighbor count:0
    PIM Hello/Query interval:30 seconds

PIM State-Refresh processing:enabled
PIM State-Refresh origination:enabled, interval:60 seconds

    PIM NBMA mode:disabled
    PIM ATM multipoint signalling:disabled
    PIM domain border:disabled
  Multicast Tagswitching:disabled

Table 41 describes the significant fields shown in the display.

Related Commands

Table 41 show ip pim interface detail Field Descriptions 

Field Description

Internet address IP address of the specified interface.

Multicast switching: The type of multicast switching enabled on the interface: process, 
fast, or distributed.

Multicast boundary: Indicates whether an administratively scoped boundary is 
configured.

Multicast TTL threshold: The time-to-live (TTL) threshold of multicast packets being 
forwarded out the interface.

PIM: Indicates whether PIM is enabled or disabled.

PIM version: Indicates whether PIM version 1 or version 2 is configured.

PIM mode: Indicates whether PIM sparse mode, dense mode, or sparse-dense 
mode is configured.

PIM DR: The IP address of the DR.

PIM State-Refresh processing: Indicates whether the processing of PIM state refresh control 
messages is enabled.

PIM State-Refresh origination: Indicates whether the origination of the PIM state refresh control 
messages is enabled.

interval: Indicates the configured interval for the origination of the PIM 
state refresh control messages. The available interval range is 
from 4 to 100 seconds.

PIM NBMA mode: Indicates whether the interface is enabled for nonbroadcast 
multiaccess (NBMA) mode.

PIM ATM multipoint signalling: Indicates whether the interface is enabled for ATM multipoint 
signaling.

PIM domain border: Indicates whether the interface is enabled as a PIM domain 
border.

Multicast Tagswitching: Indicates whether multicast tag switching is enabled.

Command Description

ip pim Enables PIM on an interface.

ip pim query-interval Configures the frequency of PIM router query messages.
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ip pim state-refresh disable Disables the processing and forwarding of PIM dense mode state 
refresh control messages on a PIM router.

ip pim state-refresh 
origination-interval

Configures the origination of and the interval for PIM dense mode 
state refresh control messages on a PIM router.

show ip pim neighbor Displays information about PIM neighbors. 

Command Description
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show ip pim interface df
To display information about the designated forwarder interface, use the show ip pim interface df 
command in user EXEC or privileged EXEC mode.

show ip pim [vrf vrf-name] interface df [rp-address] 

Syntax Description

Defaults If you do not specify rp-address, all designated forwarders are displayed.

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor 
Engine 2.

Examples This example shows how to display the information about the DF interface:

Router# show ip pim interface df 10.18.1.31

Interface                RP               DF Winner        Metric     Uptime
Vlan70                   10.18.1.31       10.70.1.55       0          14:16:24
FastEthernet5/5          10.18.1.31       10.16.1.30       0          14:16:24
FastEthernet5/6          10.18.1.31       10.18.1.31       0          14:16:24

vrf vrf-name (Optional) Specifies the name that is assigned to the multicast VPN routing and 
forwarding (VRF) instance.

rp-address (Optional) Hostname or IP address of the designated forwarder.

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(18)SXE This command was changed to add the vrf vrf-name keyword and argument on 
the Supervisor Engine 720 only.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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show ip pim mdt bgp
To show detailed Border Gateway Protocol (BGP) advertisement of the route distinguisher (RD) for the 
multicast distribution tree (MDT) default group, use the show ip pim mdt bgp command in user EXEC 
or privileged EXEC mode.

show ip pim [vrf vrf-name] mdt bgp

Syntax Description

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines Use this command to show detailed BGP advertisement of the RD for the MDT default group.

Examples The following is sample output from the show ip pim mdt bgp command:

Router# show ip pim mdt bgp

MDT-default group 232.2.1.4
 rid:10.1.1.1 next_hop:10.1.1.1

Table 42 describes the significant fields shown in the display.

vrf (Optional) Supports the multicast VPN routing and forwarding (VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

Release Modification

12.0(23)S This command was introduced.

12.2(13)T This command was integrated into Cisco IOS Release 12.2(13)T.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Table 42 show ip pim mdt bgp Field Descriptions 

Field Description

MDT-default group The MDT default groups that have been advertised to this router.

rid:10.1.1.1 The BGP router ID of the advertising router.

next_hop:10.1.1.1 The BGP next hop address that was contained in the advertisement.
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show ip pim mdt history
To display information about the history of data multicast distribution tree (MDT) groups that have been 
reused, use the show ip pim mdt history command in privileged EXEC mode.

show ip pim vrf vrf-name mdt history interval minutes

Syntax Description

Command Modes Privileged EXEC

Command History

Usage Guidelines The output of the show ip pim mdt history command displays the history of reused MDT data groups 
for the interval specified with the interval keyword and minutes argument. The interval is from the past 
to the present, that is, from the time specified for the minutes argument to the time at which the command 
is issued.

Examples The following is sample output from the show ip pim mdt history command:

Router# show ip pim vrf vrf1 mdt history interval 20

   MDT-data send history for VRF - vrf1 for the past 20 minutes

MDT-data group        Number of reuse
     10.9.9.8           3
     10.9.9.9           2

Table 43 describes the significant fields shown in the display.

vrf vrf-name Displays the history of data MDT groups that have been reused for the Multicast 
VPN (MVPN) routing and forwarding (MVRF) instance specified for the 
vrf-name argument.

interval minutes Specifies the interval (in minutes) for which to display information about the 
history of data MDT groups that have been reused. The range is from 1 to 71512 
minutes (7 weeks).

Release Modification

12.0(23)S This command was introduced.

12.2(13)T This command was integrated into Cisco IOS Release 12.2(13)T.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Table 43 show ip pim mdt history Field Descriptions 

Field Description

MDT-data group The MDT data group for which information is being shown.

Number of reuse The number of data MDTs that have been reused in this group.
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show ip pim mdt receive
To display the data multicast distribution tree (MDT) group mappings received from other provider edge 
(PE) routers, use the show ip pim mdt receive command in privileged EXEC mode. 

show ip pim vrf vrf-name mdt receive [detail]

Syntax Description

Command Modes Privileged EXEC

Command History

Usage Guidelines When a router wants to switch over from the default MDT to a data MDT, it advertises the VRF source, 
the group pair, and the global multicast address over which the traffic will be sent. If the remote router 
wants to receive this data, then it will join this global address multicast group.

Examples The following is sample output from the show ip pim mdt receive command using the detail keyword 
for further information:

Router# show ip pim vrf vpn8 mdt receive detail

Joined MDT-data groups for VRF:vpn8
group:172.16.8.0 source:10.0.0.100 ref_count:13
(10.101.8.10, 225.1.8.1), 1d13h/00:03:28/00:02:26, OIF count:1, flags:TY
(10.102.8.10, 225.1.8.1), 1d13h/00:03:28/00:02:27, OIF count:1, flags:TY

Table 44 describes the significant fields shown in the display.

vrf vrf-name Displays the data MDT group mappings for the Multicast VPN (MVPN) routing 
and forwarding (MVRF) instance specified for the vrf-name argument.

detail (Optional) Provides a detailed description of the data MDT advertisements 
received.

Release Modification

12.0(23)S This command was introduced.

12.2(13)T This command was integrated into Cisco IOS Release 12.2(13)T.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Table 44 show ip pim mdt receive Field Descriptions 

Field Description

group:172.16.8.0 Group that caused the data MDT to be built.

source:10.0.0.100 VRF source that caused the data MDT to be built.

ref_count:13 Number of (S, G) pairs that are reusing this data MDT.

OIF count:1 Number of interfaces out of which this multicast data is being forwarded.

flags: Information about the entry.

 • A—candidate Multicast Source Discovery Protocol (MSDP) 
advertisement

 • B—bidirectional group

 • D—dense

 • C—connected

 • F—register flag

 • I—received source-specific host report

 • J—join shortest path source tree (SPT)

 • L—local

 • M—MSDP created entry

 • P—pruned

 • R—RP bit set

 • S—sparse

 • s—Source Specific Multicast (SSM) group

 • T—SPT bit set

 • X—proxy join timer running

 • U—URL Rendezvous Directory (URD)

 • Y—joined MDT data group

 • y—sending to MDT data group

 • Z—multicast tunnel
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show ip pim mdt send
To display the data multicast distribution tree (MDT) groups in use, use the show ip pim mdt send 
command in privileged EXEC mode.

show ip pim vrf vrf-name mdt send

Syntax Description

Command Modes Privileged EXEC

Command History

Usage Guidelines Use this command to show the data MDT groups in use by a specified MVRF.

Examples The following is sample output from the show ip pim mdt send command: 

Router# show ip pim vrf vpn8 mdt send

MDT-data send list for VRF:vpn8
  (source, group)                     MDT-data group      ref_count
  (10.100.8.10, 225.1.8.1)            232.2.8.0           1
  (10.100.8.10, 225.1.8.2)            232.2.8.1           1
  (10.100.8.10, 225.1.8.3)            232.2.8.2           1
  (10.100.8.10, 225.1.8.4)            232.2.8.3           1
  (10.100.8.10, 225.1.8.5)            232.2.8.4           1
  (10.100.8.10, 225.1.8.6)            232.2.8.5           1
  (10.100.8.10, 225.1.8.7)            232.2.8.6           1
  (10.100.8.10, 225.1.8.8)            232.2.8.7           1
  (10.100.8.10, 225.1.8.9)            232.2.8.8           1
  (10.100.8.10, 225.1.8.10)           232.2.8.9           1

Table 45 describes the significant fields shown in the display.

vrf vrf-name Displays the data MDT groups in use by the Multicast VPN (MVPN) routing and 
forwarding (MVRF) instance specified for the vrf-name argument.

Release Modification

12.0(23)S This command was introduced.

12.2(13)T This command was integrated into Cisco IOS Release 12.2(13)T.

12.2(14)S This command was integrated into Cisco IOS Releaes 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Table 45 show ip pim mdt send Field Descriptions 

Field Description

source, group Source and group addresses that this router has switched over to data MDTs.

MDT-data group Multicast address over which these data MDTs are being sent.

ref_count Number of (S, G) pairs that are reusing this data MDT.
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show ip pim neighbor
To display the Protocol Independent Multicast (PIM) neighbors discovered by the Cisco IOS software, 
use the show ip pim neighbor command in user EXEC or privileged EXEC mode. 

show ip pim [vrf vrf-name] neighbor [interface-type interface-number]

Syntax Description

Command Modes User EXEC (>) 
Privileged EXEC (#)

Command History

Usage Guidelines Use this command to determine which routers on the LAN are configured for PIM. 

Examples The following is sample output from the show ip pim neighbor command: 

Router# show ip pim neighbor

PIM Neighbor Table
Neighbor        Interface              Uptime/Expires   Ver     DR
Address                                                         Priority/Mode
126.1.33.11     GigabitEthernet2/1     1d11h/00:00:02   v2      N / DR

vrf (Optional) Displays the PIM neighbors associated with the Multicast Virtual 
Private Network (MVPN) routing and forwarding (MVRF) instance specified for 
the vrf-name argument.

interface-type (Optional) Interface type.

interface-number (Optional) Interface number.

Release Modification

10.0 This command was introduced.

12.0(22)S The command output was updated to display the PIM protocol version.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.0(30)S The “P” flag was added in support of the Multicast VPN Inter-AS Support 
feature.

12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA. The “P” flag 
was added in support of the Multicast VPN Inter-AS Support feature.

12.2(31)SB2 The “P” flag was added in support of the Multicast VPN Inter-AS Support 
feature.

12.2(33)SXH The “P” flag was added in support of the Multicast VPN Inter-AS Support 
feature.
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126.1.34.12     GigabitEthernet2/1     1d11h/00:00:02   v2      N / DR
126.104.20.56   Serial4/1/0/1:0.104    1d11h/00:00:02   v2      1 / S
126.105.20.58   Serial4/1/0/2:0.105    1d00h/00:01:31   v2      1 / S

Table 46 describes the significant fields shown in the display.

Related Commands

Table 46 show ip pim neighbor Field Descriptions 

Field Description

Neighbor Address IP address of the PIM neighbor.

Interface Interface type and number on which the neighbor is reachable.

Uptime/Expires Uptime shows how long (in hours:minutes:seconds) the entry has been in the 
PIM neighbor table. 

Expires shows how long (in hours:minutes:seconds or in milliseconds) until 
the entry will be removed from the IP multicast routing table. 

Ver PIM protocol version.

DR Prio/Mode Priority and mode of the designated router (DR).

Possible modes are S (sparse mode) or B (bidirectional mode) N (neighbor 
does not include the DR-Priority Option in its Hello messages), and P (RPF 
vector proxy is received). 1

1. The “P” flag, introduced by the PIM RPF Vector Feature in Cisco IOS Release 12.0(30)S, indicates that the neighbor has 
announced (through a PIM hello messages) its capability to handle RPF and RD RPF Vector proxies in PIM join messages. 
All Cisco IOS versions implementing the PIM RPF Vector feature always announce this PIM Hello option. All PIM 
neighbors on a LAN must support the RPF or RD-RPF Vector proxy or else this router will not include the RPF or RD-RPF 
Vector proxy into its joins. To ensure correct operations of the PIM RPF Vector feature, you must ensure that neighbors run 
software that also supports this feature. 

Command Description

ip pim state-refresh disable Disables the processing and forwarding of PIM dense mode state 
refresh control messages on a PIM router.

ip pim state-refresh 
origination-interval

Configures the origination of and the interval for the PIM dense mode 
state refresh control messages on a PIM router.

show ip pim interface Displays information about interfaces configured for PIM.
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show ip pim rp
To display active rendezvous points (RPs) that are cached with associated multicast routing entries, use 
the show ip pim rp command in user EXEC or privileged EXEC mode.

show ip pim [vrf vrf-name] rp [mapping | metric] [rp-address]

Syntax Description

Defaults If no RP is specified, all active RPs are displayed.

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines The Protocol Independent Multicast (PIM) version known for an RP influences the type of PIM register 
messages (Version 1 or Version 2) that the router sends when acting as the designated router (DR) for an 
active source. If an RP is statically configured, the PIM version of the RP is not set and the router, if 
required to send register packets, tries to send PIM Version 2 register packets. If sending PIM Version 2 
packets fails, the router sends PIM Version 1 register packets.

The version of the RP displayed in the show ip pim rp command output can change according to the 
operations of the router. When the group is created, the version shown is for the RP in the RP mapping 
cache. Later, the version displayed by this command may change. If this router is acting as a DR for an 

vrf (Optional) Supports the multicast VPN routing and forwarding (VRF) 
instance.

vrf-name (Optional) Name assigned to the VRF.

mapping (Optional) Displays all group-to-RP mappings of which the router is aware 
(either configured or learned from Auto-RP).

metric (Optional) Displays the unicast routing metric to the RPs configured statically 
or learned via Auto-RP or the bootstrap router (BSR).

rp-address (Optional) RP IP address.

Release Modification

10.2 This command was introduced.

12.1(2)T The metric keyword and rp-address argument were added.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T The vrf keyword and vrf-name argument were added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in 
a specific 12.2SX release of this train depends on your feature set, platform, 
and platform hardware.



 

IP Multicast Commands
show ip pim rp

IMC-430
Cisco IOS IP Multicast Command Reference

January 2008

active source, the router sends PIM register messages. The PIM register messages are answered by the 
RP with PIM register stop messages. The router learns from these PIM register stop messages the actual 
PIM version of the RP. Once the actual PIM version of the RP is learned, this command displays only 
this version. If the router is not acting as a DR for active sources on this group, then the version shown 
for the RP of the group does not change. In this case, the PIM version of the RP is irrelevant to the router 
because the version of the RP influences only the PIM register messages that this router must send.

When you enter the show ip pim rp mapping command, the version of the RP displayed in the output 
is determined only by the method through which an RP is learned. If the RP is learned from Auto-RP 
then the RP displayed is either “v1” or “v2, v1.” If the RP is learned from a static RP definition, the RP 
version is undetermined and no RP version is displayed in the output. If the RP is learned from the BSR, 
the RP version displayed is “v2.”

Examples The following is sample output from the show ip pim rp command:

Router# show ip pim rp

Group:227.7.7.7, RP:10.10.0.2, v2, v1, next RP-reachable in 00:00:48

The following is sample output from the show ip pim rp command when the mapping keyword is 
specified:

Router# show ip pim rp mapping

PIM Group-to-RP Mappings
This system is an RP (Auto-RP)
This system is an RP-mapping agent

Group(s) 227.0.0.0/8
  RP 10.10.0.2 (?), v2v1, bidir
    Info source:10.10.0.2 (?), via Auto-RP
         Uptime:00:01:42, expires:00:00:32
Group(s) 228.0.0.0/8
  RP 10.10.0.3 (?), v2v1, bidir
    Info source:10.10.0.3 (?), via Auto-RP
         Uptime:00:01:26, expires:00:00:34
Group(s) 229.0.0.0/8
  RP 10.10.0.5 (mcast1.cisco.com), v2v1, bidir
    Info source:10.10.0.5 (mcast1.cisco.com), via Auto-RP
         Uptime:00:00:52, expires:00:00:37
Group(s) (-)230.0.0.0/8
  RP 10.10.0.5 (mcast1.cisco.com), v2v1, bidir
    Info source:10.10.0.5 (mcast1.cisco.com), via Auto-RP
         Uptime:00:00:52, expires:00:00:37

The following is sample output from the show ip pim rp command when the metric keyword is 
specified:

Router# show ip pim rp metric

RP Address      Metric Pref    Metric       Flags   RPF Type   Interface
10.10.0.2       0              0              L     unicast    Loopback0
10.10.0.3       90             409600         L     unicast    Ethernet3/3
10.10.0.5       90             435200         L     unicast    Ethernet3/3

Table 47 describes the significant fields shown in the displays.
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Table 47 show ip pim rp Field Descriptions 

Field Description

Group Address of the multicast group about which to display RP information.

RP Address of the RP for that group.

v2 Indicates that the RP is running PIM version 2.

v1 Indicates that the RP is running PIM version 1.

bidir Indicates that the RP is operating in bidirectional mode.

Info source RP mapping agent that advertised the mapping.

(?) Indicates that no Domain Name System (DNS) name has been specified.

via Auto-RP Indicates that RP was learned via Auto-RP.

Uptime Length of time the RP has been up (in days and hours). If less than 1 day, time is 
shown in hours, minutes, and seconds.

expires Time in (hours, minutes, and seconds) in which the entry will expire.

Metric Pref The preference value used for selecting the unicast routing metric to the RP 
announced by the designated forwarder (DF).

Metric Unicast routing metric to the RP announced by the DF.

Flags Indicates the flags set for the specified RP. The following are descriptions of 
possible flags:

 • C—RP is configured.

 • L—RP learned via Auto-RP or the BSR.

RPF Type Routing table from which this route was obtained, either unicast, Distance Vector 
Multicast Routing Protocol (DVMRP), or static mroute.

Interface Interface type and number that is configured to run PIM.
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show ip pim rp mapping
To display the mappings for the PIM group to the active rendezvous points, use the show ip pim rp 
mapping command in user EXEC or privileged EXEC mode.

show ip pim [vrf vrf-name] rp mapping [rp-address]

Syntax Description

Defaults If you do not specify an rp-address, the mappings for all the active rendezvous points are displayed.

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor 
Engine 2.

Examples This example shows how to display the mappings for the PIM group to the active rendezvous points:

Router# show ip pim rp mapping 
PIM Group-to-RP Mappings 
This system is an RP-mapping agent
Group(s) 172.16.0.0/16 
RP 10.6.6.6 (?), v2v1 
Info source: 10.6.6.6 (?), elected via Auto-RP ---> learned via Auto-RP 
and the elected RP. 
Uptime: 22:36:49, expires: 00:02:04 
Group(s) 192.168.0.0/24 
RP 10.9.9.9 (?), v2v1, bidir 
Info source: 10.9.9.9 (?), elected via Auto-RP 
Uptime: 22:36:20, expires: 00:02:37 
Group(s) 172.16.0.0/24 
RP 10.2.2.2 (?), v2v1, bidir 
Info source: 10.2.2.2 (?), elected via Auto-RP 
Uptime: 22:36:24, expires: 00:02:29 
Group(s) 172.16.0.0/24 
RP 10.9.9.9 (?), v2v1, bidir 
Info source: 10.9.9.9 (?), elected via Auto-RP 
Uptime: 22:36:21, expires: 00:02:35

vrf vrf-name (Optional) Specifies the name that is assigned to the multicast VPN routing and 
forwarding (VRF) instance.

rp-address (Optional) Rendezvous-point IP address.

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(18)SXE This command was changed to add the vrf vrf-name keyword and argument.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Table 48 describes the fields that are shown in the example.

Table 48 show ip pim rp mapping Field Descriptions 

Field Description

Info source ACL number.

Static Group-to-mapping information from the static rendezvous-point configuration.

Bidir Mode Status of whether the rendezvous point is operating in bidirectional mode.

RP Address of the rendezvous point for that group.

(?) Status that shows no Domain Name System (DNS) name has been specified.
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show ip pim rp-hash
To display which rendezvous point (RP) is being selected for a specified group, use the show ip pim 
rp-hash command in user EXEC or privileged EXEC mode. 

show ip pim [vrf vrf-name] rp-hash {group-address | group-name}

Syntax Description

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines This command displays which RP was selected for the group specified. It also shows whether this RP 
was selected by Auto-RP or the PIM Version 2 bootstrap mechanism.

Examples The following is sample output from the show ip pim rp-hash command with the group address 
239.1.1.1 specified:

Router# show ip pim rp-hash 239.1.1.1

RP 172.16.24.12 (mt1-47a.cisco.com), v2
    Info source: 172.16.24.12 (mt1-47a.cisco.com), via bootstrap
         Uptime: 05:15:33, expires: 00:02:01

Table 49 describes the significant fields shown in the display.

vrf (Optional) Supports the multicast VPN routing and forwarding (VRF) instance.

vrf-name (Optional) Name assigned to the VRF.

group-address | 
group-name

RP information for the specified group address or name as defined in the Domain 
Name System (DNS) hosts table. 

Release Modification

11.3 T This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T This command was integrated into Cisco IOS Release 12.2(13)T.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a 
specific 12.2SX release of this train depends on your feature set, platform, and 
platform hardware.
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Table 49 show ip pim rp-hash Field Descriptions 

Field Description

RP 172.16.24.12 (mt1-47a.cisco.com), v2 Address of the RP for the group specified (239.1.1.1). 
Within parentheses is the DNS name of the RP. If the 
address of the RP is not registered in the DNS, a 
question mark (?) is displayed. PIM Version 2 
configured.

Info source: 172.16.24.12 
(mt1-47a.cisco.com), via bootstrap

Indicates from which system the router learned this RP 
information, along with the DNS name of the source. 
RP was selected by the bootstrap mechanism. In this 
case, the BSR is also the RP.

Uptime Length of time (in hours, minutes, and seconds) that 
the router has known about this RP.

expires Time (in hours, minutes, and seconds) after which the 
information about this RP expires. If the router does 
not receive any refresh messages in this time, it will 
discard information about this RP.
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show ip pim rp-hash (BSR)
To display which rendezvous point is being selected for a specified group, use the show ip pim rp-hash 
command in user EXEC or privileged EXEC mode. 

show ip pim [vrf vrf-name] rp-hash {group-address | group-name}

Syntax Description

Defaults This command has no default settings. 

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines This command displays which rendezvous point was selected for the group specified. It also shows 
whether this rendezvous point was selected by Auto-RP or the PIM Version 2 bootstrap mechanism.

Examples This example shows how to display which rendezvous point is being selected for a specified group:

Router# show ip pim rp-hash 239.1.1.1

RP 172.16.24.12 (mt1-47a.cisco.com), v2
    Info source: 172.16.24.12 (mt1-47a.cisco.com), via bootstrap
         Uptime: 05:15:33, expires: 00:02:01

Table 50 describes the fields shown in the display.

vrf vrf-name (Optional) Specifies the name that is assigned to the multicast VPN routing and 
forwarding (VRF) instance.

group-address | 
group-name

Rendezvous-point information for the specified group address or name as defined 
in the DNS hosts table. 

Release Modification

12.2(18)SXE Support for this command was introduced on the Supervisor Engine 720.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Table 50 show ip pim rp-hash Field Descriptions 

Field Description

RP 172.16.24.12 (mt1-47a.cisco.com), v2 Address of the rendezvous point for the group 
specified (239.1.1.1). The DNS name of the 
rendezvous point within the parentheses. If the address 
of the rendezvous point is not registered in the DNS, a 
question mark (?) is displayed. PIM Version 2 is 
configured.

Info source: 172.16.24.12 
(mt1-47a.cisco.com), via bootstrap

Which system the router learned this rendezvous-point 
information and the DNS name of the source. The 
rendezvous point was selected by the bootstrap 
mechanism. In this case, the BSR is also the 
rendezvous point.

Uptime Length of time (in hours, minutes, and seconds) that 
the router has known about this rendezvous point.

expires Time (in hours, minutes, and seconds) after which the 
information about this rendezvous point expires. If the 
router does not receive any refresh messages in this 
time, it discards information about this rendezvous 
point.
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show ip pim snooping 
To display the information about IP PIM snooping, use the show ip pim snooping command in user 
EXEC or privileged EXEC mode.

Global Status

show ip pim snooping

VLAN Status

show ip pim snooping vlan vlan-id [neighbor | mac-group | statistics | mroute [source-ip | 
group-ip] ]

Syntax Description

Defaults This command has no default settings.

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor 
Engine 2.

Examples This example shows how to display the information about the global status:

Router# show ip pim snooping

Global runtime mode: Enabled
Global admin mode  : Enabled
Number of user enabled VLANs: 1
User enabled VLANs: 10

vlan vlan-id Displays information for a specific VLAN; valid values are from 1 to 4094.

neighbor (Optional) Displays information about the neighbor database.

mac-group (Optional) Displays information about the GDA database in Layer 2.

statistics (Optional) Displays information about the VLAN statistics.

mroute (Optional) Displays information about the mroute database.

source-ip (Optional) Source IP address.

group-ip (Optional) Group IP address.

Release Modification

12.2(17a)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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This example shows how to display the information about a specific VLAN:

Router# show ip pim snooping vlan 10

3 neighbors (0 DR priority incapable, 0 Bi-dir incapable) 
6 mroutes, 3 mac entries 
DR is 10.10.10.4 
RP DF Set

This example shows how to display the information about the neighbor database for a specific VLAN:

Router# show ip pim snooping vlan 10 neighbor 

IP Address       Mac address     Port Uptime/Expires    Flags
10.10.10.2       000a.f330.344a  3/13 00:09:57/00:01:22 
10.10.10.1       000a.f330.334a  3/12 00:09:44/00:01:21 
10.10.10.4       000a.f330.3c00 15/01 00:09:57/00:01:22 DR
Number of Neighbors = 3

This example shows how to display the information about the GDA database for a specific VLAN in 
Layer 2:

Router# show ip pim snooping vlan 10 mac-group 

Mac address    Group address   Uptime/Expires    Outgoing Ports
0100.5e01.6465 224.1.100.101   00:20:26/00:02:43 3/12 3/13 15/1 
0100.5e01.6464 224.1.100.100   00:20:28/00:02:41 3/12 3/13 15/1 
0100.5e00.0128 224.0.1.40      00:20:27/00:02:47 3/12 3/13 15/1 
Number of mac-groups = 3

This example shows how to display the detailed statistics for a specific VLAN:

Router# show ip pim snooping vlan 10 statistics 

PIMv2 statistics for vlan 10:
Hello                                           : 811
Join/Prunes                                     : 1332
RP DF Election                                  : 0
Asserts                                         : 133
Other types                                     : 0

Hello option holdtime [1]                       : 811
Hello option Generation ID[20]                  : 544
Hello option DR priority[19]                    : 544
Hello option Bi-dir capable[22]                 : 0
Hello option Fast Hold[65005]                   : 0
Hello option Lan Prune Delay[2]                 : 0
Hello option Tag switching [17]                 : 0
Hello option PIM-DM State Refresh[21]           : 544
Hello option Deprecated Cisco DR priority[18]   : 0
Error - Hello length too short                  : 0
Error - Hello hold option missing               : 0
Error - Hello option length                     : 0
Error - Hello option unknown                    : 0

Error - Join/Prune Address Family               : 0
Error - Join/Prune Parser malloc failure        : 0
Error - Join/Prune Unknown up/down neighbor     : 0
Error - Join/Prune Malformed packet discards    : 0

Error - RPDF election Address Family            : 0
Error - RPDF Unknown up/down neighbor           : 0

Error - Generic packet input error              : 0
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This example shows how to display the information about the mroute database for all mrouters in a 
specific VLAN:

Router# show ip pim snooping vlan 10 mroute 

Number of Mroutes = 6
Flags: J/P - (*,G) Join/Prune, j/p - (S,G) Join/Prune
       SGR-P - (S,G,R) Prune

(*, 172.16.100.101), 00:16:14/00:02:58
  10.10.10.1->10.10.10.2, 00:16:14/00:02:58, J
  Downstream ports: 3/12 
  Upstream   ports: 3/13 
  Outgoing   ports: 3/12 3/13 

(*, 172.16.100.100), 00:16:16/00:02:56
  10.10.10.1->10.10.10.2, 00:16:16/00:02:56, J
  Downstream ports: 3/12 
  Upstream   ports: 3/13 
  Outgoing   ports: 3/12 3/13 

(10.10.10.2, 172.16.1.40), 00:16:10/00:03:03
  10.10.10.1->10.10.10.2, 00:16:10/00:03:03, SGR-P
  Downstream ports: 
  Upstream   ports: 3/13 
  Outgoing   ports: 3/13 

(*, 172.16.1.40), 00:16:16/00:03:02
  10.10.10.1->10.10.10.2, 00:16:16/00:03:02, J
  Downstream ports: 3/12 
  Upstream   ports: 3/13 
  Outgoing   ports: 3/12 3/13 

(*, 172.16.10.10), 00:02:23/00:01:06
  Downstream ports: 
  Upstream   ports: 
  Outgoing   ports: 3/12 3/13 

(192.168.0.0, 172.16.10.10), 00:02:23/00:01:06
  10.10.10.1->10.10.10.2, 00:02:23/00:01:06, j
  Downstream ports: 3/12 
  Upstream   ports: 3/13 
  Outgoing   ports: 3/12 3/13 

This example shows how to display the information about the PIM mroute for a specific source address:

Router# show ip pim snooping vlan 10 mroute 172.16.100.100

(*, 172.16.100.100), 00:16:36/00:02:36
  10.10.10.1->10.10.10.2, 00:16:36/00:02:36, J
  Downstream ports: 3/12 
  Upstream   ports: 3/13 
  Outgoing   ports: 3/12 3/13 

This example shows how to display the information about the PIM mroute for a specific source and group 
address:

Router# show ip pim snooping vlan 10 mroute 192.168.0.0 172.16.10.10

(192.168.0.0, 172.16.10.10), 00:03:04/00:00:25
  10.10.10.1->10.10.10.2, 00:03:04/00:00:25, j
  Downstream ports: 3/12 
  Upstream   ports: 3/13 
  Outgoing   ports: 3/12 3/13 
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Related Commands Command Description

ip pim snooping (global configuration) Enables PIM snooping globally.

ip pim snooping (interface configuration) Enables PIM snooping on an interface.
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show ip pim vc
To display ATM virtual circuit (VC) status information for multipoint VCs opened by Protocol 
Independent Multicast (PIM), use the show ip pim vc command in user EXEC or privileged EXEC 
mode.

show ip pim vc [group-address | group-name] [interface-type interface-number]

Syntax Description

Defaults VC status information is displayed for all ATM interfaces.

Command Modes User EXEC 
Privileged EXEC

Command History

Examples The following is sample output from the show ip pim vc command:

Router# show ip pim vc

IP Multicast ATM VC Status
ATM0/0 VC count is 5, max is 200
Group            VCD   Interface    Leaf Count  Rate
224.2.2.2        26    ATM0/0       1           0 pps
224.1.1.1        28    ATM0/0       1           0 pps
224.4.4.4        32    ATM0/0       2           0 pps
224.5.5.5        35    ATM0/0       1           0 pps

Table 51 describes the significant fields shown in the display.

group-address | 
group-name

(Optional) IP multicast group or name. Displays only the single group.

interface-type 
interface-number

(Optional) Interface type and number. Displays only the single ATM interface.

Release Modification

11.3 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in 
a specific 12.2SX release of this train depends on your feature set, platform, 
and platform hardware.

Table 51 show ip pim vc Field Descriptions 

Field Description

ATM0/0 ATM slot and port number on the interface.

VC count Number of VCs opened by PIM.



 

IP Multicast Commands
show ip pim vc

IMC-443
Cisco IOS IP Multicast Command Reference

January 2008

Related Commands

max Maximum number of VCs that PIM is allowed to open, as configured by the ip pim 
vc-count command.

Group IP address of the multicast group to which the router is multicasting.

VCD Virtual circuit descriptor.

Interface Outgoing interface.

Leaf Count Number of routers that have joined the group and are members of that multipoint 
VC.

Rate Rate (in packets per second) as configured by the ip pim minimum-vc-rate 
command.

Table 51 show ip pim vc Field Descriptions (continued)

Field Description

Command Description

ip pim multipoint-signalling Enables PIM to open ATM multipoint switched VCs for 
each multicast group that a receiver joins.
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show ip rpf
To display how IP multicast routing does Reverse Path Forwarding (RPF), use the show ip rpf command 
in user EXEC or privileged EXEC mode.

show ip rpf [vrf vrf-name] {route-distinguisher | source-address [group-address] [rd 
route-distinguisher]} [metric]

Syntax Description

Command Modes User EXEC (>) 
Privileged EXEC (#)

Command History

vrf vrf-name (Optional) Displays how IP multicast routing does RPF in the Multicast 
Virtual Private Network (MVPN) routing and forwarding (MVRF) instance 
specified for the vrf-name argument.

route-distinguisher Route distinguisher (RD) of an VPNv4 prefix. Entering the 
route-distinguisher argument displays RPF information related to the 
specified VPN route. You can enter an RD in either of these formats:

 • 16-bit autonomous system (AS) number: your 32-bit number, for 
example, 101:3

 • 32-bit IP address: your 16-bit number, for example, 192.168.122.15:1

source-address IP address or name of a multicast source for which to display RPF 
information.

group-address (Optional) IP address or name of a multicast group for which to display RPF 
information.

rd route-distinguisher (Optional) Displays the Border Gateway Protocol (BGP) RPF next hop for 
the VPN route associated with the RD specified for the route-distinguisher 
argument. You can enter an RD in either of these formats:

 • 16-bit autonomous system (AS) number: your 32-bit number, for 
example, 101:3

 • 32-bit IP address: your 16-bit number, for example, 192.168.122.15:1

metric (Optional) Displays the unicast routing metric.

Release Modification

11.0 This command was introduced.

12.1(2)T The metric keyword was added.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(13)T This command was integrated into Cisco IOS Release 12.2(13)T.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.0(29)S The group-address argument, rd keyword, and route-distinguisher argument 
were added for the Multicast VPN Inter-AS Support feature.

12.2(27)SBC This command was integrated into Cisco IOS Release 12.2(27)SBC.
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Usage Guidelines The router can reverse path forward from multiple routing tables (that is, the unicast routing table, 
Distance Vector Multicast Routing Protocol [DVMRP] routing table, or static multicast routes). This 
command identifies the source of the retrieved information.

Examples The following is sample output from the show ip rpf command:

Router# show ip rpf 172.16.10.13

RPF information for host1 (172.16.10.13)
  RPF interface: BRI0
  RPF neighbor: sj1.cisco.com (172.16.121.10)
  RPF route/mask: 172.16.0.0/255.255.0.0
  RPF type: unicast
  RPF recursion count: 0
  Doing distance-preferred lookups across tables

The following is sample output from the show ip rpf command with the optional vrf keyword, vrf-name 
argument, and group-address argument:

Router# show ip rpf vrf green 10.1.1.100 232.6.6.6

RPF information for ? (10.1.1.100)
  RPF interface: Ethernet3/0
  RPF neighbor: ? (10.1.1.5)
  RPF route/mask: 10.1.1.0/24
  RPF type: unicast (rip)
  RPF recursion count: 0
  Doing distance-preferred lookups across tables
  Using Group Based VRF Select, RPF VRF: blue

The following is sample output from the show ip rpf command with the metric keyword:

Router# show ip rpf 172.16.10.13 metric

RPF information for host1.cisco.com (172.16.10.13)
  RPF interface: BRI0
  RPF neighbor: neighbor.cisco.com (172.16.121.10)
  RPF route/mask: 172.16.0.0/255.255.0.0
  RPF type: unicast
  RPF recursion count: 0
  Doing distance-preferred lookups across tables
  Metric preference: 110
  Metric: 11

Table 52 describes the fields shown in the displays.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA. The 
group-address argument, rd keyword, and route-distinguisher argument 
were added for the Multicast VPN Inter-AS Support feature.

12.2(31)SB2 The output was modified to indicate that Multicast VPN Extranet VRF 
Select feature is being used to perform the RPF lookup based on the group 
address and the VRF where the RPF lookup is being performed.

12.2(33)SXH The group-address argument, rd keyword, and route-distinguisher argument 
were added for the Multicast VPN Inter-AS Support feature.

Release Modification
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Table 52 show ip rpf Field Descriptions

Field Description

RPF information for 
host1.cisco.com (172.16.10.13)

Hostname and source address that this information concerns.

RPF interface For the given source, the interface from which the router expects 
to receive packets. 

RPF neighbor For the given source, the neighbor from which the router expects 
to receive packets.

RPF route/mask Route number and mask that matched against this source.

RPF type Routing table from which this route was obtained, either unicast, 
DVMRP, or static mroutes.

RPF recursion count Indicates the number of times the route is recursively resolved.

Doing distance-preferred Indicates whether RPF was determined based on distance or 
length of mask.

Using Group Based VRF Select, 
RPF VRF:

Indicates that the RPF lookup was based on the group address 
and the VRF where the RPF lookup is being performed.

Metric preference The preference value used for selecting the unicast routing 
metric to the RP announced by the designated forwarder (DF).

Metric Unicast routing metric to the RP announced by the DF.
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show ip rpf events
To display the last 15 triggered multicast Reverse Path Forwarding (RPF) check events, use the show ip 
rpf events command in user EXEC or privileged EXEC mode.

show ip rpf [vrf vrf-name] events

Syntax Description

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines Use this command to determine the most recent triggered multicast RPF check events.

Examples The following is sample output from the show ip rpf events command: 

Router# show ip rpf events

Last 15 triggered multicast RPF check events

RPF backoff delay:500 msec
RPF maximum delay:5 sec

DATE/TIME             BACKOFF    PROTOCOL   EVENT         RPF CHANGES
Mar 7 03:24:10.505    500 msec   Static     Route UP        0
Mar 7 03:23:11.804    1000 sec   BGP        Route UP        3
Mar 7 03:23:10.796    500 msec   ISIS       Route UP        0
Mar 7 03:20:10.420    500 msec   ISIS       Route Down      3
Mar 7 03:19:51.072    500 msec   Static     Route Down      0
Mar 7 02:46:32.464    500 msec   Connected  Route UP        3
Mar 7 02:46:24.052    500 msec   Static     Route Down      0
Mar 7 02:46:10.200    1000 sec   Connected  Route UP        3
Mar 7 02:46:09.060    500 msec   OSPF       Route UP        3
Mar 7 02:46:07.416    500 msec   OSPF       Route Down      0

vrf (Optional) Supports the multicast VPN routing and forwarding (VRF) 
instance.

vrf-name (Optional) Name assigned to the VRF.

Release Modification

12.0(22)S This command was introduced.

12.0(23)S The vrf keyword and vrf-name argument were added.

12.2(14)S The vrf keyword and vrf-name argument were added.

12.2(15)T This command was integrated into Cisco IOS Release 12.2(15)T.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA. 

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Mar 7 02:45:50.423    500 msec   EIGRP      Route UP        3
Mar 7 02:45:09.679    500 msec   EIGRP      Route Down      0
Mar 7 02:45:06.322    500 msec   EIGRP      Route Down      2
Mar 7 02:33:09.424    500 msec   Connected  Route UP        0
Mar 7 02:32:28.307    500 msec   BGP        Route UP        3

The following is sample output from the show ip rpf events command when the ip multicast rpf 
backoff command is used with the disable keyword, disabling the triggered RPF check function:

Router# show ip rpf events

Last 15 triggered multicast RPF check events

Note:Triggered RPF disabled!

RPF backoff delay:50 msec
RPF maximum delay:2 sec

DATE/TIME             BACKOFF    PROTOCOL   EVENT         RPF CHANGES
Sep 4 06:25:31.707    500 msec   Connected  Route UP        0
Sep 4 06:25:30.099    500 msec   Connected  Route UP        0

Table 53 describes the significant fields shown in the display.

Table 53 show ip rpf events Field Descriptions 

Field Description

RPF backoff delay The configured amount of time (in milliseconds) allowed for the initial 
backoff delay.

RPF maximum delay The maximum configured amount of time (in seconds) allowed for a backoff 
delay.

DATE/TIME The date and time (in hours:minutes:seconds) an RPF event occurred.

BACKOFF The actual backoff delay (in milliseconds) after which the RPF check was 
done.

PROTOCOL The protocol that triggered the RPF check.

EVENT This RPF check was caused by a route that went up or down, or was 
modified.

RPF CHANGES The number of multicast routes that were affected by the RPF change.
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show ip rpf select
To display group-to-VPN routing and forwarding (VRF) mappings, use the show ip rpf select command 
in user EXEC or privileged EXEC mode.

show ip rpf [vrf vrf-name] select

Syntax Description

Command Default If the optional vrf keyword and vrf-name argument are omitted, the show ip rpf select command 
displays all group-to-VRF mappings.

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines Use the show ip rpf select command after configuring group-based VRF selection policies to display 
the configured group-to-VRF mappings. The output displays information about group-based VRF 
selection policies, including the group address, the VRF mapped to the group where the Reverse Path 
Forwarding (RPF) lookup is performed, and the name of the access control list (ACL) applied to the 
policy.

Use the ip multicast rpf select command to configure group-based VRF selection policies. By defining 
group-based VRF selection policies, you can configure RPF lookups originating in a receiver MVRF or 
in the global routing table to be resolved in a source MVRF or in the global routing table based on group 
address. 

Examples The following is sample output from the show ip rpf select command:

Router# show ip rpf select 

Multicast Group-to-Vrf Mappings

Group(s): 227.7.1.1/32, RPF vrf: blue, Acl: 20
Group(s): 227.7.7.7/32, RPF vrf: blue, Acl: 20
Group(s): 239.1.1.1/32, RPF vrf: blue, Acl: 20

Table 54 describes the significant fields shown in the display.

vrf vrf-name (Optional) Displays the multicast group-to-VRF mappings for the Multicast 
VPN (MVPN) routing and forwarding (MVRF) instance specified for the 
vrf-name argument.

Release Modification

12.2(31)SB2 This command was introduced.

http://lbj/push_targets1/ucdit/cc/td/doc/product/software/process/iossawg.pdf
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Related Commands

Table 54 show ip rpf select Field Descriptions 

Field Description

Group(s) Multicast group address that is being mapped.

RPF vrf VRF where the RPF lookup for the multicast group is 
performed.

Acl ACL that the multicast group matched.

Command Description

ip multicast rpf select Configures RPF lookups based on group address.
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show ip sap
To display the Session Announcement Protocol (SAP) cache, use the show ip sap command in user 
EXEC or privileged EXEC mode.

show ip sap [group-address | “session-name” | detail]

Syntax Description

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines If the router is configured to be a member of multicast group 224.2.127.254 (the default session directory 
group), it will cache SAP announcements.

If no arguments or keywords are used with this command, the system displays a sorted list of session 
names.

Examples The following is sample output from the show ip sap command for a session using multicast group 
224.2.197.250:

Router# show ip sap 224.2.197.250

SAP Cache - 198 entries
Session Name: Session1
   Description: This broadcast is brought to you courtesy of Name1.
   Group: 0.0.0.0, ttl: 0, Contiguous allocation: 1
   Lifetime: from 10:00:00 PDT Jul 4 1999 until 10:00:00 PDT Aug 1 1999
   Uptime: 4d05h, Last Heard: 00:01:40
   Announcement source: 128.102.84.134
   Created by: sample 3136541828 3139561476 IN IP4 128.102.84.134
   Phone number: Sample Digital Video Lab (555) 555-5555
   Email: email1 <name@email.com>
   URL: http://url.com/
   Media: audio 20890 RTP/AVP 0
     Media group: 224.2.197.250, ttl: 127

group-address (Optional) The sessions defining the specified multicast group address.

“session-name” (Optional) Displays the single session in detail format. The session name is 
enclosed in quotation marks (“ ”) that the user must enter.

detail (Optional) Displays all sessions in detail format.

Release Modification

11.1 The show ip sdr command was introduced.

12.2 The show ip sdr command was replaced by the show ip sap command.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in 
a specific 12.2SX release of this train depends on your feature set, platform, 
and platform hardware.
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     Attribute: ptime:40
   Media: video 62806 RTP/AVP 31
     Media group: 224.2.190.243, ttl: 127

Table 55 describes the significant fields shown in the display.

Table 55 show ip sap Field Descriptions 

Field Description

SAP Cache - 198 entries Number of entries (sessions) in the cache.

Session Name: Name of session.

Description: Description of the session. Individual media may have their own 
Description field.

Group: IP multicast group addresses used for this session. The 0.0.0.0 IP 
address is displayed if individual media define separate multicast 
groups.

ttl: The time-to-live (TTL) value associated with the multicast groups.

Contiguous Allocation: Number of continuously ascending IP multicast group addresses 
allocated to this session.

Lifetime: Period of time during which this session is presumed to carry traffic 
in the network.

Uptime: How long (in hours, minutes, and seconds) this announcement has 
been stored.

Last Heard: How long ago (in hours, minutes, and seconds) this announcement 
was last heard. This time is always less than the timeout value 
configured using the sap cache-timeout command.

Announcement source: IP address of the host from which this session announcement was 
received.

Created by: Information for identifying and tracking the session announcement.

Phone number: Telephone number of the person or entity responsible for the 
session.

Email: E-mail address of the person or entity responsible for the session.

URL: URL for the location where further information about this session 
can be found.

Media: Indicates the media type (audio, video, or data), transport port that 
the medium stream is sent to, transport protocol used for these 
media (common values are User Datagram Protocol [UDP] and 
Real-Time Transport Protocol [RTP]/attribute-value pair [AVP]), 
and list of media formats that each media instance can use. The first 
media format is the default format. Format identifiers are specific to 
the transport protocol used.

Media group: Indicates the IP multicast group address over which the media 
instance is sent.

Attribute: Indicates attributes specific to each media instance.
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Related Commands Command Description

clear ip sap Deletes a SAP cache entry or the entire SAP cache.

ip sap cache-timeout Limits how long a SAP cache entry stays active in the cache.

ip sap listen Enables the Cisco IOS software to listen to session directory 
announcements.
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show ip sdr
The show ip sdr command is replaced by the show ip sap command. See the description of the show ip 
sap command for more information.
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show mls ip multicast
To display the MLS IP information, use the show mls ip multicast command in user EXEC or privileged 
EXEC mode. 

show mls ip multicast [capability [module num] | connected | group hostname | ip-address 
[ip-mask] | interface type number | module number | mdt | source hostname | ip-address | 
statistics | summary] 

Syntax Description

Defaults This command has no default settings.

Command Modes User EXEC 
Privileged EXEC

capability Displays information about the multicast-replication capabilities.

module num (Optional) Specifies the module number.

connected (Optional) Displays the installed interface or mask entries.

group (Optional) Displays the entries for a specific multicast-group address.

hostname Group IP hostname.

ip-address Group IP address.

ip-mask (Optional) IP mask for group IP address.

interface (Optional) Specifies an interface.

type Interface type; possible valid values are ethernet, fastethernet, 
gigabitethernet, tengigabitethernet, pos, atm, and ge-wan.

number Module and port number; see the “Usage Guidelines” section for valid 
values.

module number (Optional) Displays the entries that are downloaded on the specified 
module; see the “Usage Guidelines” section for valid values.

mdt (Optional) Displays hardware-accelerated MDT information.

source hostname (Optional) Displays the entries for a specific source address.

source ip-address (Optional) Displays the entries for a specific source IP address.

statistics (Optional) Displays the statistics from multicast entries.

summary (Optional) Displays a summary of statistics from multicast entries.

consistency-check Displays consistency-checker information.

mroute-mlsm (Optional) Displays mroute/MLSM consistency-checker information.

rp-sp (Optional) Displays route processor/switch processor 
consistency-checker information.

log (Optional) Displays a log of mismatches that have been detected and 
corrected.

clear (Optional) Clears the mismatches log.

statistics (Optional) Displays the statistics of prefixes checked.
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Command History

Usage Guidelines The output of the show mls ip multicast capability command on Cisco 7600 series routers that are 
configured with a Supervisor Engine 32 does not include egress information.

The pos, atm, and ge-wan keywords are not supported on Cisco 7600 series routers that are configured 
with a Supervisor Engine 720.

The following syntax is supported on Cisco 7600 series routers that are configured with a Supervisor 
Engine 2:

show mls ip multicast [complete | partial [group hostname | ip-address [ip-mask | interface 
interface interface-number] | source hostname | ip-address]]

show mls ip multicast [connected | consistency-check | summary] 

show mls ip multicast statistics [group hostname | ip-address [source hostname | ip-address]]

The number argument designates the module and port number. Valid values for number depend on the 
specified interface type and the chassis and module that are used. For example, if you specify a Gigabit 
Ethernet interface and have a 48-port 10/100BASE-T Ethernet module that is installed in a 13-slot 
chassis, valid values for the module number are from 1 to 13 and valid values for the port number are 
from 1 to 48. These valid values also apply when entering the module number keyword and argument.

When you view the output, note that a colon (:) is used to separate the fields.

Consistency-checker information

Use the following command to display consistency-checker information:

show mls ip multicast consistency-check [mroute-mlsm | rp-sp [log [clear] | statistics]] 

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.  

12.2(17a)SX This command is supported on releases prior to Release 12.2(17a)SX only.

12.2(17d)SXB Support for this command on the Supervisor Engine 2 was extended to the 12.2 SX 
release. This command was changed to include the capability [module num] 
keywords.

12.2(18)SXE This command was changed as follows:

 • Include these keywords to enhance the output of the show mls ip multicast 
consistency-check command on the Supervisor Engine 720 only:

 – mroute-mlsm

 – rp-sp

 – log

 – clear

 – statistics

 • Include the mdt keyword to display hardware-accelerated MDT information.

12.2(18)SXF The output of the show mls ip multicast capability command was changed to 
include egress information. 

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Examples This example shows how to display general MLS IP-multicast information:

Router# show mls ip multicast 

Multicast hardware switched flows:
(*, 224.1.1.1) Incoming interface: Vlan0, Packets switched: 0
Hardware switched outgoing interfaces: Vlan202 
RPF-MFD installed
Total hardware switched flows : 1

This example shows how to display a summary of MLS information:

Router# show mls ip multicast summary 

1 MMLS entries using 168 bytes of memory
Number of partial hardware-switched flows: 0
Number of complete hardware-switched flows: 1
Directly connected subnet entry install is enabled
Aggregation of routed oif is enabled
Hardware shortcuts for mvpn mroutes supported
Egress Mode of replication is enabled
Maximum route support is enabled
Router# 

This example shows how to display MLS information on a specific interface:

Router# show mls ip multicast interface fastethernet 5/9

DstIP           SrcIP           Dst i/f:DstMAC       Pkts         Bytes
-----------------------------------------------------------------------
SrcDstPorts   SrcDstEncap Age   LastSeen
----------------------------------------
172.20.52.37    0.0.0.0         100: 00d0.5870.a4ff 1            129
Fa5/9,----- ARPA,ARPA   107   06:10:02
172.20.52.36    0.0.0.0         100 : 0050.7312.0cff 50           6403
Fa5/9,----- ARPA,ARPA   107   06:10:04
 Number of Entries Found = 2

This example shows how to display information about the multicast-replication capabilities:

Router# show mls ip multicast capability

Current mode of replication is Ingress
auto replication mode detection is ON

 Slot           Multicast replication capability
    2                       Egress
    5                       Egress
    6                       Egress
    8                       Ingress
    9                       Ingress

This example shows how to display information about the mroute consistency-checker log:

Router# show mls ip multicast consistency-check mroute-mlsm 

MMLS Consistancy checker of mroute-scan type is enabled 
Inter scan period = 2 sec 
Number of entry scanned = 20 
Settle time = 60 sec 
Storage for 1000 events (40000 bytes)
Mroute entry missed for a Shortcut : 0 
Mroute entry was uneligible for a Shortcut : 0 
Mroute entry rpf i/f mismatched with Shortcut : 0 
Mroute oif in hw and Shortcut oif in sw : 0 
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Mroute oif in sw and Shortcut oif in sw : 0 
Mroute oif in sw and Shortcut oif in hw : 0 
Mroute #oif mismatched with Shortcut #oif : 0 
.
.
.
<Output is truncated>

This example shows how to display a log of mismatches that have been detected and corrected:

Router# show mls ip multicast consistency-check rp-sp log

MLSM RP<->SP Consistency Checker Mismatch log for Table 0:
size 512 current-index 0

0 total used entries in log

Related Commands Command Description

mls ip multicast (interface 
configuration)

Enables MLS IP shortcuts on the interface.

show mls ip multicast 
consistency-check

Displays consistency-checker information.
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show mls ip multicast bidir
To display the Bidir hardware-switched entries, use the show mls ip multicast bidir command in user 
EXEC or privileged EXEC mode..

show mls ip multicast bidir [group hostname | ip-address [ip-mask] | interface type number | 
source hostname | ip-address ]

Syntax Description

Defaults This command has no default settings.

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor 
Engine 2.

group (Optional) Displays the entries for a specific multicast-group address.

hostname Group IP hostname.

ip-address Group IP address.

ip-mask (Optional) IP mask for group IP address.

interface (Optional) Specifies an interface.

type Interface type; possible valid values are ethernet, fastethernet, 
gigabitethernet, and tengigabitethernet.

number Module and port number.

source hostname (Optional) Displays the entries for a specific source address.

source ip-address (Optional) Displays the entries for a specific source IP address.

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(17a)SX This command is supported on releases prior to Release 12.2(17a)SX only.

12.2(17b)SXA This command is replaced by the show mls netflow ip command.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Examples This example shows how to display the Bidir hardware-switched entries:

Router# show mls ip multicast bidir 

Multicast hardware switched flows: 
(*, 226.1.4.0) Incoming interface: Vlan51, Packets switched: 0 
Hardware switched outgoing interfaces: Vlan51 Vlan30 
RPF-MFD installed
(*, 227.1.4.0) Incoming interface: Gi2/1, Packets switched: 0 
Hardware switched outgoing interfaces: Gi2/1 Vlan30 
RPF-MFD installed

Related Commands Command Description

mls ip multicast bidir 
gm-scan-interval

Sets the RPF scan interval for the Bidir rendezvous point.
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show mls ip multicast rp-mapping
To display the mappings for the PIM-Bidir group to active rendezvous points, use the show mls ip 
multicast rp-mapping command in user EXEC or privileged EXEC mode.

show mls ip multicast rp-mapping [rp-address] [df-cache | gm-cache]                                 

Syntax Description

Defaults This command has no default settings.

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor 
Engine 2.

Examples This example shows how to display the mappings for the PIM group-to-active rendezvous points:

Router# show mls ip multicast rp-mapping 

RP Address State DF-count GM-count 
10.2.2.2 H 1 1 
10.9.9.9 H 1 2

This example shows how to display information that is based on the DF list in the mapping cache of the 
route processor:

Router# show mls ip multicast rp-mapping df-cache 

RP Address   State   DF    State 
10.9.9.9      H       Vl30  H

rp-address (Optional) Rendezvous-point address.

df-cache (Optional) Displays information on the DF list in the rendezvous-point mapping 
cache in the hardware.

gm-cache (Optional) Displays information on the group/mask ranges in the rendezvous-point 
mapping cache in the hardware.

Release Modification

12.2(14)SX Support for this command was introduced on the Supervisor Engine 720.

12.2(17a)SX This command is supported on releases prior to Release 12.2(17a)SX only.

12.2(17b)SXA This command is replaced by the show mls netflow ip command.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.



 

IP Multicast Commands
show mls ip multicast rp-mapping

IMC-462
Cisco IOS IP Multicast Command Reference

January 2008

This example shows how to display information that is based on the mapping cache of the route 
processor:

Router# show mls ip multicast rp-mapping gm-cache 

State: H - Hardware Switched, I - Install Pending, D - Delete Pending, 
Z - Zombie
RP Address State Group Mask State Packet/Byte-count 
10.0.0.60 H 172.16.0.0 255.255.0.0 H 100/6400
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show mls ip multicast sso 
To display information about multicast high-availability SSO, use the show mls ip multicast sso 
command in user EXEC or privileged EXEC mode .

show mls ip multicast sso [statistics] 

Syntax Description

Defaults This command has no default settings.

Command Modes User EXEC 
Privileged EXEC

Command History

Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor 
Engine 2.

Examples This example shows how to display multicast high-availability SSO information:

Router# show mls ip multicast sso

Multicast SSO is enabled
Multicast HA Parameters
---------------------------------------------------+------+
protocol convergence timeout                       120 secs
flow leak percent                                  10
flow leak interval                                 20 secs
heartquake#

This example shows how to display statistical information about multicast high-availability SSO:

Router# show mls ip multicast sso statistics 

Multicast HA Statistics: ACTIVE
--------------------------------------------------+------+
CHKPT msgs sent                                    5
CHKPT msgs send failed                             0
CHKPT msgs send aborted                            0
CHKPT met add msg sent                             5
CHKPT met del msg sent                             1
CHKPT icroif msg sent                              1
MET HA met add enqueued                            5
MET HA met del enqueued                            1
ICROIF HA add enqueued                             1

statistics (Optional) Displays multicast high-availability SSO statistical information.

Release Modification

12.2(18)SXD Support for this command was introduced on the Supervisor Engine 720.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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ICROIF HA del enqueued                             0
CHKPT buffer failure                               0

MET HA Reconstruction Statistics
--------------------------------------------------+------+
Number of met blks reconstructed                   0
Number of normal sets reconstructed                0
Number of fixed sets reconstructed                 0
Number of sets deleted                             0
Number of blks not found                           0
normal sets reconstruction failed                  0
fixed set reconstruction failed                    0

Multicast HA Statistics: STANDBY
--------------------------------------------------+------+
CHKPT msgs rcvd                                    5
CHKPT met add msg rcvd                             5
CHKPT met del msg rcvd                             1
CHKPT icroif msg rcvd                              1
CHKPT msg unknown                                  0
CHKPT buffer failure                               0

Related Commands Command Description

mls ip multicast sso Configures the SSO parameters.
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show router-guard
To display router guard status and configuration information, use the show router-guard command in 
privileged EXEC mode.

show router-guard [interface [type mod/port]]

Syntax Description

Command Default This command has no default settings.

Command Modes Privileged EXEC (#)

Command History

Usage Guidelines If the port is in the shutdown state, the system cannot determine if the port is in trunk mode or access 
mode, and you will not be able to display the status by entering the show router-guard command. In 
this case, you can enter the show running-config interface command to display the configuration.

Examples

Note This section does not contain output description tables as the output fields are self-explanatory.

The following example shows how to display global router guard configuration information:

Router# show router-guard

Router Guard for IP Multicast:
  Globally enabled for all switch ports

The following example shows how to display a list of all interfaces for which router guard is enabled:

Router# show router-guard interface 

Router Guard for IP Multicast:
Globally enabled for all switchports
Interfaces:
Gi1/3/46: Disabled on this port for VLANS: ALL

interface (Optional) Specifies a list of all interfaces.

type (Optional) Specifies the interface type; possible valid values are 
fastethernet, gigabitethernet, tengigabitethernet, port-channel num, 
and vlan vlan-id.

mod/port Module and port number.

Release Modification

12.2(33)SXH This command was introduced.
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The following example shows how to display router guard configuration and statistics for a specified 
interface:

Router# show router-guard interface gigabitethernet 1/3/48

Router Guard for IP Multicast:
Globally enabled for all switch ports
Enabled on this interface
Packets denied:
  IGMP Queries:                 x
  PIMv2 Messages:               x
  PIMv1 Messages:               x
  DVMRP Messages:               x
  RGMP Messages:                x
  CGMP Messages:                x

Related Commands Command Description

clear router-guard ip 
multicast statistics

Clears the router guard statistical information.

router-guard ip multicast Enables or disables the router guard for switch ports that are 
connected to multicast routers.

router-guard ip multicast 
switchports

Enables or disables the router guard on all switch ports.
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snmp-server enable traps mvpn
To enable Multicast Virtual Private Network (MVPN) routing and forwarding (MVRF) trap 
notifications, use the snmp-server enable traps mvpn command in global configuration mode. To 
disable MVRF trap notifications, use the no form of this command.

snmp-server enable traps mvpn

no snmp-server enable traps mvpn

Syntax Description This command has no arguments or keywords.

Command Default MVRF traps are disabled.

Command Modes Global configuration (config)

Command History

Usage Guidelines SNMP notifications can be sent as traps or informs. This command enables trap notification requests 
only.

This command controls (enables or disables) MVRF (ciscoMvpnMvrfChange) trap notifications. A 
ciscoMvpnMvrfChange trap notification signifies a change about a MVRF in the device. The change 
event can be the creation of an MVRF, the deletion of an MVRF, or an update on the default or data 
multicast distribution tree (MDT) configuration of an MVRF. The change event is indicated by the 
ciscoMvpnGenOperStatusChange object embedded in the trap notification. 

MVRF trap notifications are defined by the ciscoMvpnMvrfChange object in the MVPN MIB. When this 
object is queried from a network management system (NMS) workstation, one of the following values 
is appended to the object to indicate the configuration state of MVRF trap notifications:

 • true(1)—MVRF trap notifications are enabled.

 • false(2)—MVRF trap notifications are disabled.

The following MVPN MIB tables can be queried to gather details about MVRF change events:

 • ciscoMvpnGenericTable 

 • ciscoMvpnMdtDefaultTable 

 • ciscoMvpnMdtDataTable

Release Modification

12.0(29)S This command was introduced.

12.3(14)T This command was integrated into Cisco IOS Release 12.3(14)T.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SXH This command was integrated into Cisco IOS Release 12.2(33)SXH.
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Note For a complete description of the ciscoMvpnMvrfChange trap notification and MVPN MIB tables, see 
the CISCO_MVPN_MIB.my file, available on Cisco.com at http://www.cisco.com/go/mibs. 

The snmp-server enable traps mvpn command is used in conjunction with the snmp-server host 
command. Use the snmp-server host command to specify which host or hosts receive SNMP 
notifications. To send SNMP notifications, you must configure at least one snmp-server host command. 

Examples The following example shows how to enable MVRF traps to the host at IP address 10.3.32.154 using the 
community string defined as public:

snmp-server enable traps mvpn
snmp-server host 10.3.32.154 version 2c public 

Related Commands Command Description

snmp-server community Enables SNMP and sets the community string and access privileges.

snmp-server host Specifies the recipient of an SNMP notification operation.

http://www.cisco.com/go/mibs
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tunnel udlr address-resolution
To enable the forwarding of the Address Resolution Protocol (ARP) and Next Hop Resolution Protocol 
(NHRP) over a unidirectional link (UDL), use the tunnel udlr address-resolution command in interface 
configuration mode. To disable forwarding, use the no form of this command.

tunnel udlr address-resolution

no tunnel udlr address-resolution

Syntax Description This command has no arguments or keywords.

Defaults The command is disabled.

Command Modes Interface configuration

Command History

Usage Guidelines This command is configured on the send-only tunnel interface of a downstream router.

Examples The following example shows how to configure the tunnel udlr address-resolution command on an 
interface to enable ARP and NHRP over a send-only tunnel. An ARP address resolution request received 
from the upstream router on the UDL (Ethernet interface 0) will be replied to over the send-only tunnel 
of the receiver. Likewise, an ARP request may be sent by the downstream router over the send-only 
tunnel, and the response will be received over the UDL.

interface tunnel 0
tunnel udlr send-only ethernet 0
tunnel udlr address-resolution

Related Commands

Release Modification

12.1(5)T This command was introduced.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.

Command Description

tunnel udlr send-only Configures a unidirectional, GRE tunnel to act as a back channel that 
can send messages, when another interface is configured for UDLR to 
receive messages.
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tunnel udlr receive-only
To configure a unidirectional, generic routing encapsulation (GRE) tunnel to act as a back channel that 
can receive messages, when another interface is configured for unidirectional link routing (UDLR) to 
send messages, use the tunnel udlr receive-only command in interface configuration mode. To remove 
the tunnel, use the no form of this command.

tunnel udlr receive-only interface-type interface-number

no tunnel udlr receive-only interface-type interface-number

Syntax Description

Defaults No UDLR tunnel is configured.

Command Modes Interface configuration

Command History

Usage Guidelines Use this command to configure a router that has a unidirectional interface with send-only capabilities. 
One example of when you might configure this command is if you have traffic traveling via a satellite.

The interface-type and interface-number arguments must match the send-only interface type and number 
specified by the interface command.

You must configure the tunnel udlr send-only command at the opposite end of the tunnel.

If you have a large number of receivers, you should configure UDLR by an alternative means: Internet 
Group Management Protocol (IGMP) UDLR. See the description of the ip igmp unidirectional-link 
command.

Examples In the following example, Router A (the upstream router) is configured with Open Shortest Path First 
(OSPF) and Protocol Independent Multicast (PIM). Serial interface 0 has send-only capability. 
Therefore, the UDLR tunnel is configured as receive-only, and points to serial interface 0.

interface-type 
interface-number

Interface type and number. The interface-type and interface-number arguments 
must match the unidirectional send-only interface type and number specified by 
the interface command. Thus, when packets are received over the tunnel, the 
upper layer protocols will treat the packets as if they are received over the 
unidirectional send-only interface.

Release Modification

12.0(3)T This command was introduced.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Router A Configuration
ip multicast-routing
!
! Serial0 has send-only capability
!
interface serial 0
 encapsulation hdlc
 ip address 10.1.0.1 255.255.0.0
 ip pim sparse-dense-mode
! 
! Configure tunnel as receive-only UDLR tunnel.
!
interface tunnel 0
 tunnel source ethernet 0
 tunnel destination <downstream-router>
 tunnel udlr receive-only serial 0
!
! Configure OSPF.
!
router ospf <pid>
 network 10.0.0.0 0.255.255.255 area 0

Router B (the downstream router) is configured with OSPF and PIM. Serial interface 1 has receive-only 
capability. Therefore, the UDLR tunnel is configured as send-only, and points to serial interface 1.

Router B Configuration
ip multicast-routing
!
! Serial1 has receive-only capability
!
interface serial 1
 encapsulation hdlc
 ip address 10.1.0.2 255.255.0.0
 ip pim sparse-dense-mode
    
! 
! Configure tunnel as send-only UDLR tunnel.
!
interface tunnel 0
 tunnel source ethernet 0
 tunnel destination <upstream-router>
 tunnel udlr send-only serial 1
!
! Configure OSPF.
!
router ospf <pid>
 network 10.0.0.0 0.255.255.255 area 0

Related Commands Command Description

interface Defines the IP addresses of the server, configures an interface type, 
and enters interface configuration mode.

interface tunnel Configures a tunnel interface.
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ip igmp unidirectional-link Configures an interface to be unidirectional and enables it for IGMP 
UDLR.

tunnel udlr send-only Configures a unidirectional, GRE tunnel to act as a back channel that 
can send messages, when another interface is configured for UDLR to 
receive messages.

Command Description
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tunnel udlr send-only
To configure a unidirectional, generic routing encapsulation (GRE) tunnel to act as a back channel that 
can send messages, when another interface is configured for unidirectional link routing (UDLR) to 
receive messages, use the tunnel udlr send-only command in interface configuration mode. To remove 
the tunnel, use the no form of this command.

tunnel udlr send-only interface-type interface-number

no tunnel udlr send-only interface-type interface-number

Syntax Description

Defaults No UDLR tunnel is configured.

Command Modes Interface configuration

Command History

Usage Guidelines Use this command to configure a router that has a unidirectional interface with receive-only capabilities. 
The UDLR tunnel will act as a back channel. One example of when you might configure this command 
is if you have traffic traveling via a satellite.

The interface-type and interface-number arguments must match the receive-only interface type and 
number specified by the interface command.

You must configure the tunnel udlr receive-only command at the opposite end of the tunnel.

Examples In the following example, Router A (the upstream router) is configured with Open Shortest Path First 
(OSPF) and Protocol Independent Multicast (PIM). Serial interface 0 has send-only capability. 
Therefore, the UDLR tunnel is configured as receive-only, and points to serial interface 0.

Router A Configuration
ip multicast-routing
!
! Serial0 has send-only capability

interface-type 
interface-number

Interface type and number. The interface-type and interface-number 
arguments must match the unidirectional receive-only interface type and 
number specified by the interface command. Thus, when packets are sent 
by upper layer protocols over the interface, they will be redirected and sent 
over this GRE tunnel.

Release Modification

12.0(3)T This command was introduced.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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!
interface serial 0
 encapsulation hdlc
 ip address 10.1.0.1 255.255.0.0
 ip pim sparse-dense-mode
! 
! Configure tunnel as receive-only UDLR tunnel.
!
interface tunnel 0
 tunnel source ethernet 0
 tunnel destination <downstream-router>
 tunnel udlr receive-only serial 0

Router B (the downstream router) is configured with OSPF and PIM. Serial interface 1 has receive-only 
capability. Therefore, the UDLR tunnel is configured as send-only, and points to serial interface 1.

Router B Configuration
ip multicast-routing
!
! Serial1 has receive-only capability
!
interface serial 1
 encapsulation hdlc
 ip address 10.1.0.2 255.255.0.0
 ip pim sparse-dense-mode
    
! 
! Configure tunnel as send-only UDLR tunnel.
!
interface tunnel 0
 tunnel source ethernet 0
 tunnel destination <upstream-router>
 tunnel udlr send-only serial 1

Related Commands Command Description

interface Defines the IP addresses of the server, configures an interface 
type, and enters interface configuration mode.

interface tunnel Configures a tunnel interface.

ip igmp unidirectional-link Configures an interface to be unidirectional and enables it for 
IGMP UDLR.

tunnel udlr address-resolution Enables the forwarding of ARP and NHRP over a UDL.

tunnel udlr receive-only Configures a unidirectional, GRE tunnel to act as a back channel 
that can receive messages, when another interface is configured 
for UDLR to send messages.
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udp-port
To change the User Datagram Protocol (UDP) port numbers to which a Test Sender sends test packets 
or a Test Receiver sends status reports during Multicast Routing Monitor (MRM) tests, use the udp-port 
command in MRM manager configuration mode. To restore the default settings, use the no form of this 
command.

udp-port [test-packet port-number] [status-report port-number]

no udp-port 

Syntax Description

Command Default Test Senders use UDP port number 16834 to send test packets, and Test Receivers use UDP port number 
65535 to send status reports.

Command Modes MRM manager configuration

Command History

Examples The following example shows how to change the UDP port to which test packets are sent by a Test Sender 
to UDP port number 20302:

ip mrm manager test
 udp-port test-packet 20302

test-packet port-number (Optional) Specifies the UDP port number to which test packets are sent 
by a Test Sender. The port number must be even if the packets are 
Real-Time Transport Protocol (RTP)-encapsulated. The range is from 
16384 to 65535. By default, the Test Sender uses UDP port number 
16834 to send test packets.

status-report port-number (Optional) Specifies the UDP port number to which status reports are 
sent by a Test Receiver. The port number must be odd if the packets are 
RTP Control Protocol (RTCP)-encapsulated. The range is from 16834 
to 65535. By default, the Test Receiver uses UDP port number 65535 to 
send status reports.

Release Modification

12.0(5)S This command was introduced.

12.0(5)T This command was integrated into Cisco IOS Release 12.0(5)T.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support 
in a specific 12.2SX release of this train depends on your feature set, 
platform, and platform hardware.
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Related Commands Command Description

ip mrm Configures an interface to operate as a Test Sender or Test Receiver, or both, 
for MRM.
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